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PykoBoACTBO NO NOAKMIOYEHUAM

I'Ion.qep)KM BaeMble onepaunoHHbIe CUCTEeMbI

MporpammHoe obecneyeHne Ha 3TOM KOMMNaKT-AUCKE COBMECTMMO CO CreAYLWMMM ONepauuoHHbLIMU CUCTEMAMU:
¢ Windows 10
* Windows 8.1
* Windows Server 2012 R2
¢ Windows Server 2012
¢ Windows 7 SP1
* Windows Server 2008 R2 SP1
* Windows Server 2008 SP2
* Windows Vista SP2
* Windows Server 2003 R2 SP2
* Windows Server 2003 SP2

MpumeyaHus.

* [logpoGHee 0 COBMECTMMOCTM NPOrpamMM C ApYrMMuy onepauvoHHbIMU CUCTEMaMUN MOXHO y3HaTb B Cry»6e
noaaep XK nonb3oBaTenei.

¢ [lpaiiBepbl nevaTn ons nogaepXXmBaeMbiX OnepaLnoHHbIX CUCTEM HaxoaaTCsa Ha koMmnakT-aucke B nanke Drivers
\Print\GDI.

YcTtaHoBKa nporpamMmmMHOro obecneyeHus NnpUHTEpa

1 Mony4yuTte KONUIO YCTAaHOBOYHOO NakeTa NporpamMmmb..

2 3anycTuTe yCTaHOBOYHbIV MAKET NPOrpaMMbl U CREAYNTE yKa3aHWUsIM Ha 3KpaHe KOMMbIoTepa.
3 [ns nonb3osateneit Macintosh: no6aBuTb NpuHTEP.

Mpumeyanune. B pasgene TCP/IP meHto "CeTb/NopThl" NpoBepbTe IP-agpec npuHtepa.

NoaroroBka K HacTpouke npuHTepa B cetn Ethernet

Mepen nogkntoveHnem npuHTepa kK cetn Ethernet npoBepbTe, YTO B Ballem pacrnopsikeHun ecTb cregyoLme
cBedeHus:

¢ [lonyCTuMbIN yHUKanbHbI IP-agpec, KOTopbl AOMKEH NCNONb30BaTh NPUHTEP B CETU

e CeTeBOW LUMHO3

* Macka cetu

* KpaTkoe nmsa npuHTepa (HeobasatenbHO)

MpumeyaHue. Kpatkoe nmsa npuHtepa obnerdyaet naeHTUmKauuio NnpuHTEpPa B CETU.

Bam noTtpebyetcs kabenb Ethernet ons nogkntoyeHnst NnpuHTEpPa K CETU U CBOBOAHbIV MOPT, C MOMOLLbIO KOTOPOro
NMPVHTEP MOXHO (PM3MYECKM NOAKITHYUTL K CeTU. [10 BO3MOXHOCTM UCMONL3YNTE HOBLIN CETEBOM Kaberb, YToObI
NpeaoTBpaTUTL BO3MOXKHbIE NPOGNEMbI, CBA3aHHbLIE C NOBPEXAEHHBIM Kabenem.
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MoaroTroBKa K HaCTpoWKe NpUHTepa B 6ecrnpoBOAHON CeTH

MpumeyaHus.

* YbeauTecb, 4To aganTtep 6ecnpoBOAHON CETU YCTAaHOBIEH B MPUHTEPE, NpaBUIbHO NOAKMOYEH 1 paboTaert. [ns
Mony4YeHus: AOMOSTHUTENbHBLIX CBEAEHWUI CM. MHCTPYKLMK, NpunaraemMble K agantepy.

* Ybegutech, 4TO ToUKa focTyna (6ecnpoBOOHOW MapLUpyTU3aTOp) BKIKOYEHA 1 paboTaerT.

Y6eauTtech B Hannuuu criegyollen uHpopmarmu.
¢ SSID. Mima SSID Takke Ha3bIiBalOT UMEHEM CETMW.

* Pexum 6ecnpoBOogHON CBA3MU (MU PEXUM CETU)MOXKET ObITb NMMOO OQHOPAHTOBLIM PEXUMOM, NGO PEXNUMOM
MHGPACTPYKTYPbI.

¢ KaHan (ona ogHopaHroBbIx ceTen). [Ins ceTelr, paboTaroLlmx B pexnme MHAPACTPYKTYpbl, AN KaHana no
YMON4YaHuIo BbIONpaeTcs aBTOMATUYECKUIN PEXUM.

B HEKOTOPbIX OIHOPAHIOBbLIX CETAX TaKXKe HeobXoaAMMO NCMOoNb3oBaTh NapaMmeTp aBToMaTnyeckoro Belibopa. Ecnu
Bbl HE 3HaeTe, Kakow KaHan criefyeT BblbpaTb, 06paTUTeCh K aAMUHUCTPATOPY CETU.

* MeTton obecnevyeHusi 6e3onacHOCTU — BbIOEpPUTE OOUH U3 CreayLLNX NapaMeTpoB.
— ko4 WEP

Ecnu B 6ecnpoBoaHoi ceTn ncnonb3yercsa Heckonbko kntoden WEP, BBeguTe fo yeTbipex knioven. Boibepute
KoY, KOTOpbIV B HAcTosiLLee BpeMs ucrnonb3yetcsa B ceTu. [lng atoro Bbibepute napameTp «Knioy nepegauu
WEP no ymonyaHuio».

— [MpenBaputencHbIn Koy unu gpasa goctyna WPA nnn WPA2

B WPA ncnonb3ayetca wnpoBaHue B Ka4ecTBe AOMONMHUTENBHOIO YPOBHS 6e3onacHocTh. YTobbl o6ecneynTs
obmeH JaHHBbIMY NPUHTEpPa B CETU, YCTAHOBUTE OAHO WNGPOBaHME OOUHAKOBOIO TMMNa Ha MapLupyTusaTope 1
npuHTEpE.

— 802.1X-RADIUS

Mpu ycTaHoBKe npuHTepa B cetn 802.1X moxeT notTpeboBaTbCs crneayoLlas nHpopmauus.
* Tun npoBepky NOANNHHOCTM
* Twun BHyTpPeHHEen NpoBepKN NOASIMHHOCTY
* Vima nonb3osartens n naponbs 802.1X
* CepTudukarhbl
— bBes 3awuThbl
Ecnu B BecnpoBogHoO CeTN He UCNOMb3YHOTCH 3alUUTbI, HUKaKkne faHHble 0 napameTpax 6e3onacHocTu He
noTpedytoTcs.

anMe‘-laHMe. He VICI'IOJ'Ib3yIZTe He3alULLEeHHble 6ecnpOBong|e ceTun.

MpumeyaHus.

® Ecnu umsa SSID ceTn, K KOTOPOK NOAKMYEH KOMMBIOTEP, HEU3BECTHO, 3anyCTUTE NporpamMmmMy HacTPONKM
©GecnpoBoaHOro CoeAnHEHNA CETEBOrO ajantepa KoMnbioTepa, YTobbl y3HaTb UMa ceTn. Ecnn anga cetu He
yoaetcs Hantym umsa SSID nnu ceegeHms o napameTpax 6e30nacHOCTH, 06paTUTECh K JOKYMEHTaLUN,
npunaraemou K Todke JOCTyna, NN CBSXKUTECh C aAMUHUCTPATOPOM CETU.

* YT0ObI HaTK NpeaBapuTenbHbIA KNtoy/dpasdy goctyna WPA/WPA2 vnu cdpasy goctyna ans 6ecnpoBogHom
ceTun, obpaTUTECh K JOKYMEHTaUMW, NpunaraeMon K Touke gocTtyna, nepenaute Ha Beb-cepsep Embedded Web
Server COOTBETCTBYIOLLEN TOUKM JOCTYNa Unn obpaTnTtecb K agMMHUCTPATOPY CETU.
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MNMoaknioyeHne npuHTEpa K 6ecnpoBOAHON CETU C NOMOLLbLIO 3aLLULLEHHON
HacTpoukn Wi-Fi (WPS)

I'Ipe>|</:1e YeM HauvaTb, y6e):w|Ter B crnegyrouiem.

* Touka gocTtyna (becnpoBogHOM MapLUpyTU3aTop) coBmectumMa co ctangaptom WPS munu ceptudumumpoBaHa
cornacHo aTomy ctaHgapty. lNogpobHee cM. npunaraemyto K To4ke 4OCTyna AOKyMEHTauuio.

e ApanTtep 6ecnpOBOAHON CETM YCTAHOBIEH B NpuHTepe. [lononHnTensHble cBeAeHNs NPUBOASTCA B MHCTPYKLNK,
npunaraemon K agantepy.
Ucnonb3oBaHue meToAa KHOMKMU

1 Ha naHenv ynpaBneHus npuHTepa BbibepuTe:
MapameTpbl > CeTb/nopThl > BecnpoBogHasn ceTb > HacTtponka 3awmweHHon cetu Wi-Fi > Metoag KHonku

2 CnepynTe ykasaHuUsIM Ha 9KpaHe.

MeTtoa nuyHoro naeHtudmkaunoHHoro Homepa (PIN-kon)

1 Ha naHenu ynpaBneHus npuHTepa BblbepuTe:

MapameTtpbl > CeTb/noptbl > BecnpoBogHas ceTb > Hactpownka 3awmweHHon cetu Wi-Fi > MeTop 3anycka
¢ nomouwbto PIN-koga

2 CkonupyiTe PIN-kog WPS, cocTosLLmMii 13 8 CUMBOIOB.
3 Ortkpoiite o6o3peBaTenb 1 B none agpeca Beeaute IP-agpec Touku goctyna.
MpumeyaHus.

* |P-agpec npuHTEpa yKasaH Ha HavyanbHOM 3KpaHe npuHTepa. IP-agpec otobpaxkaeTcsa B BUAE YeTbIpeX
HabopoB undp, pasgeneHHblx Toukamu, Hanpumep 123.123.123.123.

* Ecnu ncnonb3yeTcst TPOKCU-CEPBEP, BPEMEHHO OTKIOYMTE €ro, YTobbl 06ecnevnTb NPaBUmbHYH 3arpy3Kky
BeO-CTpaHuUpbI.

4 Orkpoiite napameTpbl WPS. MNMoapo6Hee cM. npunaraemyto K TOUKe AOCTyna AOKYMEHTaLMIO.

5 BeeauTte 8-3HauHbIi PIN-kOQ 1 coXpaHUTE U3MEHEHUS.
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