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Lexmark Cloud A HIA CHAIEE A A

1 & E222 N0l M Lexmark Cloud A HIA H 2kl [T+t https://na.cloud.lexmark.com &= =
https://eu.cloud.lexmark.com® £ 0| S &!LI|C}.
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0 BAMAINASHES AAEO0 2dE 22 252 20 HOIXZ 2ICe#EELICH
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Organization Administrator Dashboard

Lexmark

Cloud Platform Home

My Dashboard
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—

Print Management

-
—x

Fleet Management

Actions +

aa

Account Management

Manage print queues and user quotas, delegate print jobs, and perform document

accounting. You can also manage serverless clients and download the Print Management
client.

Analytics

Report on usage and printer acti
organization of user.

ty. You can also create and export reports for a specific

Active Users and Printers

Enroll printers to Lexmark Cloud Platform and add applications to enhance printer

functionality. You can also configure, deploy, and manage printer configurations,

Color / Mono Usage

Manage organizations, user accounts, and badge information. You can also configure
system permissions.

Color / Mono Usage per Day

ACME Corp

My Printed / Deleted Pages

ACME Corp

My Duplex / Simplex Impressions

Active Printers: 8
Active Users: 3

Users / Printer: 0.38

ACME Corp

30 Days- John Smith

Simplex - 717

John Smith

a5 2elkte gd
og

Fleet Agent,

Partner Administrator Dashboard

b Lexmark

Dashboard

My Dashboard

i

1
i

Print Management

Manage print queues and user quotas, delegate
print jobs, and perform document accounting. You
can also manage serverless clients and download
the Print Management client

Color / Mono Usage

S ZH0 SHE =S F0HE
leet AEHE 2OIFE FHEE =Dt

Color / Mono Usage per Day

-
@ = 2 partners

Top Customers

= 600
3 1
. | ‘ \
2 400 ‘
g ‘ ‘
g 200 | I | | I I‘ I
£e l” i
o  NNRNAI i .J.‘.‘.} ‘w
I B&W - 3,690 W Color - 3926

L Days - ACME Corp

Duplex / Simplex Usage

Electrie Co

The Learning
Academy

fenseer _

0 10K 20K 30K

Impressions Count

Last

1ys - ACME Corp

Printed / Deleted Pages

W Color - 200 W B&W-0

ys - ACME Corp

M Simplex - 0 M Duplex - 200

ACME Corp

M Printed - 1 M Deleted - 3

- ACME Corp
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p Lexmark cloud Platform Home

User Dashboard

My Dashboard

Print Management

Actions ~

Analytics

Manage print queves and user quotas, delegate print jobs, and perform
document accounting. You can also manage serverless clients and download the
Print Management client

My Color / Mono Usage

Report on usage and printer activity. You can also create and export reports for
a specific organization or user.

My Duplex / Simplex Usage

My Printed / Deleted Pages

Privacy Policy  Terms of Use

W Duplex- 1433 Simplex - 1,635 M Printed - 1780
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Lexmark Cloud™ AHIA ZIAIOIE & & ZEO| KN AGHAH OIS & Ect*M = otUIE A OF &L
Ck.

— Microsoft Edge tH& 99 0] &

— Mozilla Firefox tHH& 98 0| &

— Google Chrome™ & 99 0| &
— Apple Safari H& 14 0] &

2= Lexmark Cloud AMHIA S8 Z2 )2 ASGIHL EXlotdH OIS 2L MM = ofLEJF A0 0F
efLICt.

Lexmark 2/ 22| Ecl0|HE

— Windows 10

— Windows 8.1

— macOS H& 10.12 0/ &

— Ubuntu HH& 20.4 01 4f

Z1: Windows S MM E AL = A FEH2 &S Windows .NET Framework v4.6.271 & X| & 4
A0

LOfOF & LICH.

IS8 &

— Windows 11

— Windows 10

— Windows 8.1

— macOS H& 10.12 0] &f

1: Windows 22 A M E Astic = 2FE 2 22 Windows .NET Framework v4.6.2JF & X| &
9101 OF &HLICH.

Of

Fleet Agent

— Windows Server 2016

— Windows Server 2012 R2
— Windows 11

— Windows 10

— Ubuntu 18.04 LTS

— Debian 10

— Red Hat Enterprise Linux 8

1:Fleet Agent 32| E= 2= S MMM XI& &l Xl & =LICH
=

0:o0E X SF 0 22/ ZelH0l X= H0IdEE dEELICH AUAle WE2 74 HOIXA
Ol "0I0IME HEH"S FERGHYAIL.




4
0x
MHH
=
o
S
N
[N

L1 Fleet AgentS AIE6I01 Z2IHE 2 Mot O 22l ZE0l FII6te 22 ABIITS IS 2
OF &LICH.
- 1GHz 5 20 Z2 MM
— RAM 2GB 0] &f
— 32GB 0| &2 AE2[X S8
& 1: Fleet Agent= 12GB2| AE2|X|JF 2 RELICH
L] ZIMGH AIAEN SSEE = USS ZEHE St 24 LT
- X 28 L= 2R 010 24 S H2BLX 22 2HIt lsLICH
— St AlIZ2H0l HESHH R E S ASLICH
— HTTP £ HTTPS ZEJ} HM USLICH

|
— SNMP HRLIEI EXE0| S8 ?"*Elo*ﬁlfl Ct.

- Zgi “*°JIODPJ_IA| HPHO'L
THEH BAW WA EI1'E

X+
— T2IFH9 HER3T L 8t &
T2l E

E
| t|
m
08 ¢
4__0
(=)
=
pal
Jon
]
2
3]
ro
>
z
r&"
m
rr
w
w
=
(=)
baul
0

_— I:!oil.tﬁ EC‘—.\_LEA'/\—II-Iol a
— Translation Assistant SL' 2cRE ﬁi% Device Quotas S =2

Ct. 0l 22 T2 1) # =2 Device Quotas)t = Z2lHN EXolH 2RE
LI C}.

Zt1: Translation Assistant & 22L& AN
s di&Astol OF 8L CH.

mio

AMNE3tA ™ Z 20l M Device Quotas S

ol
0
1<
HU

3]
* XtAISt L§S 2 ZRIE O Embedded Web Server Z2/3} & S A2 & E5HAIL.
. DRIE 23 00| GE KHE LIBS SEIE A8 SEHE BEAAS.

22t  Cloud 2!

A &2
A
2|6

X X X X X X

Printer leet Native
Agent Agent! Agent?

Lexmark B2338 X v v X

! Fleet Agent= 0 H0ll LIS E Xl &2 Lexmark & EtA Z2IE| & ZMSEHLICE 0lef8t ZE2lH 0l M= CIOIE =& et X
HELICH MIB(2tel E2 I8 &0l Tt EAF Zel B0l T et =22 OI0IE =8 JIs0l A= = ASUICH
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30|248t T2IE 20| Fleet AgentS ALSGH0| ZelTls IS MBI 28 ®&0| NRE X LSLICH
4% 22l W EES AFRGH0 0125 ZRIH 20 SE T2 0% Y THS HES 4~ gL
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2ct Cloud 2!
S e
Printer Fleet Native le H |

Agent Agent! Agent? 2|6

X
X
X
v
v
X
X
X
X
X
X
v
v
v
v
v
v
v
v
X
X
X
v

<

Lexmark B2865
Lexmark B3340
Lexmark B3442

Lexmark C21323
Lexmark C2240
Lexmark C2325
Lexmark C2326
Lexmark C3224
Lexmark C3326
Lexmark C3426
Lexmark C3426dw
Lexmark C4150
Lexmark C6160
Lexmark C748
Lexmark C792
Lexmark C796
Lexmark C9235
Lexmark C925
Lexmark C950
Lexmark CS331
Lexmark CS421
Lexmark CS431dw

Lexmark CS510de,
CS517de3

Lexmark CS521 X v v X X X X X X
T Fleet Agent= 0 E0fl LIZ & Xl &2 Lexmark & EFAF Z2lEH & 2 A ELIC OIEHé el 101|A-I‘— CIOIH =&8t X
A LICH MIB(Ztel 2 J[8H 20l et EfAF ZelEe ol C2Fst =F2 HI0IH =& JIs0| /UAS = ASLICH

ZMEHE S=251)| &0l HANI 2N HECZ2 HHOIEZ U= &QISHLICH. I}HIO L= 2 33 M0l X2
“Embedded Web ServerOil A Z2lE HAIO SHOO0IE"S EX5HAAIL.
3028t Z2lE 20| Fleet AgentS AIZ0l0] 221EsE 32 MO o ¢ &
405 2el & LES AMEol 0l2e TRl R S T2 S A=
50|24t Z2lE= NS oM H2|ASE XIJoHK &SLICH
6eSFH & 5.0 0141 T2IELIeSFHE 4.0 0/&Q T2l = HHOIEE A A0 0F 22HRE AM 22| E X
g S’AQLIU TN S BHAH HES & M 33 HIO| XIS “Zely EHAH HAE E0|1"E x*IoV\'/\IE
X
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oC Al _Tld-
Printer Fleet Native Ii Ees
Agent Agent! Agent? ;FEIG
Lexmark CS622 v v v v v v v v v X
Lexmark CS720, v v v v X v v v v X
CS725, CS727,
CS728
Lexmark CS748 v v X v X v v v v X
Lexmark CS820, v v v v X v v v v X
CcSs827
Lexmark CS921, v v v v X v v v v X
CS923, CS927
Lexmark CS921de v v v v X X v v v X
Lexmark CS923de v v v v X X v v v X
Lexmark CX331 X v v v X X X X v X
Lexmark X v v v X X X X X v
CX331adwe
Lexmark CX410, v v X v X X X X X X
CX4178
Lexmark CX421 X v v v X X X X X X
Lexmark CX431 X v v v X X X X v v
Lexmark X v v v X X X v v v
CX431adw
Lexmark CX510de, v v X v X v v v v X
CX517de3
Lexmark CX522, v v v v v v v v v X
CX522de
Lexmark CX622, v v v v v v v v v X
CX622ade, CX625,
CX625ade,
CX625adhe
T Fleet Agent= 0| E0fl LIZ & Xl 22 Lexmark 2 EFAF Z2lE{ & Z2MSHLICE Ol2ist ZelE oAM= HIOIE =& 0t X
HAELICE MIB(2t2l 2 J|8H 20l et EFAF Z2lE ol Ctest =2 HI0IE =& J|s0| JUE = USLICH
2HRHE S2o6t)| M0l WA A HECZ HHOIEC A= 2QISHLICH XHAISH LHE2 33 HI0I X2
“Embedded Web ServerOll A Z2IE HAI HHOIE"S &XotAAIL.
S0l2ist Zele 20| Fleet AgentS AFE6H0] 2t2lSl= B MO EH0 28 MS0| XA X &LSLICH
478 2el @ ZTES AF=2ol( 028 Zely Re 22 Z2 3 U PHS HHEE 2= g &LICH
50/2ist Z2IHE XS Q4 2e2|AE XIJoXl &Ll
6eSF A& 5.0 0| A0l Z2IE{ Lt eSFHE 4.0 0/ 80 T2 = HHO0IES EHAOIE QA0 OF EEPTE A0 22| E K&
& 4 ASLICHL ZSHHM S EAH HES 222 H 33 HOIXS “Tele HANW HAE EI|"E EX6HAAIL.
T2HM ZAIOE HH0IEdts -0 U 2= 33 H 0| X2 “Embedded Web ServerOHA-I el B0 &
OI0IE"E E#XoIAAIL.
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2ct Cloud 2!

oC Al ‘T’LI'

Printer Fleet Native Ii Ees

Agent Agent' Agent? 2|6
Lexmark CX725, v v v v v v v v v X
CX725ade, CX727
Lexmark CX730de, v v v v v v v v v X
CX735de
Lexmark CX820, v v v v v v v v v X
CX820de, CX825,
CX825de, CX827,
CX860
Lexmark CX920, v v v v v v v v v X
CX920de, CX921,
CX821de, CX922,
CX922de, CX923,
CX923dte,
CX923dxe, CX924,
CX924dte,
CX924dxe, CX927
Lexmark M1246 X v v v X X X X X X
Lexmark M1342 X v v v X X X X X X
Lexmark M31503 v v X v X v v v v X
Lexmark M3250 v v v v X v v v v X
Lexmark M51553 v v X v X v v v v X
Lexmark M51633 v v X v v e v e Ve X
Lexmark M51703 v v X v X v v v v X
Lexmark M5255 v v v v X v v v v X
Lexmark M5265 v v v v X v v v v X
Lexmark M5270 v v v v X v v v v X
Lexmark MS410dn X v X v X X X X X X
Lexmark MS510dn X v X v X X X X X X
Lexmark MS610dn X v X v X X X X X X

" Fleet Agent= 0| Z0fl LIZ S Xl 22 Lexmark L EFAF L2l & 2 A4
I LICH MIB(2tel 2 D18 230l Thek EtAF Z&lEH ol CHkst =&
2HEIHE SSot)| Mol BAOIt 2A HECZ HHOIETIAER &
“Embedded Web Serveril A ZelE] HH HU0IE"E EEGHAAIL.
S0l2fst Z2lE 20| Fleet AgentS AFE5H0] 2t2lTl= < MO &
40 el & ZE S ALEGH0 0l2{st Zely R0 S8 T2

SLICH Ol 8 ZelH0ilAM= GI0IE =& gt X
S| G0 =& JI%OI UAS = ASLICH

QISILICH XtAlSH LHE2 33 HIO0IXI 2

9

| 28 8&0 X2 EsUth

=
I S HHEE &= SSLITH

e

S0lcigt ZelitlsE s QI HelASE XIJAGHA &L

6eSF & 5.0 0/ 401 ZE2IE L} eSFHE 4.00/1MQ Tl = MO0 EE %%IODPO'OiOI:E'-EP E A 22E XA
== °'*L|[} ZEEHONA S BA0 HES 222 33 HOIX|2] "Dl HAYNH HE EI|"E Z _._oV\'AIQ
J-LEE101I/\-| 4 E OI0IESHE L0l tHeh 2= 33 W 01X 2] “"Embedded Web ServerOiIA-I e BN A

HI0IE"S & XGHYAI2.
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L N 2

Printer Fleet Native IlH & l

Agent Agent! Agent? ;FEIG
Lexmark MS811dn X v X v X X X X X X
Lexmark MS911de v v X v X v X X X X
Lexmark T654dn X X X X X X X X X X
Lexmark X544dn X X X X X X X X X X
Lexmark X v v v X X X X X X
MB2236adw
Lexmark X v v v X X X X v v
MB2236adwe
Lexmark MB2338 X v v v X X X X X X
Lexmark MB2442 v v v v v v v v v X
Lexmark MB2546 v v v v v v v Ve v X
Lexmark MB2650 v v v v v v v v v X
Lexmark MB2770 v v v v v v v v e X
Lexmark MB3442 X v v v X X X X X X
Lexmark MC2535 v v v v v v v v v X
Lexmark MC2640 v v v v v v v v v X
Lexmark X v v v X X X X v v
MC3224dwe
Lexmark X v v v X X X X v v
MC3224adwe
Lexmark MC3224i X v v v X X X X v v
Lexmark MC3326 X v v v X X X X X X
Lexmark MC3326i X v v v X X X X v v
Lexmark MC3426 X v v v X X X X X X
Lexmark X v v v X X X X v
MC3426adw
T Fleet Agent= 0| E0fl LIZ S Xl 22 Lexmark & EFAF Z2lE & 2 A4 SHLIC 0I81§ el ME GI0IE =& 2t X
A LICH MIB(2el 38 Jlt'*) 20l et EFAF ZelEH 0l CH2st =&2| HI0IEH ==& J|1S0| U= == JUSLICH
2H2EHE S=olJ| 0l ZAIF R A HESZ HHOIETU=X &OIELICH XHAIS LHE2 33 HIO0I X2
“Embedded Web ServerOll A T2l HAI HHOIE"S X5t AIL.
S0l2ist Zele 20| Fleet AgentS AFE6H0] 2t2lEl= B MO EH0 28 MS0| XA X &LSLICH
408 2l A ZES AIE0t0] 0128t T2l Rai S T2 03 Y A4S HHEZE 4~ gSLICH
50|t Z2IE = s oM H2|AE XI&otK &SLICH
6eSF A& 5.0 0| A0l Z2IE{ Lt eSFHE 4.0 0/ 80 T2 = HHO0IES EHAOIE QA0 OF EEP S AZH 22| E K&
%#‘EAQLIH IZI2HNM ST HAH HES 2224 H 33 HOIXS “Z2lH BANH HAE EI|° éé@owug
T2HAM ZAIOE HH0IEsdts -0 U 2= 33 H 0| X2 “Embedded Web ServerOHA-I el B &
O0IE"E E#XoIAAI2.
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oC Al _Tllll-

Printer Fleet Native Ii Ees

Agent Agent! Agent? ;FEIG
Lexmark MC3426i X v v v X X X X v v
Lexmark MS331 X v v v X X X X X X
Lexmark MS421 X v v v X X X X X X
Lexmark MS431 X v v v X X X X X X
Lexmark MS521dn X v v v X X X X X X
Lexmark MS610de3 v v X v X v v v Ve X
Lexmark MS621 X v v v X X X X X X
Lexmark MS622 v v v v X v v v v X
Lexmark MS725 X v v v X X v v v X
Lexmark MS810de, v v X v X v v v v X
MS812de3
Lexmark MS821 v v X X X X
Lexmark MS821n, X v v v X X X X X X
MS821dn
Lexmark MS823 X v v v X X X X X X
Lexmark MS823n, X v v v X X X X X X
MS823dn
Lexmark MS825 X v v v X X X X X X
Lexmark MS825dn X v v v X X X X X X
Lexmark MS822, v v v v X v v v v X
MS826
Lexmark MS911de3 v v X v X v v e Ve X
Lexmark X v v v X X X X v v
MX331adn
Lexmark MX410de v e X v X X v v v X
Lexmark MX417de3 v v X v X v v v Ve X
T Fleet Agent= O H0fl LIZ & Xl 22 Lexmark & EFAF Z2IE{ & ZMSHLICE 01248t T2l 0= HIOIE &0t X
A LICEH MIB(Ztel 82 J[8H 20 et EtAF ZelEH ol C2Fst &2 HI0IH =& J|s0| }AS = ASLICH
2HZIEE SSolJ| J0fl BRI A HECZ HHOIEC U =X &OIELICH XHAIS LHE S 33 HIOI X2
“Embedded Web Serverfil A Z2lE HRA SHOO0IE"S EXoHAIAIL.
S0l2ist ZT2le 20| Fleet AgentS AFE5H0] 2t2lEl= B3 MO T 28 MS0| XA X LSLICH
405 22| @ ZE S AIZ26I0 Oleist Z2lH 2 22 Z2 )3 2 P2AS S & g SLICHL
50/2ist Z2IHE XS Q4 2e2|AE XIJotXl &&LICH
6eSF & 5.0 0| A0l Z2IE{ Lt eSFHHE 4.00/ 80 Z2IH = HHOIES EHAO I LOOF E‘E}—?—E A0 22| E K&
°**°'*LIEP T2IHNMN S HAH HES 224 H 33 HIOIXC "Zely BANH HN BI"E "“Ié}A'AIEE
T2IEHOWA BAHE LH0IEdte LH o Oist 2= 33 HO0[X 2 “Embedded Web ServerOiIA-I TelH H9 &
OI0IE"E E#XoIAAI2.
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oC Al ‘T’LI'

Printer Fleet Native Ii Ees

Agent Agent! Agent? ;FEIG
Lexmark MX421 v v v v v v v v v X
Lexmark MX431 X v v v X X X X v v
Lexmark X v v v X X X X v v
MX431adn
Lexmark MX510de, v v X v X v v v v X
MX511de,
MX517de3
Lexmark MX521de, v v v v v v v v v X
MX522
Lexmark MX610de, v v X v X v v v v X
MX611de,
MX611dhe,
MX617de3
Lexmark v v v v v v v v v X
MX622ade
Lexmark MX6500, v v X v X v v v v X
6500
Lexmark MX710, v v X v X v v v v X
MX711, MX717,
MX7183
Lexmark MX721, v v v v v v v v v X
MX722, MX725
Lexmark MX810, v v X v X v v v v X
MX811, MX8123
Lexmark MX822, v v v v v v v v v X
MX826
Lexmark MX910de, v v X v X v v v v X
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Lexmark T656, X X X v X v v v v X
TS656%°
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Lexmark X548 v v X v X v v v v X
Lexmark X651, X v X v v v v v v X
X652, X654, X656,
X65845
Lexmark X734, X v X v X v v v v X
X736, X73845
Lexmark X746, v v X v X v v v v X
X748
Lexmark X792 v v X v X v v v v X
Lexmark X860, X v X v X v v v v X
X862, X86445
Lexmark X9255 v v X v X v v v v X
Lexmark X950, v v X v X v v v v
X952, X954
Lexmark XC21323 v v X v X v v v v
Lexmark XC2235, v v v v v v v v v
XC2240
Lexmark XC2326 X v v v X X X X v v
Lexmark XC4140, v v v v v v v v v X
XC4150
Lexmark XC4143 v v v v v v X X X X
Lexmark XC4240 v v v v v v v v v X
Lexmark XC6152, v v v v v v v v v X
XC6153
Lexmark XC6153de v v v v v v v v v X
Lexmark XC8155, v v v v v v v v v X
XC8160, XC8163
T Fleet Agent= 0| EO0fl LIZ S Xl &2 Lexmark & EFAF Z2lE & 2 A4 SHLIC OIE1§ ZTeleHME GI0IE =& 2t X
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Printer Fleet Native IlH & l
Agent Agent! Agent? ;FEIG
Lexmark XC9225, v v v v v v v v v X
XC9235
Lexmark XC9245, v v v v v v v v v X
XC9255, XC9265
Lexmark XM1140, v v X v v v v v v X
XM11453
Lexmark XM1242, v v v v v v v v v X
XM1246
Lexmark XM1342 X v v v v X X X v v
Lexmark XM31503 v v X v v v v v v X
Lexmark XM3250 v v v v v v v v v X
Lexmark XM5163, v v X v X v v v v X
XM51703
Lexmark XM5263, v v X v v v v v v X
XM52703
Lexmark XM5365, v v v v v v v v v X
XM5370
Lexmark XM7155, v v X v X v v v v X
XM7162, XM7163,
XM71703
Lexmark XM7263, v v X v X v v v v X
XM72708
Lexmark XM7355, v v v v v v v v v X
XM7370
Lexmark XM7355b v v v e v e v v v X
Lexmark XM91453 v v X v X v v v v X
Lexmark XM9155, v v X v v v v v X
XM91653
" Fleet Agent= O E0fl LIZ & Xl 22 Lexmark & EFAF ZelIE{ & Z2MSHLICE Ol2ist ZelE M= HIOIE =&t X
HAZLICE MIB(2t2l 2 J|8H 20l [Ttet EFAF ZelEH ol Ctst =2 HI0IE =& IS0l JS = USLICH
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Printer Fleet Native Ii 4
Agent Agent! Agent? ;FEIG
Lexmark XS651, X X X v X v v v v X
XS652, XS654,
XS656, XS658
Lexmark XS748 v X X v X v v v v X
Lexmark XS796 v X X v X v v v v X
Lexmark XS860, X X X v X v v v v X
XS862, XS864
Lexmark XS925 v X X X v v X
Lexmark XS950, v X X v v X
XS955
Lexmark CX635 v v v v v v v v v X
Lexmark CX532 v v v v v v v v v X
Lexmark CS632 v v v v X v v v v X
Lexmark CS531 X v v v X X X X v v
Lexmark XC2335 v v v v v v v Ve v X
Lexmark C2335 X v v v X X X X v v
Lexmark MX632 v v v v v v v Ve v X
Lexmark MX532 v v v v v v v v v X
Lexmark MS632 v v v v X v v v v X
Lexmark MS631 X v v v X X X X v v
Lexmark MS531 X v v v X X X X v v
Lexmark XM3350 v v v v v v v v v X
Lexmark M3350 v v v v X v v v v X
Lexmark MC53x X v v v X X X X v v
Lexmark MC63x X v v v X X X X v v
Lexmark XS53x X v v v X X X X v v
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Printer Fleet Native Ii Ees

Agent Agent! Agent? iale
Lexmark XS63x X v v v X X X X v v
Lexmark v v v v v v v v v X
MX432adwe
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&
o LSt HAM OIHZE AIZOI] AIRXUE ZHME 25 SLICH
o MHE AISX ES2 20 & ZTEN HS ZAIZXCH OIS 00 L =24 BOM0A

HIH & LIC
b ALEX ARNE LI

AEXH JFH LD

NI JIs2Z CSV £ ML= ALZ0HH ZX0A Ot AFZAE 2H= 10 SO0 ESHL] AT NIE
&= UASLICH 8t ALE XL JE% E% S olg 80 A2 E N8 =5 AsUIH
AEX MR £ JIRRIIE 2 te = LI

a = I
b ZstHAR20IHLS ASXHH HZol S8 HAE 4= ASLICHL
c AMEXIIHLIIE 2 EHLICH

E0:IJIHLI 20= MAEXL 0l Y =2 MESELICH

ME CSV A

EMAIL, OPERATION, PASSWORD, FIRST NAME, LAST_NAME, DISPLAY_ NAME, SHORTNAME, GROUPS,
CUSTOM_ATTRIBUTES, COST_CENTER, DEPARTMENT jdoe@company.com, CREATE, ,John, Doe, Johnny, jdoe, Group
1,"{'keyl':'valuel', 'key2':'value2'}"

llane@company.com, UPDATE, password2,Lois, Lane, Lois,1llane,, ckent@company.com,DELETE,,,,,,,

L) Y M= 22 OS2 200k ot A2 UE =28 L G
EMAIL, OPERATION, PASSWORD, FIRST_NAME, LAST_ NAME,DISPLAY_ NAME, SHORTNAME, GROUPS,
CUSTOM_ATTRIBUTES, COST_CENTER, DEPARTMENT.

s Ydazg A

e EMAIL—Z2E AIES XN H ELQELICH &H0| =T D] Mol Il A CHEXC! EMAIL 240l A2 X2 B
stELICH OlE =01, JDOE@Rcompany .com0| jdoe@company.com@ £ H &HE L|C}.

e OPERATION—Z2E AIS XU AH & 2 &FLICY.

I

558t OPERATION gt

— CREATE—=0IM ol & S&= AIE0IH EMAIL L2 AlB L= AFEUE 2tsLIT
— UPDATE—=0IA oH & ’—."é% AESHH EMAIL gt 2 AlEE= D& AFZEXE U0 E-LICH
[delete] & EAE S AE0IH 015, &, ZA 0§ E &= 012 MAE == USLILH
— DELETE—EMAIL gt22 A EE = J|E&E AFZEXE ATMIELICH
* PASSWORD—S= = OPERATIONOl Z25tAl 220 IS I “2s BHE 23 U= 0lHY” SEQ0|

HEERUS MeHHIRE & ASLICH

#10: CREATE o2 IS IS (2t LS HF 23D A= 0lHY” SE2 243 LICH
* FIRST_NAME—S= = OPERATIONOI 2 Q06X Z2MH BIA= = JUSLICH AAS A2 0| S & LICEH O
John
e LAST_NAME—Z = OPERATIONO| “'ESF | X2 HIRE USLICH AFE XS] 42 LICH 0ll: Doe
* DISPLAY_NAME—2: = OPERATIONO|| 2 2otAl X2 t”T-IE = ASLICL OAZS 010 EAIE = O

AMXU 2 22 A0 /\P%EI-'— ot= M%IP OIS & LICH DISPLAY_NAME gt =2t OILIZ0] 2=l M
M OISO0IHU 2HE L == USLILE 0l: John A. Doe DISPLAY_NAME &t 2 FIRST_NAME 1t
LAST_NAME &0l 28 A2 & X Z&LILHL
* SHORTNAME—2= = OPERATIONOI & 2ol Xl = &= ASLICH SHORTNAME g2 =X 0l A
o

RO HIYE & U
SUE AT of= B5 018 220l US [ AHZLICH 0f: jace
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¢ GROUPS—Z = OPERATION(O| Z206tA LXCH HIFE = ASLILHL 2 EE AIE0t] 2UHSE=Z F0
el OEsS R2ELILCH 0l "Groupl, Group2, Group3" =20 &= GROUPS 22 IS A s =
2 ez F=IE L

E: S 08l tUs 2Nt ELeE =e5LChr e # $ % 2 & * ; + 2 / \ [ 1.04&
ZAE AtEotH 2 =()2 BHELIC

e CUSTOM_ATTRIBUTES—2 E OPERATIONO 2 QotXl 22 M HIRI= = USLICH
CUSTOM_ATTRIBUTES gt2 AtE X2 &1 HE &= AtE X HIEIHI0IEH E fIof S8t A0 AIEE
JSON = A4 LICH g2 2 UHSHEZ 25 AN 0F &LIC ol:
"{'keyl':'valuel', 'key2':'value2'}"

e COST_CENTER—2 = OPERATIONO= 2 0otk X2 HI®= = JASLICH COST_CENTER gt2 =&
A A TZYHHAMHE HE ==0Me EDNQ sEeE XA AF=ZE LICH

e DEPARTMENT—Z £ OPERATIONO= 2 R0tk X2 HIRE = UASLICH DEPARTMENT gt &4
A ZEWN BN == 8209 S NEW AFSE LICH

o

F1:

s DE Ell= 2 HE ZE0IH M= 2E =2

jdoe@company.com, DELETE, ,,,/,, s

2 3J|= 1MBE =1tg = & LICH

Lt Ol&te] S0l &Y= CREATE & UPDATE 30| U= WEE ML= H=ZE 2 35t AR
= LI C}.

a0l YO OF &LICH Bl St TS0l 2 E EsLIC Ol

llane@company.com, UPDATE, "pass,word2",Lois, Lane, "Lois,Lane",llane, "Groupl, Gr
oup2",

AEL HE X FE

MEX SgS N8otH 118 L= 28 JE2 XEoH|0l Hegothl (22 S8 &Y L= JIs0l SE8 Al
EXHMA S SOHSLICH AAERIE S IS0IU 282 MEX S S af 5otk 25U XAl U
E2 36 HOIXI2 "He OlaH"E HFASHMAIL.

1 HE 2l & ZEUHAM MNSHE S8 US0 ALZX 0N =42 SEHELICH
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s sk #4

Lexmark 22t AbHIA & AIOIENA= IS = 2ol ID ABlA S=XHIDP) 2t = KNJELICH AFE
e JIE HEQ XA ZSHE A26HH AIAEN 20018 &= ASLIC
&1
o MMZ FH5II| 7H01| Lexmark &S X0 H 22lctAAl. SHIZ 883 RHEGHK X H AIE XDt
Lexmark 22t & MHIAUHA XHEE 2= /USLICH

* AXGH)| M0l SSOURL, 2ISAN &2 21& S84 20t =BtEX &

=

e
1]
=
Qo

[=n=—]
1 HE 22 & ZE0A X5 > 205 S3XE SHELICL
<

oI IS LS 2e UsS SOl s =Lt

=& 215(SSO) 24&E s L& LICH

e AHIA SZ2 X HA ID—Lexmark 22t S AUHIA & AIOIENIM HAAE = U= =2 IDP2 J|2
URIL LIC}.

e SSO CH4& URL—=Z! IDP ADFS(Active Directory Federation Service)2 S&t 215(SS0) £ 12! URL
& LICH.

¢ SSO £10t2 URL—=XZ! IDP ADFS2| SSO 2 10t= URLE LILCH.
* SSO 0| S ID E4]—2x2Z IDP ADFS2| 0| S IDZLICH.
e OISAKH—=Z IDP ADFS2 NGB IS MY LICH Lexmark 22t E MEIA 2 ALOIEDH IDP ADFS2H &

P JAeEX 2EE = UACS SAI EQELICH

Sk 2dsE 2=ELULCL

P I'
ol

moll

[ o
Ju

4 ol

Ol
0

Active Directory Federation Services(AD FS) + &

ADFS 4 iR

Ol & & 0l M= Lexmark Q!4 22| 2t HIH 014 6tI] ?IoH Microsoft AD FSE 14
HSELICH elAA S0 2R SYS AIE0HH Bt EZS 2

0l &M 0l M= SAML(Security Assertion Markup Language) H& 2 2 40l CHet B2 E MZBLICL S& +
HE 0l 2MUA CIEX 2= B2 Lexmark 82 AUHIA 0l 225t Al 2.

L4 8 R4

AZGSH &0l TS Atet S &1t LICH.

e 0] A2 &A= S HIC!2l Active Directory MH Ol Al =~ & LI Ct.

e 0| MH= =&l AHHIA ZO| L& E Microsoft Windows Server 20162 L| Ct.
e MHU AMB 21SAHIL U2 ADFS &€&0| X & ASLICH

1 AH UISAHE HEHe LS ADFS S9&= £X1E M MUlA HE S XNEELICH
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Security Assertion Markup Language(SAML)E ADFS /4

HEdolE NEX 74
1 ADFS A0 &7 > AD FS 22|S 22/ &tLICH
2 NHIA EHE 28 US &g LM HHI01E MHIA 8 BES SSLICHL

Federation Service Properties -

General | Onganization I Events |
Federation Service display name:

|Comparr'_,r Federation Service |

Example: Fabrikam Federation Service

Federation Service name:

|sewerhnstname.domain.-:om |

Example: fs fabrilkkam.com

Federation Service identifier:
|I'rl'tp:.a“f'servemnstname.domain.comx’adfs;"servic:esﬁtrustl |

Example: http:/ s fabrkam com/adfs/servicesAnst

Web 550 lifetime: 480 -2~ minutes

OK || Cancel || Apply |

ol

3 HGOdOIE MEIA ZAIOISS
2dgLICh

4 HHHOIA MUIA ASXEEN SHIE AEXE LEELICH HE S
http://ServerFQDN/adfs/services/trust.

FOS HIEHAIOIE MEIA OIS S MB12 EstE SHel 0§22

r

FST
o 2AA ZSXN HEHYOIE MUIA OIE2 HBELICH CIES0IA AD FS MH Ol HAIAE 4= QU
=Xl 2oIEHLICY,
e HOHHIOIE MH ZEAl &XI0 CH&t XHAISH LHE S Microsoft EHANE FHXGIY AL,
e HOHIOIE MH ZEAl & 240 UiS XHAISH LHE 2 Microsoft E2ANE



https://technet.microsoft.com/en-us/library/dd807096.aspx
https://technet.microsoft.com/en-us/library/dd807067.aspx

AE 2el 46

A2 AL EGAE AER 14

1 ADFS MH0IA &7 > ADFS Z2|E 2Lt

2 EYAE B ZHE TS S M SAR EAE ZHE 2ELIT

3 MY MM MR AR EHAE FIHE SUFLIT

4 SY YL UM AR >SSOZ AT YAX 2B HIOIE 2 > CHES S UL

5 HAlOISS s 2 Ogs 28Ut

6 QSA FH HUA CSS ST

7 SAML2.0WebSSO Z2E 2 X|& AIBS &850, A2 S ALAF SAML2.0 AHIA URLS 216t = TS

g clat ZSAHZRE 24 IDE 25U
FIXION et &2 S ALRE ABIA URLS Ole S &sLICH

¢ https://idp.us.iss.lexmark.com/users/auth/saml/callback?organization_id=XXXXXXXX-XXXX-
XXXX-XXXX-XXXX XXX XXX XXX

¢ https://idp.eu.iss.lexmark.com/users/auth/saml/callback?organization_id=XXXXXXXX-XXXX-
XXXX-XXXX-X XXX XXX XXX XXX
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8 A2 HAK EHAE AET}

(1
1o
1y
o

= F:It> U322 2 LI
il Add Relying Party Trust Wizard
Configure URL

Steps AD FS supports the WS-Trust, W5-Federation and SAML 2.0 Web550 protocols for relying parties.
Welcome WS-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

]

@ Select Data Source
e [[] Enable support for the W5-Federation Passive protocol
@ Specify Display Name
s o pic The WS5-Federation Passive protocol URL supports Web-browser-based claims providers using the

@ Configure Certfficate WS5-Federation Passive protocol.
@ Configure URL Relying party WS-Federation Passive protocal URL:
@ Configure ldentifiers |
@ E"?ose Access Control Example: https:/ /A= contoso.com/adfs/As/

olicy
@ Readyto Add Trust Enable support forthe SAML 2.0 Web550 protocaol
@ Finish

The SAML 2.0 single-sign-on (S50) service URL supports Web-browser-based claims providers using the
SAML 2.0 Web550 protocal.

Relying party SAML 2.0 550 service URL:

[https:ffldp.iss.Iaxmark.com,-’usersfamhfsamlfcallback?organization_id H58c2elf-...

Example: https:/www contoso com/adfs/1s/ /

Your organization ID

< Previous MNext = Cancel

i olal SZNZ2RH A2 HALL EHAE AE
IXIN Cet M2 GALRF EHAE AEX2 tl= Gt
* https://idp.us.iss.lexmark.com
* https://idp.eu.iss.lexmark.com
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10
11
12

il Add Relying Party Trust Wizard X

Configure ldentifiers

e Relying parties may be identified by one or more unique identifier strings. Specify the identifiers for this relying
Welcome Dﬁl't_‘p’ trust.

L

]

Select Data Source Relying party trust identifier:

Specify Display Name | | Add

Configure Certificate Example: https://f= contoso .com/adfs.services. trust
Configure URL Relying party trust identifiers:

Corfigure ldentifiers -/ /idp iss lexmark com B

® @ ®© @ ®

Choose Access Control
Policy

Ready to Add Trust
Finish

=% Previous MNext = Cancel

R A HOI R M BN RE ABR S8 T TR0 ST UHA MO RS HeE S 0SS
228t

NEI AR EHAE HFES AES 2 (1SS 2L

0l S8 TZI 0| (13 2 23 I DY HeS HA0D LIS BB

ADFS 22| 20IH A2 AKX EHAE BHES 22otD M E ME FAR EYHAEE 01R2 2
Sz yeEoz 2208 012 42 22U
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13 1o 8= 258 (S SHA-1S 2 ol Al 2128522 A LI

Resource Provider Trust Properties

Specy the sacuns hash slgorthm 1o uses for this nehang party nast

Mororng | Kertfiers | Ercnption | Sonstwe | Accepted Cims |
Qegarszaton | Endoowds | Prosy Endoseds | Netes | Advanced

Secure hash sigorthm: | SHAA

¥]




HE 2l

50
14 HEOIE &3 225t (I3 SAML FII1E 2o oAl LDeSeE A& LICH

Add an Endpaoint X

Endpoint type:

| SAML Logout v|

Binding:

[POST v|

Set the frusted URL & au

dec 0 C)

Trusted URL:

|https://servechostname domain com/adfs/ls/ Mwa=wsignout 1.0 |

Example: https-//sts contoso.com/adfsAs

Response URL;

[ , |

Example; hitps-//=ts.contoso.com/Aogout

ok || Concel |
15 SAML 210IRS2 HEEOE RECZ MESH IS EHAES URLEZEN EHAEE ADFS MH 2
Z 102 URLE =& LICH E =0 https://ServerFQDN/adfs/ls/?wa=wsignoutl.0
16 &0l > &8E 5 &012 SELILCH
ADFS 2dle¥ =& 74
1 ADFS AMHOUIA =3 > ADFS &clE S &L
2 A'EI SAMX EHAE ZECE SOt MHS AME AN EHAEAMNEINE IIRA LEEZ HESCZ 2
st is 2d Y 43 3 HA 2 28U

3 LI HS 7= oA A& FIOIE S LI
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4 =dig
5 2de
6 CtS O

1)
Jo

oI

nio
e

o
=2
ar

Select Rule Template

Steps
@ Choose Rule Type
@ Corfigure Claim Rule

f

0l A LDAP £4

Select the template for the claim rule that you want to create from the following list. The o 2 id

detais about each claim rule template.

Claim rule template:
[Send LDAP Atirbutes as Claims ]

Qaim rule template description:

Using the Send LDAP Atribute as Clzims rule template you can select atinbutes from an LDAP attribute

store such as Active Directory to rendasdﬂnslomemlyhg . Muttiple attributes may be sent as.
%di“?hmamuemwm wdemmmhnblmmwuede
a
mmedmymudnmwdﬁmvﬁnlumﬂmummmmmdm
bausadtoaunddlflhuuut-,_,. ¥ you want to only
use the oup Membership as a Claim nie template.
<Provious | [ Net> | [ Cancel |

==
=

]

Ct

00

=8 NE&E A U0l A Active DirectoryS & &4 &l

-

Edit Rule - Get Attributes

from the rule.

Claim rule name:

X

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes, Specify how the attributes will map to the outgoing claim types that will be issued

Atribute store:

Rude template: Send LDAP Attrbutes as Claims

| Active Directory

~]

Mapping of LDAP attrbutes to outgoing claim types:

add mare)

LDAP Attribute (Select or type to

Outgoing Caim Type (Select ortype to add more)

> E-Mai-Addresses

E-Mai Address

User-Principal-Name

UPN

Given-Name

Given Name

Sumame

LY B4 B9 RS

Sumame

(4 K9 B9 K9 K

Department

department

<

S 2dgz EUWIIE et = UssS 22

LICH
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10
11
12
13

E-Mail-Addresses onmeg =4
User-Principal-Name UPN
Given-Name =
Surname o
Department £ M
<Attribute that maps to badge> BH X
<Attribute that maps to pin> PIN
<Attribute that maps to cost center> | H| & HIE

& 10: <Attribute that maps to>E =X 2| ZHIE LDAP &2 2 Ht&LICH.

&0l > 0ta S S 8LICH

2 HE 72 "N #& FIE S ELU

Sdg 7 HES HFUAM S0He 2d|e HEsS Jess U3s S LIt

Sdie #2052 LS US 0= 2d Y RE HSUHAM OIHY FAE SS48LICH
BlUes 2de 28 =AM OIS IDE & EELICH

SUWH= 0SS IDEA H=HA OIHYLS HESHLIC

OtE > &0l S &LICH

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to
also map an incoming claim value to an outgoing claim value.

outgoing claim type and whether the claim value should be mapped to a new claim value.

motmagdaknwe As an option, you can
the incoming claim type to map to the

Clasim nde name:

[Transfom Email Claim

FRule template; Transform an Incoming Claim

Incoming claim type [E-Mail Address v
coming name [Dfomat: | Unspeciied

Outgoing claim type: [Name 1D v]

Outgoing name IDfomat: (8]

®) Pass through all claim values

() Replace an incoming claim value with a different outgoing claim value

O Replace incoming e-mall suffix claims with a new e-mai suffix

| [ Concs |

| <Previous || Finsh




HE 22

53

claA S A0 HIEHHIOIE KIS

b Lexmark Account Management

Organization = Lse

Organization Information o

Organization Roles

yted

ol

Password R Authentication Provider |
formation

Child Organizations

Printer Login Configuraticn

2 SO HME0IA ID B=SAS Solels &8t C

o
00

I

e S=E LI

Select Organization > New Child Org - JRichey > Authentication Provider

Authentication Provider

Note: All fields are required

Domains

domain.com

URLS 2= &LICH

rn

3 Single Sign-On & & A& UM CtS 2 S0l S8t
e SSO 04 URL
e SSO 202 URL

Single Sign-On Settings

Service provider entity ID

l https:/fidp.iss.lexmark.com

The URL of the identity provider.

SSO target URL

[ https://serverhostname.domain.com/adfs/ls

The ACS URL used to log in to the S50 provider.

SSO Logout URL

l https://serverhostname.domain.com/adfs/Is/2wa=wsignout1.0
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&1
e ZHIE ERatel QOIS = AISotEAIL.
e 2[XI0l et WAl IDE hitps:/lidp.us.iss.lexmark.com & = https://Idp.eu.iss.lexmark.comO| &
= AsLIC
4 OISAN EE0 DSBS E2 A IS KN0IA base-64 IS A J|E SAGHH 20 ESLICH
SSO name identifier format
i E-mail address ¥ ]
Certificate
-----BEGIN CERTIFICATE----
MIICBDCCAdiIgAWIBAGIQYe+OtlaolpSNEWZxPGISbjANBgkaghkiGOwWOBAQSFADAO
MTIwMAYDVQQDEYIBREZTIFNpZ25pbmcgLSBtc2Etc2VydmVyMT YtYWRmMcy5tc2Eu
| dCVZdPAeFv.:O_xNz.EyMDGxNZEOM|hoFwaOPEyhﬂDQxNzEOMJthDQxMjAngNVBAMT
Show Advanced Settings
E0: THAHE HE254 HOIXIS "E2 M OISN HI|"E FXJAAIL.
5 B3 M HE= SEELIGH
E2 NHE ASA &I
1 ADFS MBH0IA == > ADFS &#2|E S/ &fLIC
2 NHIA BEHE 238 OIS ASA EHE 228 LT
3 E2 NEUSKHE LI
4 A HENAM UASH EI1E SHELICHL
5 MR 2 HUlA ML SAE S8 US OHEAE HSLIC
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6 LWELHD| THY 4! 512400 Al Base-642 1 B S X.509(.CER)E Al E48HLIC}

—/

(€) - Centificate Export Wizard

Export Fils Format
Certficates can be exported in a variety of e formats,

Selact the format you want to use:
{0 DER encoded binary X.505 {.CER)
(®) Base-£4 encoded ¥.50% (.CER)
O Cryptographic Message Syntax Standard - PRCS =7 Certificates (P79)
| Include all certificates in the certfication path if possibie
_) Personal Information Exchangs - PRCS 812 (,PFX)
[inchude o certificates in the certfication path if possible

[Cloeiete the private key if the export s sucoessf

|_Export o extended properties
) Microsoft Seriakzed Certficate Store ((55T)

Active DirectoryOll A AIZ Xt SHE 24
Al Z3EI] &0l Active Directory AFE XL Ol HE =2 F

m
=
i
nio
=
J
o
-
o

1 Active Directory At 0l Al Active Directory AtE Xt & 2 =

2 SE NSNS HE 42 ZSUICHL

0x
m
2
%0
rr
e
Jor
e
1]
-
[w
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3 2 H0lA SHHE 3IAt ZHII 22 00

4 oz 22/8LICH
r

al
=

=22 NI LI

Member Of

I Environment I Sessions

Remote control

Remote Desktop Services Profle | COM+

General | Address | Accourt | Profle | Telephones | Organization

& user_account

First name:
Last name:
Digplay name:
Description:

Office:

Iuser_account | Initials: I:l

Iuser_account

|

Telephone number:

E-mail:

Web page:

|

luser_accoum@dcmain «com

AEXL S LDAP S22 FEEHN U=

A

e UPN

* Given-Name
o 4

o 2

e B Xl

e PIN

e HE dIH
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Lexmark Cloud A H| A0 2HAIA
1 Lexmark & & XI0F MIS & 2HIE URL2 AFE 60 Lexmark Cloud A HI A Ol 24 Ml AEFLICE.

b Lexmark @

E-mail

[
L= 1]

© 32018, Lexmark, Al ights resenved

2 IDESXUM AIZA OIS ESE LSELICH

a8 Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Back Next

% Sign-in options

A Ol A0k &LICH XHAIEH LHE S 18 MO0l XISl “Lexmark Cloud AHIA

& =
HAIEE HHA"SE FEOHYAIL.

Azure AD Federation =4

Azure Active Directory HIHdI0l&E 24 IR

0l & & 0l M= Lexmark Cloud Al bl A ZE Microsoft Azure Active Directory 2 HI el O & o= 2 Ol CH
S E HM3ELICH XtAISE i8S Lexmark 82 MBIA S0 226 AIL.

o
0x
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HE 2l

4 P8 Q4

o)l ol s ZE 01 CHet 22l A AAIA
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Azure Active Directory
Switchtenant [i] Delete tenant - Create atenant [ What's new [# preview featur
O Oveniew
¥ Getting started
o o Azure Active Directory can help you enable remote work for your employees and partners. Learn more
& Preview features
A Diagnose and solve problems . A
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Manage
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ah Users
& Groups 2 Tenant information @ Azure AD Connect
8% External Identities

Your role Status
a» Roles and administrators Global administrator More info Net enabled
& Administrative units License 3

Azure AD Free EastaynC
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Tenant ID
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& App registrations Primary domain

(& entity Governar LexmarkCloudTraining.onmicrosoft.com
Id y Governance

B Application proxy
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Overview
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[0 Deployment Plan Nasie
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Manage - —— o
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| 59e0020f-32fe-471d-a576-... @_}
4 Owners -

Object I @
& Roles and administrators (Preview) w c90@2E50-0479-4639-0bd5-... &‘

& Users and groups g
Getting Started
D Single sign-on
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B Application proxy 1. Assign users and groups —3 2. Set up single sign on
© self-service Provide specific users and groups access Enable users to sign into their apphcation
to the applications using their Azure AD credentials
Security Assign users and groug G rt
® Conditional Access

]
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Home » Browse Azure AD Gallery > Lexmark Cloud Training

3 Lexmark Cloud Training | Single sign-on
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Enterprise Application

Select a single sign-on method

Help me decide

B overview

m Deployment Plan

Manage ® Disabled 43 SAML
Single sign-on is not enabled. The user Rich and secure authentication to

I eroperties won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) pretocol

& Owners

& Roles and administrators (Preview)

Users and groups

Single sign-on
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B Overview
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Manage Read the configuration gusde ¢ fo
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-1 d adminitrals i)
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&R Users and groups = ks Cala
Sign on URL
o] Single sign-on Relay State

Logout Url

&
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Application proxy
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Self-senice

-

& edit

frstname uier.givenname
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Microsoft Azure

Home > LexmarkCloudTraining > Enterprise applications

User Attributes & Claims

I 4+ Add new claim I-f- Add a group claim == Columns

Required claim

Claim name

Unigue User Identifier (Name 1D}

Additional claims

Claim name

email

firstname

lastname
mos Za e
firstname |user.givenname | 0| 2 == H|R SLICH
lastname | user. surname 0l 2= = IS SLICH
email user.mail 0l 2&5= HIR SLICL

» Lexmark Cloud Training

P Search resources, services, and docs

> SAML-based Sign-on >

Value

useruserprincipalname [nameid-for...

Value
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user.givenname
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Home > LexmarkCloudTraining > Enterprise applications > Lexmark Cloud Training

Lexmark Cloud Training | SAML-based Sign-on
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=
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B Overview e &7 Edit
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SAML Signing Certificate oA
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E-mail address ¥ ]

Certificate

MIICBDCCAdigAwIBAgIQYe+OtJaolpSNEWZXPGOSbjANBgkghkiGOWOBAQSFADAQ
MTIwMAYDVQQDEYIBREZTIFNpZ25pbmcgLSBtc2Etc2VydmVyMT YtYWRmMcy5tc2Eu
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Show Advanced Settings
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————— END CERTIFICATE-----
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BADGE, OPERATION, EMAIL, TEMPORARY, PIN
20171a,CREATE, jdoe@company .com, true,
20172b,CREATE, 11lane@company.com, true,
20173c,DELETE, ckent@company.com, false,

PIN& &

BADGE, OPERATION, EMAIL, TEMPORARY, PIN
,CREATE, jdoe@company.com, ,123456
,CREATE, 11lane@company.com, ,234567
,DELETE, ckent@company.com, ,345678

BHXI & &

BADGE, OPERATION, EMAIL, TEMPORARY, PIN
20171a,CREATE, jdoe@company .com, true, 123456
20172b,CREATE, 11lane@company.com, true, 234567
20173c,DELETE, ckent@company.com, false, 345678

Eot Y =NE HEE = ASLICH WS S0, PINE S 20! &
PINEE

PIN, OPERATION, EMAIL, BADGE, TEMPORARY
123456,CREATE, jdoe@company .com, ,
234567 ,CREATE, 11lane@company.com, ,
345678, DELETE, ckent@company.com, ,
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Printer Configuration Agent Workflow

Cloud Services

I Using the Printer Agent
—_—

| —

—

Cloud Services

Scheduled
interval
polling

Manage the
4. Enroll the printers. printer.

2. Download
the Printer
Enrollment
Tool.

Deploy
configurations
and update
printer
information.

1. Login

3. Discover
the printers.
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Using the Fleet Agent

Deploy configurations

Cloud Services

and update printer
information.

—_—

]

o

X
[
Manage the
printer.

Server or host
computer

Fleet Agent AtE
1 Lexmark Cloud AlHIA RIAFOIE0 2 Q18| C}.
CtS U222 &L,

rn
alo

Fleet AgentE 2t

2
3 Fleet AgentE &!
4

ot d st
LB E HMot) SFELICH

& 1: Fleet Agent= Lexmark Cloud A | A0f CHSt

Native Agent Workflow

For printers with firmware version
075.xx or later preinstalled

Cloud Services

Fleet Agent Workflow

Cloud Services

—_—
—
2.Create a — - 4. Discover
FleetAgent | [l I |endenroll
. . — — printers.
configuration,|
and then
download it.

1. Log in.

—

3. Run and activate
the Fleet Agent.
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Using the Native Agent

Cloud Services

'
2. Pre-enroll
the printer 3. Complete the
to the Cloud. printer enrollment.
1
. Deploy
N - J— === configurations
1. Login. — - and update
Printer with printer
Iy IS information.
firmware
Manage the
printer.
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Local Agent Workflow

Cloud Services

_'
Using the Local Agent

1. Log
- Cloud Services Enrolls USB Retrieves printer data
. connected printer [
2. Download |- 5. Automatically — shid'sends uUsB
Local Agent - enrolls the printer printer data connected =™ H
and agent data ‘

n.

printer —
I
T : UsB =
4. Automatically . connectsd H
discovers the USB printer
connected printers - —
Host computer with | usB e
Local Agent installed connected —— -
printer —

3. Install and

activate the
Local Agent
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* Printer Agent AIE > PET Ot22

Enroll Printer Using Printer Agent

To enroll a printer using a printer agent, you must use the Printer Enroliment Tool
(PET). Download and install the tool if you do not already have it installed on a
computer.

NOTE: The PET may also be used to enroll printers using native agents.

Download PET

e 0Ol E > Printer Agents > ZglH| S5 &2 U= 2 &LIGH

Agents Configurat

© What are the different types of agents?

Select Organization: Annalea > Agents

Agents

Fleet Agents Printer Agents Native Agents Local Agents

There are no printer agents.

A printer agent is an application configured and installed on a Lexmark printer to enroll that printer to the Lexmark
Cloud Services. It also acts as the communication channel between the printer and the cloud.

Install a printer agent to a printer using the Printer Enroliment Tool. Download and install the tool if you do not already
have it installed on a computer.

Download Printer Enroliment Tool
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e (lOl8E > Native Agents > Z2IE S5 > Il SE =7 MBS 2

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

OlI0I 2= EXIJt SEHU A= 22 UGS A0l et PETE 22

e IEIH >USE AE

ot0i Z2lE S5 > Printer Agent > PET (22 &

Enroll Printer Using Printer Agent

To enroll a printer using a printer agent, you must use the Printer Enroliment Tool
(PET). Download and install the tool if you do not already have it installed on a
computer.

NOTE: The PET may also be used to enroll printers using native agents.

Download PET
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Printers Agents Configurations ~

Select Organization: Phoenix MPS > Agents

Agents

Fleet Agents Printer Agents Native Agents Local Agents

© Enrollment ~ ¥ Agent Status ~
Pre-enroll »
Version
I e
Enroll Printer TNEUBEL
Download PET V110

Printers Agents Configurations ~

Select Organization: Phoenix MPS > Agents

Agents

Fleet Agents Printer Agents Native Agents Local Agents

© Update ~ % Download PET ¥ Agent Status ~ ‘¥ Update Available ~

20 total items

Printer Agent Version Update Available Polling Interval (minutes)
10 40 3014 Yes 5
© 10195 250 Yes 5

© 10195

¢ 0l0I& E > Native Agents > S= > PET I2ZEE S= &L

Printers Agents Configurations ~

Select Organization

Agents

x MPS > Agents

Fleet Agents Printer Agents Native Agents Local Agents

© Enrollment ~ ¥ Agent Status ~
Pre-enroll »
Version
I e
Enroll Printer TNEUBEL
Download PET v110

@ What are the different types of agents?

Tasks «

@ What are the different types of agents?

Log Level
Summary
Summary

Summary

Tasks «
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Printers Agents Configurations ~ Tasks ~

elect Organization: Annalea > Printers

Printers

There are no printers enrolled.

Enroll a printer into Fleet Management using an agent.

Use Fleet Agent Use Printer Agent Use Native Agent Use Local Agent
What are the different types of agents?
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Printers Agents Configurations ~ Tasks ~
Select Organization: Annalea > Agents [0 ]
Agents
Fleet Agents Printer Agents Native Agents Local Agents
There are no fleet agents.
A fleet agent is an application configured and installed on a dedicated on-site computer system with high availability. It
enrolls one or more printers from Lexmark and other manufacturers to LCS. It also acts as the communication channel
between those printers and the cloud
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Pre-enroll Printers

Pre-enroliment is only available for printers that support native agents.

Manually input printer serial numbers

Type a serial number and then press ‘ENTER’ or comma. You can enter up to 7 serial numbers.

E-mail address (Optional)

The organization’s enroliment code will be sent to this e-mail address along with detailed
instructions on how to finish enroliment.
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Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

I

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.
Cancel
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Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

I

the Fleet Management documentation for more details

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

Embedded Web ServerOil A ZelH S5

0] KIES 2 ZAH00 B2E L}

o I2IEHE AN SSoIKl ZASLICH

e Native Agentg AMESIH ZelHE SSotAl EUASLICH

o TelHIt HAN 075.001 Ol A2 =2 A & HHAE & ASLICH
o HE A= 081.215 0| A LICH

0Ty HAW HES &I5tHAH 33 HOIX2 "Zell HAW HHE BI|"S HFESAAIL.

1 Embedded Web Serverlil Al TS & & JIXIE =&AL

e 83 > 22tRE NMUHIA > 22RE MHIA SE2 S ELILL

e 83 > Lexmark Cloud AHIA > 22tRE O &els 228Ut

E1: 2etRE MHIA S5 SHES AIE0HH 20 > X &2l > 2ARE MHIA SES 2§ LICH
2 Lexmark Cloud AMHIA S& 4ot dES MdEE s M2 D& S SHELIT
3 SEIDEYIINE S US 2EE IS SLICH



96

|J
o
i
ol

4 0 22l ¥ THOIA 02 5 oiLIE 23ELIT
* Native Agent Al > ZRIE| S22 225t S= 2C2 U8 IS Talf S22 22U

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

I

the Fleet Management documenta

btain an enrollment code from e

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

e (Ol E > Native Agents > Z2IH S5
LICH.

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.
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Printers Agents Configurations ~ Tasks ~

Select Organization: Annalea Printers

Printers

There are no printers enrolled.

Enroll a printer into Fleet Management using an agent.

Use Fleet Agent Use Printer Agent Use Native Agent Use Local Agent

What are the different types of agents?

* HIOIME >ZZ NOIMEE S ELIC

Printers Agents Configurations ~ Tasks ~
Select Organization: Phoenix MPS > Agents @ Whot ore the different types of agents?
Agents
Fleet Agents Printer Agents Native Agents Local Agents

There are no local agents.

A local agent is an application configured and installed on a computer system that has USB-attached printers. It enrolls
locally-attached Lexmark or another manufacturer’s printers to LCS. It also acts as the communication channel between
the printers and the cloud.

Download Local Agent
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Thursday, January27 06:20:02 : tid=6936 : UninstalllLPMAService(139) : error=1060
Thursday, January27 06:21:13 : tid=10636 : LPMAMain(352) : Lexmark Local Agent Service is
;Eiigggy,January27 06:24:57 : tid=10636 : LPMAMain(360) : Lexmark Local Agent Service is
iﬁiggggy,January27 06:25:51 : tid=7024 : LPMAMain(352) : Lexmark Local Agent Service is
iﬁiizggy,January27 06:27:06 : tid=7024 : LPMAMain(360) : Lexmark Local Agent Service is
iﬁgggggy,January27 06:27:11 : tid=14108 : LPMAMain(352) : Lexmark Local Agent Service is
iﬁiizggy,January27 11:41:08 : tid=3984 : LPMAMain(352) : Lexmark Local Agent Service is
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.prn</PrintJobFileNameFormat> <APIVersion>3.0</APIVersion>

<PrintSettingDetails> <LoopbackPort>9151</LoopbackPort>
<LoopbackPortName>DirectPrintPort9151</LoopbackPortName>

encoding="utf-8"?> <DirectPrintConfiguration> <AllPrintSettingDetails>

<LoopbackPort>9152</LoopbackPort> <LoopbackPortName>DirectPrintPort9152</LoopbackPortName>

<PrintQueueName>MOJA</PrintQueueName> <DestIPAddress>10.194.8.166</DestIPAddress>
<PrintQueueName> DirectPrintQueue-10.194.17.212</PrintQueueName>

<TrueUpData>false</TrueUpData> </PrintSettingDetails> <PrintSettingDetails>

<PrintJobFileNameFormat>%d_%i

<?xml version="1.0"
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<DestIPAddress>10.194.17.212</DestIPAddress> <TrueUpData>true</TrueUpData>
</PrintSettingDetails> </AllPrintSettingDetails> <LPMServerSettings>
<ServerIP>apis.us.iss.lexmark.com/cpm</ServerIP> <ServerPort>443</ServerPort>
</LPMServerSettings> <IDPServerSettings> <ServerIP>idp.us.iss.lexmark.com</ServerIP>
<ServerPort>443</ServerPort> </IDPServerSettings> <APIVersion>3.0</APIVersion>
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Report Level Printer Overview, EZ IT Support [=]
| Printer 4021013000110
Report Range: Sun, Feb 17, 2019 - Tue, Mar 19, 2019
Printer Report Generated: Tue, Mar 19, 2019 £.08 AM UTC
| 4021013000110
Total
Report Type
| printer Overview 15,307 11,005 331 26
Impressicns Sheets Printed Jobs. Users
Dote Ronge
| Last 30 Doys
Job Size (Number of Jobs) Duplex [ Simplex Usage (Impressions)
[ Genorore eport | m
= Maog M Cuplex (8,707}
| F¥Ys) W Simplex (4.400)
& W a0 00
11-2028)
W 2130 36
40 W 3150 (92
=5|..=4 @9
i) 75100 (39)
I Mo+ 0y
., A=l |
CrEE SR E S
TEEESLEs

Print Usage (Impressions)
"

[0
00
400
o
52 28 8 H B A% S5 E 5 Y I I B L B S ETFH D oETEoeEoe e
SRR R R R R R
Ra i fREREEEEEEEEEERARAERRRARAREER B S
Top Users -
Usar E-mail Address Calor
Miles Moroles miles moroles@test onelik 0o ims o
Hari McCoy hank sccoy@test onebd <o Lol o
WVic Stone wicstoretest anelik co Bas o
13 G Darbana gordongitest onlek co ™ ™ o
JE T ——— 767 767 [
WO COgREes andlak co 74 TE o
iy pimer Gtest aneisk co 83 e o
wichar shode@test anelsk co &52 453 o
hur Crry QIthur CumyEtest anilak co &35 435 o
Seewe Rogers. steve-rogerstestansik ca &35 a3 o
Top Cost Centers =
Cor Canter Impressions Mene Impressicns Celer Imprassians.
N data avalable
Top Departments [=
epartment Imprassons Mang Impressions. Calar Impressicns
T 3193 393 [
Soles 1938 1934 ]
Praduct 2813 23 o
Research 1625 1425 a
Marketing 1888 1,888 [
Legol 1,854 1,854 (i
Top Groups [+
Croup Impressions Mane Impressions. Color Imprassians.
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MEEL BN ME
Report Level Usage Analysis, EZ IT Support
| Qrganization i | Report Range: Sun, Fab 03, 2019 - Tua, Mar 05, 2019
Report Generated: Tue, Mar 5, 2019 7:00 AWM UTC
Report Type
i Uscage Anailysis - | Total
Date Range 26 8
Last 30 Dy -
| == s Number of Active Users Number of Active Printers

Printed / Deleted (Pages)

W printed (74.223)
W Deletad (67,8461

Submission Methods (Jobs)
800

E

g

Print

Web Portal
Moisile
E-mail
LPME Driver

Chrame Extension

Duplex Usage

W vieb Partal 704)
W yobide 5011
W E-masl {650}
LPMC Driver (432}
M Chroeme Extension (647)
W prin (625
a

96,793 72,847 2,364

Impressions Sheets

Mumber of Printed Jobs

Job Size (Number of Jobs)

400
M 2130 (283
W 3150 (5661
s }
W w01+ (45

Y

g & & 8

g

OII
e

= B4
Vg

o,

Submission Methods (Pages)

W wi=b Partal (20,706)

W otile (25,6471

W i (29,359)

PMC Driver [25,562)

M Chrome Extensicn (27,021}
W erint (25,252)

Duplex [ Simplex Printers

B Duple ()
W simplex (0}

Duplex / Simplex Usage (Impressions)

W Duplex (46.438)
M simplex (48,305

pressions on Duplex / Simplex Printers

W Duplex (96,792
B simplex (o

Potential Savings

Duplex printing could have provided a

23,836

sheet sovings
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Translation Assistant

Translation Assistant 0| ol

Translation Assistant= Lexmark CIoud MBIANAM M2t 2= HUIALLICH 0l &EFHE AlE20lH /2
A2 & IS E2CotD 0|2 A A2 HAEE £ UASLICH O3 Os HAEE IS 22 =61
Lol 2 N&E 4= UASLICH D28 1D L HAA 22|(CIAM) ZA 2| Z = Cloud 214 22| E 5= S0l
o HAE LS SRS M g€z B =& USLICH

&t 1: Lexmark= Translation ASS|stant eSFEE2 T2 YT MI2ELICL Ol SE T2 )HS AIE5IH A2
A=z 5' ZTME AMSIL OIE A HHE tﬂ—.a* == %"LIU HA= SASE Q4o HUL OlHIEE M=
& & QAGLICH XHNIE LH& 2 Translation Assistant 22/ A} & ZAE EXGHA AL

ANJe =32 e A
* PDF
e CSV
e HTML, HTM
e XLF
¢ MARKDOWN, MDOWN, MKDN, MD, MKD, MDWN, MDTXT, MDTEXT, RMD
e XLSX, XLS
e PPTX, PPT
e DOCX, DOC
e ODT
e ODP
e ODS
* RTF
e TSV, TAB
o TXT
&1
o US Y HA2 HA & & HEE = QUSLICH
e X[ |2 IIY AJ|= 40MBL LICH.
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TH2 oS Hel=20l NEE &

AJ|0F gHEt
{
"type": "array",
"items": {
"type": "object",
"required": [ "serialNumber", "dateCollected", "counters" 1],
"properties": {
"serialNumber": { "type": "string" },
"dateCollected": { "type": "integer" 1},
"counters": {
"type": "object",
"properties": {
"lifetimeCount": { "type": "integer" 1},
"colorPrintSideCount": { "type": "integer" 1},
"colorPrintSheetCount": { "type": "integer" },
"monoPrintSideCount": { "type": "integer" },
"monoPrintSheetCount": { "type": "integer" 1},
"printSideCount": { "type": "integer" 1},
"printSheetCount": { "type": "integer" },
"colorCopySideCount": { "type": "integer" },
"colorCopySheetCount": { "type": "integer" 1},
"monoCopySideCount": { "type": "integer" 1},
"monoCopySheetCount": { "type": "integer" },
"copySideCount": { "type": "integer" 1},
"copySheetCount": { "type": "integer" 1},
"colorFaxSideCount": { "type": "integer" 1},
"colorFaxSheetCount": { "type": "integer" },
"monoFaxSideCount": { "type": "integer" 1},
"monoFaxSheetCount": { "type": "integer" 1},
"faxSideCount": { "type": "integer" },
"faxSheetCount": { "type": "integer" 1},

"colorSideCount": { "type": "integer" 1},
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"colorSheetCount": { "type": "integer" },
"monoSideCount": { "type": "integer" },
"monoSheetCount": { "type": "integer" 1},
"totalSideCount": { "type": "integer" 1},
"totalSheetCount": { "type": "integer" },
"largeSideCount": { "type": "integer" 1},
"largeSheetCount": { "type": "integer" },
"duplexSideCount": { "type": "integer" },
"duplexSheetCount": { "type": "integer" },
"coverageTierBusinessSideCount": { "type": "integer" 1},
"coverageTierBusinessSheetCount": { "type": "integer" },
"coverageTierGraphicsSideCount": { "type": "integer" 1},
"coverageTierGraphicsSheetCount": { "type": "integer" },
"coverageTierHighlightSideCount": { "type": "integer" },
"coverageTierHighlightSheetCount": { "type": "integer" },
1,
3,
1,
T,
"minItems": 0

-

AH
(m]

[
{

(]
=

i
010

"serialNumber": "14",

"dateCollected": 1557259523000,

"counters": {
"monoPrintSideCount": 262,
"printSideCount": 262,
"printSheetCount": 262,
"monoCopySideCount": 40,
"copySideCount": 40,
"copySheetCount": 40,
"monoFaxSideCount": 0,
"faxSideCount": 0,
"faxSheetCount": O,
"monoSideCount": 302,
"totalSideCount": 302,
"totalSheetCount": 302,
"duplexSheetCount": 0

}

T,
{

"serialNumber": "29",

"dateCollected": 1557259523000,

"counters": {
"]lifetimeCount": 139,
"monoPrintSideCount": 139,
"printSideCount": 139,
"printSheetCount": 136,
"copySideCount": 0,
"monoSideCount": 139,
"totalSideCount": 139,
"totalSheetCount": 136,
"duplexSheetCount": 3

"serialNumber": "36",
"dateCollected": null,
"counters": {

—

It ot2E HM S =0 S ALE6H10 st E2 S ddeLIth

g
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POST | <IDP_URL>oauth/token

& 11: <IDP_URL>2 https://idp.eu.iss.lexmark.com(EU GI0I& HIE N U= &) L=
https.//|dp.us.|ss.Iexmark.com/(EI|-7‘ IOl |0l JAe ZA)LICH

Hal=2

Content-Type | application/json

0
==
{

"grant_type": "client_credentials",
"client_id": "<CLIENT_ID>",
"client_secret": "<CLIENT_SECRET>"

}
AJ|0OF BHEt
{

"properties" : {

"access_token": {"type": "string"},
"token_type": {"type": "string"},
"expires_in": {"type": "integer"},
"created_at": {"type": "integer"}

},

"required": ["access_token", "token_type", "expires_in", "created_at"]

}

AME =Ct

o= ou

{
"access_token": "abcdl234",
"token_type": "bearer",

"expires_in": 7200,
"created_at": 1572633120

-

SRt 5 A E BAAZEY 00 SE(HA 1.0)
P =

= EfAF A ZEF02te] SE S S0lotH ot A=l

AN 2Eo XA 2E o) 2EE 2= HI0IEHE 2=

LICH &8t 425, B0, M O ESR 22 UOIES ot &=
|

E HMZ2&LICHAPIHAE 1.02 IEH =
O 220M )t LE 88 E M3E
MG DSE HNET0IES H2EL

E
c

Ch. Ol ME22 APIH&E 2 V\F 50JHQ! JI= WIOIXI 2|2t S0l A&k 200001 =/ O HIOI Xl 2J1Z HIOIE
LI S Ees 228 2R 020 &2 HOIX IJIE NEE = JASUILL 0 API‘.: S ALHI ALE
gRez ==z ZB}OIOJE A SH EZ0| ERELICH Lexmark 2t E 118 2l E AIAEN S
Sfotd™ OIS 28 L JIE AIZotYAIL.

URL g8 &9

>.

/v1.0/assets/supplies GET | XH&t HIOIKIE |18t &
PN

2Z HOIEIE ZAELICH
C] Al

/v1.0/assets/diagnostics | GET | Xt&t HIO| KIE <18t ZICHHIO0IEHE Z A4 &LICh.
A

/v1.0/assets/alerts GET | AH&H HIOIXKIE fI8 210 HIOIHE 2 &HLICE.
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S
/v1.0/assets/counters GET | Xt&F HIOIKIE I8t Jt2E HIOIEHE ZAHELICT
A.O/assets GET|X&t HOIXIZ 918 QS HIOIHS 2A4BLICH |

<INTEGRATION_SERVICE_URL>2 [t21t 2 &LICH
¢ https://apis.eu.iss.lexmark.com/cfm/fleetmgmt-integration-service(EU OOl & AIE 0 U= = H).

¢ https://apis.us.iss.lexmark.com/cfm/fleetmgmt-integration-service(0|= GIO0I& HIE 0 U= £ ).

{
n type" . uobjectn s
"properties": {
"content": {
"type": "array",
"items": {
" typelv . "Object" ,
"properties": {

"manufacturer": { "type": "string" },
"modelName": { "type": "string" },
"serialNumber": { "type": "string" },
"accountId": { "type": "string" },
"name": { "type": ["null", "string"] },
"description": { "type": ["null", "string"] },
"dateCreated": { "type": "number" },
"dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] },
"lastDataRefresh": { "type": "number" 1},
"communicating": { "type": ["null", "boolean"] },
"authenticated": { "type": ["null", "boolean"] 1},
"baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": "null" },
"diagnosticEvents": {

" type . oo array " ,

"maxItems": 0
3,
"supplies": {

"type": "array",

"items": {

"type": "object",
"properties": {
"serialNumber": { "type": ["null", "string"] },
"currentLevel": { "type": ["null", "integer"] },

"color": { "type": ["null", "string"] },
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"description": { "type": ["null", "string"] },
"maximumCapacity": { "type": ["null", "number"] },
n type" . { n type“ . [Hnullll , "String"] } ,
"capacityUnit": { "type": ["null", "string"] },

"percentRemaining": { "type": ["null", "integer"] 1},
"supplyState": { "type": ["null", "string"] },
"status": { "type": ["null", "string"] 1},
"coverage": { "type": ["null", "number"] },
"installDate": { "type": ["null", "number"] 3},
"coverageLifetime": { "type": ["null", "number"] },
"coverageLastJob" : { "type": ["null", "number"] 3},
"sidesOnSupply": { "type": ["null", "number"] 1},
"timestamp": { "type": ["null", "number"] },
"prebate" : { "type": ["null", "boolean"] 1},
"genuine": { "type": ["null", "boolean"] 1},
"daysLeft": { "type": ["null", "number"] },
"daysLeftLastUpdated" : { "type": ["null", "number"] }
}
}
.,
"alerts": {
"type": "array",
"maxItems": 0
}
}
1,
"minItems": 0
1,
"pageable": {
"type": "object",
"properties": {
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" 1},
"unsorted": { "type": "boolean" },
"empty": { "type": "boolean" }
}
1,
"pageNumber": { "type": "integer" 1},
"pageSize": { "type": "integer" },
"offset": { "type": "integer" 1},
"paged": { "type": "boolean" },
"unpaged" : { "type": "boolean" }
}
1,
"totalElements": { "type": "integer" 3},
"totalPages": { "type": "integer" },
"last": { "type": "boolean" },
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" },
"empty": { "type": "boolean" }
}
1,
"first": { "type": "boolean" },
"numberOfElements": { "type": "integer" 1},
"size": { "type": "integer" },
"number" : { "type": "integer" 1},
"empty": { "type": "boolean" }
}
}
M 2C}
o= ©odJdg
{
"content": [
{
"manufacturer": "Lexmark"

"modelName": "X792e",
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"serialNumber": "123SERIALNUMBER",
"accountId": "bf899e52-b026-46£f3-9715-fe54b5dd7637", "name": null,
"description": null, "dateCreated": 1568139701472,
"dateModified": 1621677697123,

"lastCommunication": 1621686886903,
"lastDataRefresh": 1621677697129,

"communicating": false,

"authenticated": true,
"baseFirmwareLastModifiedDate": null,

"counters": null,

"diagnosticEvents": [1],

"supplies": [

"serialNumber": null,

"currentLevel": 100,

"color": "none",

"description": "Waste Toner Bottle",
"maximumCapacity": 200000,

"type": "Waste Toner",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",

"status": "Ok",

"coverage": null,
"installDate": null,
"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp": 1621674025052,
"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

3,
{
"serialNumber": null,

"currentLevel": 100,
"color": "none",
"description": "Separator Roll and Pick Assembly",
"maximumCapacity": 120000,
"type": "Other",
"capacityUnit": "Other",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Ok",

"coverage": null,
"installDate": null,
"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp": 1621674025053,
"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

}

{
"serialNumber": "SUPPLYSERIALL",
"currentLevel": 50,
"color": "none",
"description": "Fuser",
"maximumCapacity": 150000,
"type": "Fuser",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Intermediate",

"coverage": null,
"installDate": null,
"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp" :
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1621674025055,

"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

I

{

"serialNumber": "SUPPLYSERIAL2", "color":
"description": "Yellow Cartridge",
"maximumCapacity": 20000,

"type": "Toner",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Low",
"coverage": 0.028,
"installDate": 1568701948000,

"coverageLifetime": 6.198895,
"coverageLastJob": 15,
"sidesOnSupply": 31355,
"timestamp": 1621674025056,
"prebate": true,

"genuine": null,

"daysLeft": null,
"daysLeftLastUpdated": null

Y,

"serialNumber"
"currentLevel"

: "SUPPLYSERIAL3",
: 100,

"color": "none",

"description":

"Transfer Module",

"maximumCapacity": 200000,
n type" . "Other" ,

"capacityUnit"

: "Other",

"percentRemaining": null,

"supplyState":
"status": "Ok"

"UNKNOWN" ,

’

"coverage": null,

"installDate":

null,

"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp": 1621674025057,
"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

3,

{

"serialNumber": "SUPPLYSERIALA4",
"currentLevel": 80,

"color": "Magenta",
"description": "Magenta Cartridge",
"maximumCapacity": 6000,
"type": "Toner",

"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "AUTHENTIC",
"status": "Intermediate",
"coverage": 2.872,
"installDate": 1568701948000,

"coverageLifetime": 4.0110497,
"coverageLastJob": 11,
"sidesOnSupply": 177,
"timestamp": 1621674025073, "prebate": true,
"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

Iy

"serialNumber"

"currentLevel":

: "SUPPLYSERIALG6",
20,

"color": "Cyan",

"description":

"Cyan Cartridge",

"Yellow",
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"maximumCapacity": 12000,
"type": "Toner",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Intermediate",
"coverage": 0.194,
"installDate": 1568701948000,
"coverageLifetime": 7.331492,
"coverageLastJob": 21,
"sidesOnSupply": 4688,
"prebate": true,
"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null
}
1,
"alerts": []
I
{

"manufacturer": "Lexmark",
"modelName": "CX825",
"serialNumber": "12345SERIALNUMBER",

"accountId": "bf899e52-b026-46£3-9715-fe54b5dd7637",

"name": null, "description": null,
"dateCreated": 1568139300179,
"dateModified": 1617891557869,
"lastCommunication": 1617891642361,
"lastDataRefresh": 1627605287407,
"communicating": false,
"authenticated": true,
"baseFirmwareLastModifiedDate": null,
"counters": null,
"diagnosticEvents": [],
"supplies": [],
"alerts": []
}
1,
"pageable": {
"sort": { "sorted": false,
"unsorted": true,
"empty": true

"pageNumber": 0,
"pageSize": 50,
"offset": 0,
"paged": true,
"unpaged": false
I
"totalElements": 2,
"totalPages": 1,
"last": false,
"sort": {
"sorted": false,
"unsorted": true,
"empty": true

"first": true,
"numberOfElements": 50,
"size": 50,

"number": 0, "empty": false
}

"timestamp": 1621674025075,
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2 URL
GET | <INTEGRATION_SERVICE_URL>/v1.0/assets/diagnostics

AJ|0F gHEt
{
"type": "object",
"properties": {
"content": {
"type": "array",
"items": {
"type": "object",
"properties": {
"manufacturer": { "type": "string" },
"modelName" : { "type": "string" },
"serialNumber": { "type": "string" },
"accountId": { "type": "string" },
"name": { "type": ["null", "string"] },
"description": { "type": ["null", "string"] },
"dateCreated": { "type": "number" },
"dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] },
"lastDataRefresh": { "type": "number" 1},
"communicating": { "type": ["null", "boolean"] },

"authenticated": { "type": ["null", "boolean"] },
"baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": "null" },
"diagnosticEvents": {
"type": "array",
"items": {
"type": "object",
"properties": {
"dateCreated": { "type": "number" 1},
"alert": { "type": ["null", "string"] },
"alertDttm": { "type": ["null", "number"] },
"alertId": { "type": ["null", "string"] },
"alertType": { "type": ["null", "string"] },
"collectorId": { "type": ["null", "string"] },
"errorCode": { "type": ["null", "string"] },

"errorReason": { "type": ["null", "string"] },
"errorType" : { "type": ["null", "string"] },
"expirationDttm": { "type": "number" },
"hostname": { "type": ["null", "string"] },
"ipAddress": { "type": ["null", "string"] },
"lpc": { "type": ["null", "number"] 1},
"model": { "type": ["null", "string"] },
"serialNumber": { "type": ["null", "string"] }
}
}
1,
"supplies": {
" type . oo array " ,
"maxItems": 0
1,
"alerts": {
"type": "array",

"maxItems": 0
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}
}
1,
"minItems": O
1,
"pageable": {
"type": "object",
"properties": {
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" 1},
"empty": { "type": "boolean" }
}
1,
"pageNumber" : { "type": "integer" },
"pageSize": { "type": "integer" },
"offset": { "type": "integer" },
"paged" : { "type": "boolean" },
"unpaged": { "type": "boolean" }
}
1,
"totalElements": { "type": "integer" 1},
"totalPages": { "type": "integer" },
"last": { "type": "boolean" },
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" 1},
"empty": { "type": "boolean" }
}
3,
"first": { "type": "boolean" 1},
"numberOfElements": { "type": "integer" },
"size": { "type": "integer" },
"number" : { "type": "integer" },
"empty": { "type": "boolean" }
}
Z =2C}
=2 os
"content": [
{
"manufacturer": "Lexmark",
"modelName": "X792e",
"serialNumber": "123SERIALNUMBER",
"accountId": "bf899e52-b026-46f3-9715-fe54b5dd7637",
"name": null,
"description": null,
"dateCreated": 1568139701472,
"dateModified": 1621677697123,
"lastCommunication": 1621686886903,
"lastDataRefresh": 1621677697129,
"communicating": false,
"authenticated": true,
"baseFirmwareLastModifiedDate": null,
"counters": null,
"diagnosticEvents": [],
"supplies": [],
"alerts": []
1,
{
"manufacturer": "Lexmark",
"modelName": "CX825",
"serialNumber": "12345SERIALNUMBER",

"accountId": "bf899e52-b026-46£3-9715-fe54b5dd7637",
"name": null,
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"description": null,
"dateCreated": 1568139300179,
"dateModified": 1617891557869,
"lastCommunication": 1617891642361,
"lastDataRefresh": 1627605287407,
"communicating": false,
"authenticated": true,
"baseFirmwareLastModifiedDate": null,
"counters": null,
"diagnosticEvents": [

{

"dateCreated": 1639077580134,

"alert": "202.03 PAPER JAM: repeated 25 time(s)

"alertDttm": 1639077580134,
"alertId": "61b25b2cc036774096bbefl1",

"collectorId": "CBRO1",
"errorCode": "202.03", "errorReason":
"HC_REP", "errorType": "%202.03%",

"expirationDttm": 1313123,

"hostname": "10.99.0.60",

"ipAddress": "10.99.0.60",

"lpc": 505535,

"model": "LEXMARK CX825",

"serialNumber": "12345SERIALNUMBER"
1,

"dateCreated": 163907758999,

"alert": "Other alert",

"alertDttm": 163907758999,

"alertId": "61b25b2cc036774096bbef99",

"alertType": "Prescriptive",
"collectorId": "CBRO1l",
"errorCode": "202.03",
"errorReason": "HC_REP",
"errorType": "%202.03%",

"expirationDttm": 1313123,
"hostname": "10.99.0.60",
"ipAddress": "10.99.0.60",
"lpc": 505535,
"model": "LEXMARK CX825",
"serialNumber": "12345SERIALNUMBER"
}
1.
"supplies": [],
"alerts": []
}
1,
"pageable": {
"sort": { "
sorted": false,
"unsorted": true,
"empty": true
I
"pageNumber": 0,
"pageSize": 50,
"offset": 0,
"paged": true,
"unpaged": false
},
"totalElements": 2,
"totalPages": 1, "last": false,
"sort": {
"sorted": false,
"unsorted": true,
"empty": true

"first": true,
"numberOfElements": 50,
"size": 50,

"number": 0, "empty": false

"alertType":

in 500 pages",

"Prescriptive",
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{
n type" . uobjectu s
"properties": {
"content": {
"type": "array",
"items": {
" typelv . "Object" ,
"properties": {
"manufacturer": { "type": "string" },
"modelName": { "type": "string" },
"serialNumber": { "type": "string" },
"accountId": { "type": "string" },
"name" : { "type": ["null", "string"] },
"description": { "type": ["null", "string"] 1},
"dateCreated": { "type": "number" },
"dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] },
"lastDataRefresh": { "type": "number" 1},
"communicating": { "type": ["null", "boolean"] },
"authenticated": { "type": ["null", "boolean"] },
"baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": "null" },
"diagnosticEvents": {
" type . oo array " ,
"maxItems": 0
3,
"supplies": {
"type": "array",
"maxItems": 0
3,
"alerts": {
"type": "array",
"items": {
"type": "object",
"properties": {
"status": { "type": ["null", "string"] 1},
"igssue": { "type": ["null", "string"] }
}
}
}
}
1,
"minTtems": 0
1,
"pageable": {
n type" . "Object" ,

"properties": {
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"sort": {

}
Y,

type": "object",

properties": {
"sorted": { "type": "boolean" 1},
"unsorted": { "type": "boolean" },
"empty": { "type": "boolean" }

"pageNumber" : { "type": "integer" 1},
"pageSize": { "type": "integer" },
"offset": { "type": "integer" 1},
"paged": { "type": "boolean" },
"unpaged": { "type": "boolean" }

}
Y,

"totalElements": { "type": "integer" 1},

"totalPages":

{ "type": "integer" },

"last": { "type": "boolean" },

"sort": {
"type": *

object",

"properties": {
"sorted": { "type": "boolean" 1},
"unsorted": { "type": "boolean" },
"empty": { "type": "boolean" }

}
T
"firstt:

type": "boolean" 1},

"numberOfElements" : { "type": "integer" },
"size": { "type": "integer" },

"number" : {
n empty" . { "

-

ct
=]

"content": [

{

"type": "integer" 1},
type": "boolean" }

"manufacturer": "Lexmark",

"modelName" :

"X792e",

"serialNumber": "123SERIALNUMBER",

"accountId":

"bf899e52-b026-46£3-9715-fe54b5d4d7637",

"name": null,

"description": null,

"dateCreated": 1568139701472,
"dateModified": 1621677697123,
"lastCommunication": 1621686886903,
"lastDataRefresh": 1621677697129,
"communicating": false,
"authenticated": true,
"baseFirmwareLastModifiedDate": null,

"counters":

null,

"diagnosticEvents": [], "supplies": [],

"alerts": []

"manufacturer": "Lexmark",

"modelName" :

"CX825",

"serialNumber": "12345SERIALNUMBER",

"accountId":

"bf899e52-b026-46£3-9715-fe54b5dd7637",

"name": null,

"description": null,

"dateCreated": 1568139300179,
"dateModified": 1617891557869,
"lastCommunication": 1617891642361,
"lastDataRefresh": 1627605287407,
"communicating": false,
"authenticated": true,
"baseFirmwareLastModifiedDate": null,

"counters":

null,

"diagnosticEvents": [],
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"supplies": [],
"alerts": [
{
"status": "ERROR",
"issue": "Remove paper from Standard Output Bin"
3,
{
"status": "ERROR",
"issue": " [145.80A]"
3,
{
"status": "WARNING",
"issue": "Standard Bin Full"
}
]
}
1,
"pageable":
"sort": {

"sorted": false,
"unsorted": true,
"empty": true
}I
"pageNumber": 0,
"pageSize": 50,
"offset": O,
"paged": true,
"unpaged": false
1,
"totalElements": 2,
"totalPages": 1, "last": false,
"sort": {
"sorted": false
"unsorted": true,
"empty": true

"first": true,
"numberOfElements": 50,
"size": 50,

"number": 0,

"empty": false
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n type" . uobjectn ,
"properties": {
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"content": {
"type": "array",
"items": {
"type": "object",
"properties": {
"manufacturer": { "type": "string" },
"modelName" : { "type": "string" },
"serialNumber": { "type": "string" },
"accountId": { "type": "string" },
"name" : { "type": ["null", "string"] },
"description": { "type": ["null", "string"] 1},
"dateCreated": { "type": "number" },
"dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] },
"lastDataRefresh": { "type": "number" 1},
"communicating": { "type": ["null", "boolean"] },
"authenticated": { "type": ["null", "boolean"] },
"baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": {
"type": ["null", "object"],
"properties": {
"lifetimeCount": { "type": ["null", "integer"] 1},
"lifetimeCountUnit": { "type": ["null", "string"] },
"colorPrintSideCount": { "type": ["null", "integer"] 1},
"colorPrintSheetCount": { "type": ["null", "integer"] 1},
"monoPrintSideCount": { "type": ["null", "integer"] 1},
"monoPrintSheetCount": { "type": ["null", "integer"] 1},
"printSideCount": { "type": ["null", "integer"] },
"printSheetCount": { "type": ["null", "integer"] },
"colorCopySideCount": { "type": ["null", "integer"] 1},
"colorCopySheetCount": { "type": ["null", "integer"] 1},
"monoCopySideCount": { "type": ["null", "integer"] },
"monoCopySheetCount": { "type": ["null", "integer"] 1},
"copySideCount": { "type": ["null", "integer"] },
"copySheetCount": { "type": ["null", "integer"] 1},
"colorFaxSideCount": { "type": ["null", "integer"] },
"colorFaxSheetCount": { "type": ["null", "integer"] 1},
"monoFaxSideCount": { "type": ["null", "integer"] },
"monoFaxSheetCount": { "type": ["null", "integer"] 1},
"faxSideCount": { "type": ["null", "integer"] },
"faxSheetCount": { "type": ["null", "integer"] },
"colorSideCount": { "type": ["null", "integer"] 1},
"colorSheetCount": { "type": ["null", "integer"] },
"monoSideCount": { "type": ["null", "integer"] 1},
"monoSheetCount": { "type": ["null", "integer"] },
"totalSideCount": { "type": ["null", "integer"] 1},
"totalSheetCount": { "type": ["null", "integer"] },
"colorLargeSideCount": { "type": ["null", "integer"] 1},
"monoLargeSideCount": { "type": ["null", "integer"] 1},
"largeSideCount": { "type": ["null", "integer"] },
"largeSheetCount": { "type": ["null", "integer"] },
"duplexSideCount": { "type": ["null", "integer"] },
"duplexSheetCount": { "type": ["null", "integer"] },
"coverageTierBusinessSideCount": { "type": ["null", "integer"] },
"coverageTierBusinessSheetCount": { "type": ["null",
"integer"] 1},
"coverageTierGraphicsSideCount": { "type": ["null", "integer"] 1},
"coverageTierGraphicsSheetCount": { "type": ["null",
"integer"] 1},
"coverageTierHighlightSideCount": { "type": ["null",
"integer"] 1},
"coverageTierHighlightSheetCount": { "type": ["null",
"integer"] 1},
"paperCounts": {
"type": "array",
"items": {
"type": "object",
"properties": {
"paperSheetPickedCount": { "type": ["null",
"integer"] 1},
"paperSheetSafeCount": { "type": ["null",
"integer"] 1},

"paperSideColorPickedCount": { "type": ["null",
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"integer"] 1},

"paperSideColorSafeCount": { "type": ["null",
"integer"] 1},

"paperSideMonoPickedCount": { "type": ["null",
"integer"] 1},

"paperSideMonoSafeCount": { "type": ["null",
"integer"] 1},

"paperSize": { "type": ["null", "string"] },

"paperType": { "type": ["null", "string"] }

}
3,
"blankCopySideCount": { "type": ["null", "integer"] 1},
"adfScanCount": { "type": ["null", "integer"] },
"flatbedScanCount": { "type": ["null", "integer"] },

"scanToLocalhostScanCount": { "type": ["null", "integer"]
"copyScanCount": { "type": ["null", "integer"] },
"faxScanCount": { "type": ["null", "integer"] },

"simplexAdfScanCount": { "type": ["null", "integer"] 1},
"duplexAdfScanCount": { "type": ["null", "integer"] 1},

"monoScanCount": { "type": ["null", "integer"] },
"colorScanCount": { "type": ["null", "integer"] 1},
"totalScanCount": { "type": ["null", "integer"] },
"blankFaxSideCount": { "type": ["null", "integer"] }
}
},
"diagnosticEvents": {
"type": "array",
"maxItems": 0
I
"supplies": {
"type": "array",
"maxItems": 0
I
"alerts": {
"type": "array",
"maxItems": 0
}
}
1,
"minItems": 0
1,
"pageable": {
"type": "object",
"properties": {
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" 1},
"unsorted": { "type": "boolean" 1},
"empty": { "type": "boolean" }
}
1,
"pageNumber" : { "type": "integer" },
"pageSize": { "type": "integer" 1},
"offset": { "type": "integer" },
"paged" : { "type": "boolean" 1},
"unpaged": { "type": "boolean" }
}
3,
"totalElements": { "type": "integer" },
"totalPages": { "type": "integer" },
"last": { "type": "boolean" 1},
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" 1},
"empty": { "type": "boolean" }
}
1,
"first": { "type": "boolean" 1},

"numberOfElements": { "type": "integer" },

Y,
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"size": { "type": "integer" },
"number" : { "type": "integer" },
"empty": { "type": "boolean" }
}
Z =2Ch
=2 oS-
"content": [
{
"manufacturer": "Lexmark",
"modelName": "X792e",
"serialNumber": "123SERIALNUMBER",

"accountId": "bf899e52-b026-46£3-9715-fe54b5dd7637",

"name": null,

"description": null,

"dateCreated": 1568139701472,
"dateModified": 1621677697123,
"lastCommunication": 1621686886903,
"lastDataRefresh": 1621677697129,
"communicating": false,
"authenticated": true,
"baseFirmwareLastModifiedDate": null,

"counters": {
"lifetimeCount": 6436,
"lifetimeCountUnit": "Sides",

"colorPrintSideCount": 464,
"colorPrintSheetCount": null,
"monoPrintSideCount": 2636,
"monoPrintSheetCount": null,
"printSideCount": 3100,
"printSheetCount": 3067,
"colorCopySideCount": 175,
"colorCopySheetCount": null,
"monoCopySideCount": 50,
"monoCopySheetCount": null,
"copySideCount": 225,
"copySheetCount": 217,

"colorFaxSideCount": 99,
"colorFaxSheetCount": null,
"monoFaxSideCount": 2994,

"monoFaxSheetCount": null,
"faxSideCount": 3093,
"faxSheetCount": 3093,
"colorSideCount": 738,
"colorSheetCount": null,
"monoSideCount": 5680,
"monoSheetCount": null,
"totalSideCount": 6418,
"totalSheetCount": 6377,
"colorLargeSideCount": null,
"monoLargeSideCount": null,
"largeSideCount": null,
"largeSheetCount": null,
"duplexSideCount": null,
"duplexSheetCount": 41,
"coverageTierBusinessSideCount": null,
"coverageTierBusinessSheetCount": null,
"coverageTierGraphicsSideCount": null,
"coverageTierGraphicsSheetCount": null,
"coverageTierHighlightSideCount": null,
"coverageTierHighlightSheetCount": null,
"paperCounts": [
{
"paperSheetPickedCount": null,
"paperSheetSafeCount": 5370,
"paperSideColorPickedCount": 586,
"paperSideColorSafeCount": 700,
"paperSideMonoPickedCount": 2377,
"paperSideMonoSafeCount": 4711,
"paperSize": "Letter",
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"paperType": "Plain"
{
"paperSheetPickedCount": null,
"paperSheetSafeCount": 3,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 1,
"paperSideMonoSafeCount": 3,
"paperSize": "Letter",
"paperType": "Custom Type 2"
3,

"paperSheetPickedCount": null,
"paperSheetSafeCount": 23,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 23,
"paperSize": "Oficio",

"paperType": "Plain"

T,

"paperSheetPickedCount": null,
"paperSheetSafeCount": 24,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,

"paperSideMonoSafeCount": 24, "paperSize": "Legal",

I

"paperSheetPickedCount": null,
"paperSheetSafeCount": 110,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 7,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 103,
"paperSize": "Executive",
"paperType": "Plain"

’

"paperSheetPickedCount": null,
"paperSheetSafeCount": 56,
"paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 56,
"paperSize": "Folio",
"paperType": "Plain"

’

"paperSheetPickedCount": null,
"paperSheetSafeCount": 52,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0,
"paperSideMonoSafeCount": 52,
"paperSize": "JIS B5",
"paperType": "Plain"

’

"paperSheetPickedCount": null,
"paperSheetSafeCount": 685,
"paperSideColorPickedCount": 3,
"paperSideColorSafeCount": 30,
"paperSideMonoPickedCount": 178,
"paperSideMonoSafeCount": 655,
"paperSize": "A4d",

"paperType": "Plain"

},

{

"paperSheetPickedCount": null,
"paperSheetSafeCount": 45,

"paperType":

"Plain"
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"paperSideColorPickedCount": O,
"paperSideColorSafeCount": O,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 45,
"paperSize": "A5",

"paperType": "Plain"

’

"paperSheetPickedCount": null,
"paperSheetSafeCount": 4,
"paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0,
"paperSideMonoSafeCount": 4,
"paperSize": "A6",

"paperType": "Plain"

’

"paperSheetPickedCount": null,
"paperSheetSafeCount": 1,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 1,
"paperSize": "A4",

"paperType": "Custom Type 2"
I

"paperSheetPickedCount": null,
"paperSheetSafeCount": 4,
"paperSideColorPickedCount": 1,
"paperSideColorSafeCount": 1,
"paperSideMonoPickedCount": 3,
"paperSideMonoSafeCount": 3,
"paperSize": "Letter",
"paperType": "Transparancy"

}

"blankCopySideCount": 1,
"adfScanCount": 377,
"flatbedScanCount": 722,
"scanToLocalhostScanCount": null,
"copyScanCount": 101,
"faxScanCount": 815,
"simplexAdfScanCount": null,
"duplexAdfScanCount": null,
"monoScanCount": null,
"colorScanCount": null,
"totalScanCount": 1099,
"blankFaxSideCount": 0
I

"diagnosticEvents": [],

"supplies": [],

"alerts": []

"manufacturer": "Lexmark",
"modelName": "CX825",
"serialNumber": "12345SERIALNUMBER",

"accountId": "bf899e52-b026-46£3-9715-fe54b5dd7637",

"name": null,

"description": null,

"dateCreated": 1568139300179,
"dateModified": 1617891557869,
"lastCommunication": 1617891642361,
"lastDataRefresh": 1627605287407,
"communicating": false,
"authenticated": true,
"baseFirmwareLastModifiedDate": null,

"counters": {
"lifetimeCount": 30932,
"lifetimeCountUnit": "Sides",

"colorPrintSideCount": 27268,
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]

}

"colorPrintSheetCount": null,
"monoPrintSideCount": 3196,
"monoPrintSheetCount": null,
"printSideCount": 30464,
"printSheetCount": 28872,
"colorCopySideCount": 447,
"colorCopySheetCount": null,
"monoCopySideCount": 2,
"monoCopySheetCount": null,
"copySideCount": 449,
"copySheetCount": 284,
"colorFaxSideCount": 0,
"colorFaxSheetCount": null,

"monoFaxSideCount": 0,
"monoFaxSheetCount": null,

"faxSideCount": 0,
"faxSheetCount": 0,
"colorSideCount": 27715,
"colorSheetCount": null,
"monoSideCount": 3198,
"monoSheetCount": null,
"totalSideCount": 30914,
"totalSheetCount": 29156,
"colorLargeSideCount": null,
"monoLargeSideCount": null,

"largeSideCount": null,
"largeSheetCount": null,
"duplexSideCount": null,
"duplexSheetCount": 1758,
"coverageTierBusinessSideCount": 11373,
"coverageTierBusinessSheetCount": null,
"coverageTierGraphicsSideCount": 5013,
"coverageTierGraphicsSheetCount": null,

"coverageTierHighlightSideCount": 11327,
"coverageTierHighlightSheetCount": null,

"paperCounts": [],
"blankCopySideCount": null,
"adfScanCount": null,
"flatbedScanCount": null,
"scanToLocalhostScanCount":
"copyScanCount": null,
"faxScanCount": null,
"simplexAdfScanCount": null,
"duplexAdfScanCount": null,
"monoScanCount": null,
"colorScanCount": null,
"totalScanCount": null,

null,

"blankFaxSideCount":

},

"diagnosticEvents":

"supplies": [1],
"alerts": []

"pageable": {

Iy

"sort": {
"sorted": false,
"unsorted": true,
"empty": true

"pageNumber": 0,
"pageSize": 50,
"offset": O,
"paged": true,
"unpaged": false

"totalElements": 2,
"totalPages": 1,
"last": false,
"sort": {

"sorted": false,
"unsorted": true,
"empty": true

(1,

null
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"first": true,

"numberOfElements": 50,

"size": 50,

"number": 0,

"empty": false

}
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{
n type" .o Obj ect" s
"properties": {
"content": {
"type": "array",
"items": {
"type": "object",
"properties": {

"manufacturer": { "type": "string" },

"modelName": { "type": "string" },

"serialNumber": { "type": "string" },

"accountId": { "type": "string" },

"name" : { "type": ["null", "string"] },

"description": { "type": ["null", "string"] },

"dateCreated": { "type": "number" },

"dateModified": { "type": "number" },

"lastCommunication": { "type": ["null", "number"] },

"lastDataRefresh": { "type": "number" 1},

"communicating": { "type": ["null", "boolean"] },

"authenticated": { "type": ["null", "boolean"] 1},

"baseFirmwareLastModifiedDate": { "type": ["null", "number"] },

"counters": {

"type": ["null", "object"],
"properties": {

"lifetimeCount": { "type": ["null", "integer"] },
"lifetimeCountUnit": { "type": ["null", "string"] },
"colorPrintSideCount": { "type": ["null", "integer"] 1},
"colorPrintSheetCount": { "type": ["null", "integer"] 1},
"monoPrintSideCount": { "type": ["null", "integer"] 1},
"monoPrintSheetCount": { "type": ["null", "integer"] 1},
"printSideCount": { "type": ["null", "integer"] },
"printSheetCount": { "type": ["null", "integer"] },
"colorCopySideCount": { "type": ["null", "integer"] 1},

"colorCopySheetCount": { "type": ["null", "integer"] 1},
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"monoCopySideCount": { "type": ["null", "integer"] },
"monoCopySheetCount": { "type": ["null", "integer"] 1},
"copySideCount": { "type": ["null", "integer"] },
"copySheetCount": { "type": ["null", "integer"] },
"colorFaxSideCount": { "type": ["null", "integer"] },
"colorFaxSheetCount": { "type": ["null", "integer"] 1},
"monoFaxSideCount": { "type": ["null", "integer"] },
"monoFaxSheetCount": { "type": ["null", "integer"] 1},
"faxSideCount": { "type": ["null", "integer"] 1},
"faxSheetCount": { "type": ["null", "integer"] },
"colorSideCount": { "type": ["null", "integer"] 1},
"colorSheetCount": { "type": ["null", "integer"] },
"monoSideCount": { "type": ["null", "integer"] },
"monoSheetCount": { "type": ["null", "integer"] },
"totalSideCount": { "type": ["null", "integer"] },
"totalSheetCount": { "type": ["null", "integer"] },
"colorLargeSideCount": { "type": ["null", "integer"] 1},
"monoLargeSideCount": { "type": ["null", "integer"] 1},
"largeSideCount": { "type": ["null", "integer"] },
"largeSheetCount": { "type": ["null", "integer"] },
"duplexSideCount": { "type": ["null", "integer"] },
"duplexSheetCount": { "type": ["null", "integer"] 1},
"coverageTierBusinessSideCount": { "type": ["null", "integer"] },
"coverageTierBusinessSheetCount": { "type": ["null",
"integer"] 1},
"coverageTierGraphicsSideCount": { "type": ["null", "integer"] },
"coverageTierGraphicsSheetCount": { "type": ["null",
"integer"] 1},
"coverageTierHighlightSideCount": { "type": ["null",
"integer"] 1},
"coverageTierHighlightSheetCount": { "type": ["null",
"integer"] 1},
"paperCounts": {
"type": "array",
"items": {
"type": "object",
"properties": {
"paperSheetPickedCount": { "type": ["null",
"integer"] 1},
"paperSheetSafeCount": { "type": ["null",
"integer"] 1},
"paperSideColorPickedCount": { "type": ["null",
"integer"] 1},
"paperSideColorSafeCount": { "type": ["null",
"integer"] 1},
"paperSideMonoPickedCount": { "type": ["null",
"integer"] 1},
"paperSideMonoSafeCount": { "type": ["null",
"integer"] },

"paperSize": { "type": ["null", "string"] 1},
"paperType": { "type": ["null", "string"] }
}
}

1,
"blankCopySideCount": { "type": ["null", "integer"] 1},
"adfScanCount": { "type": ["null", "integer"] },
"flatbedScanCount": { "type": ["null", "integer"] 1},
"scanToLocalhostScanCount": { "type": ["null", "integer"]
"copyScanCount": { "type": ["null", "integer"] 1},
"faxScanCount": { "type": ["null", "integer"] },
"simplexAdfScanCount": { "type": ["null", "integer"] 1},
"duplexAdfScanCount": { "type": ["null", "integer"] 1},
"monoScanCount": { "type": ["null", "integer"] 1},
"colorScanCount": { "type": ["null", "integer"] },
"totalScanCount": { "type": ["null", "integer"] },
"blankFaxSideCount": { "type": ["null", "integer"] }

}

.,
"diagnosticEvents": {

"type": "array",

"items": {
"type": "object",

"properties": {

I
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"dateCreated": { "type": "number" },

"alert": { "type": ["null", "string"] },
"alertDttm": { "type": ["null", "number"] },
"alertId": { "type": ["null", "string"] },
"alertType": { "type": ["null", "string"] },
"collectorId": { "type": ["null", "string"] },
"errorCode": { "type": ["null", "string"] },

"errorReason": { "type": ["null", "string"] },
"errorType": { "type": ["null", "string"] },
"expirationDttm": { "type": "number" },
"hostname": { "type": ["null", "string"] },
"ipAddress": { "type": ["null", "string"] 1},
"lpc": { "type": ["null", "number"] 1},
"model": { "type": ["null", "string"] },
"serialNumber" : { "type": ["null", "string"] }
}
}
I
"supplies": {
"type": "array",
"items": {
"type": "object",
"properties": {
"serialNumber": { "type": ["null", "string"] 1},
"currentLevel": { "type": ["null", "integer"] },
"color": { "type": ["null", "string"] },
"description": { "type": ["null", "string"] },
"maximumCapacity": { "type": ["null", "number"] },
"type": { "type": ["null", "string"] },
"capacityUnit": { "type": ["null", "string"] },
"percentRemaining" : { "type": ["null", "integer"] 1},
"supplyState": { "type": ["null", "string"] },
"status": { "type": ["null", "string"] 1},
"coverage": { "type": ["null", "number"] },
"installDate": { "type": ["null", "number"] 3},
"coverageLifetime": { "type": ["null", "number"] },
"coverageLastJob": { "type": ["null", "number"] 1},
"sidesOnSupply": { "type": ["null", "number"] 1},
"timestamp": { "type": ["null", "number"] },
"prebate" : { "type": ["null", "boolean"] 1},
"genuine" : { "type": ["null", "boolean"] 1},
"daysLeft": { "type": ["null", "number"] },
"daysLeftLastUpdated" : { "type": ["null", "number"] }
}
}
.,
"alerts": {
"type": "array",
"items": {
"type": "object",
"properties": {
"status": { "type": ["null", "string"] },
"issue": { "type": ["null", "string"] }
}
}
}
}
3,
"minItems": 0
3,
"pageable": {
"type": "object",
"properties": {
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" 1},
"empty": { "type": "boolean" }
}
1,
"pageNumber" : { "type": "integer" 1},

"pageSize": { "type": "integer" },
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"offset": { "type": "integer" },
"paged": { "type": "boolean" },
"unpaged": { "type": "boolean" }
}
1,
"totalElements": { "type": "integer" 1},
"totalPages": { "type": "integer" 1},
"last": { "type": "boolean" },
"sort": {
"type": "object",
"properties": {
"sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" },
"empty": { "type": "boolean" }
}
1,
"first": { "type": "boolean" },
"numberOfElements": { "type": "integer" },
"size": { "type": "integer" },
"number" : { "type": "integer" },
"empty": { "type": "boolean" }
ocCk
S g
"content": [
{
"manufacturer": "Lexmark",
"modelName": "X792e",
"'serialNumber": "123SERIALNUMBER",

"accountId": "bf899e52-b026-46£3-9715-fe54b5dd7637",
"name": null,

"description": null,

"dateCreated": 1568139701472,

"dateModified": 1621677697123,

"lastCommunication": 1621686886903,
"lastDataRefresh": 1621677697129,

"communicating": false,

"authenticated": true,
"baseFirmwarelLastModifiedDate": null,

"counters": {
"lifetimeCount": 6436,
"lifetimeCountUnit": "Sides",

"colorPrintSideCount": 464,
"colorPrintSheetCount": null,
"monoPrintSideCount": 2636,
"monoPrintSheetCount": null,
"printSideCount": 3100,
"printSheetCount": 3067,
"colorCopySideCount": 175,
"colorCopySheetCount": null,
"monoCopySideCount": 50,
"monoCopySheetCount": null,
"copySideCount": 225,
"copySheetCount": 217,

"colorFaxSideCount": 99,
"colorFaxSheetCount": null,
"monoFaxSideCount": 2994,

"monoFaxSheetCount": null,
"faxSideCount": 3093,
"faxSheetCount": 3093,
"colorSideCount": 738,
"colorSheetCount": null,
"monoSideCount": 5680,
"monoSheetCount": null,
"totalSideCount": 6418,
"totalSheetCount": 6377,
"colorLargeSideCount": null,
"monoLargeSideCount": null,
"largeSideCount": null,
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"largeSheetCount": null,
"duplexSideCount": null,
"duplexSheetCount": 41,
"coverageTierBusinessSideCount": null,
"coverageTierBusinessSheetCount": null,
"coverageTierGraphicsSideCount": null,
"coverageTierGraphicsSheetCount": null,
"coverageTierHighlightSideCount": null,

"coverageTierHighlightSheetCount": null,

"paperCounts": [
{

"paperSheetPickedCount": null,
"paperSheetSafeCount": 5370,
"paperSideColorPickedCount": 586,
"paperSideColorSafeCount": 700,
"paperSideMonoPickedCount": 2377,
"paperSideMonoSafeCount": 4711,
"paperSize": "Letter",
"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 3,
"paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 1,
"paperSideMonoSafeCount": 3,
"paperSize": "Letter",
"paperType": "Custom Type 2"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 23,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 23,
"paperSize": "Oficio",
"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 24,
"paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 24,
"paperSize": "Legal",
"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 110,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 7,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 103,
"paperSize": "Executive",
"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 56,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0,
"paperSideMonoSafeCount": 56,
"paperSize": "Folio",
"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 52,
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"paperSideColorPickedCount": O,
"paperSideColorSafeCount": O,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 52,
"paperSize": "JIS B5",
"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 685,
"paperSideColorPickedCount": 3,
"paperSideColorSafeCount": 30,
"paperSideMonoPickedCount": 178,
"paperSideMonoSafeCount": 655,
"paperSize": "A4d",

"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 45,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0,
"paperSideMonoSafeCount": 45,
"paperSize": "A5",

"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 4,
"paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 4,
"paperSize": "A6",

"paperType": "Plain"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 1,
"paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 1,
"paperSize": "A4d",

"paperType": "Custom Type 2"

"paperSheetPickedCount": null,
"paperSheetSafeCount": 4,
"paperSideColorPickedCount": 1,
"paperSideColorSafeCount": 1,
"paperSideMonoPickedCount": 3,
"paperSideMonoSafeCount": 3,
"paperSize": "Letter",
"paperType": "Transparancy"
}
1,
"blankCopySideCount": 1,
"adfScanCount": 377,
"flatbedScanCount": 722,
"scanToLocalhostScanCount": null,
"copyScanCount": 101,
"faxScanCount": 815,
"simplexAdfScanCount": null,
"duplexAdfScanCount": null,

"monoScanCount": null, "colorScanCount":

"totalScanCount": 1099,
"blankFaxSideCount": 0

"diagnosticEvents": [

{
"dateCreated": 1639077580134,

null,



gl

J

229

]

"alert": "202.03 PAPER JAM: repeated 25 time(s) in 500 pages",

"alertDttm": 1639077580134,
"alertId": "61b25b2cc036774096bbefd1",

"alertType": "Prescriptive",
"collectorId": "CBROL1l",
"errorCode": "202.03",
"errorReason": "HC_REP",
"errorType": "%202.03%",

"expirationDttm": 1313123,
"hostname": "10.99.0.60",

"ipAddress": "10.99.0.60",
"lpc": 505535,
"model": "LEXMARK CX825",
"serialNumber": "12345SERIALNUMBER"
}
"supplies": [
{
"serialNumber": "SUPPLY123",
"currentLevel": 50,
"color": "none",
"description": "Fuser",
"maximumCapacity": 150000,
"type": "Fuser",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Intermediate",

"coverage": null,
"installDate": null,
"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp": 1621674025055,
"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

}

"alerts": []
"manufacturer": "Lexmark",
"modelName": "X792e",
"serialNumber": "123SERIALNUMBER",

"accountId": "bf899e52-b026-46£3-9715-fe54b5dd7637",
"name": null,

"description": null,

"dateCreated": 1568139701472,

"dateModified": 1621677697123,
"lastCommunication": 1621686886903,
"lastDataRefresh": 1621677697129,
"communicating": false,

"authenticated": true,
"baseFirmwareLastModifiedDate": 1621686886903,
"counters": {

"lifetimeCount": null,
"lifetimeCountUnit": null,
"colorPrintSideCount": 104,
"colorPrintSheetCount": null,
"monoPrintSideCount": 201,
"monoPrintSheetCount": null,
"printSideCount": 305,
"printSheetCount": 305,
"colorCopySideCount": 77,
"colorCopySheetCount": null,
"monoCopySideCount": 0,
"monoCopySheetCount": null,
"copySideCount": 77,
"copySheetCount": null,
"colorFaxSideCount": 0,
"colorFaxSheetCount": null,
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"monoFaxSideCount": 0,
"monoFaxSheetCount": null,
"faxSideCount": 0,

"faxSheetCount": null,
"colorSideCount": 181,
"colorSheetCount": null,
"monoSideCount": 201,
"monoSheetCount": null,
"totalSideCount": 382,
"totalSheetCount": null,
"colorLargeSideCount": 0,
"monoLargeSideCount": 0,
"largeSideCount": 0,
"largeSheetCount": null,
"duplexSideCount": 0,

"duplexSheetCount": null,
"coverageTierBusinessSideCount": null,
"coverageTierBusinessSheetCount": null,
"coverageTierGraphicsSideCount": null,
"coverageTierGraphicsSheetCount": null,
"coverageTierHighlightSideCount": null,
"coverageTierHighlightSheetCount": null,

"paperCounts": []

’

"blankCopySideCount": null,
"adfScanCount": null,
"flatbedScanCount": null,
"scanToLocalhostScanCount": null,

"copyScanCount" :

null,

"faxScanCount": null,
"simplexAdfScanCount": null,
"duplexAdfScanCount": null,

"monoScanCount": null,
"colorScanCount": null,
"totalScanCount": null,
"blankFaxSideCount": null
1,
"diagnosticEvents": [],
"supplies": [
{
"serialNumber": null,
"currentLevel": 100,
"color": "none",
"description": "Waste Toner Bottle",
"maximumCapacity": 200000,
"type": "Waste Toner",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Ok",
"coverage": null,
"installDate": null,

"coverageLifetime": null,
"coverageLastJob": null,

"sidesOnSupply"

: null,

"timestamp": 1621674025052,
"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

3,

{

"serialNumber": null,
"currentLevel": 100,
"color": "none",
"description": "Separator Roll and Pick Assembly",
"maximumCapacity": 120000,
"type": "Other",
"capacityUnit": "Other",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Ok",
"coverage": null,
"installDate": null,
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"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp": 1621674025053,
"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

"serialNumber": "SUPPLY1",
"currentLevel": 50,
"color": "none",
"description": "Fuser",
"maximumCapacity": 150000,
"type": "Fuser",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Intermediate",

"coverage": null,
"installDate": null,
"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp": 1621674025055,
"prebate": null,

"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null

"serialNumber": "SUPPLY2",
"currentLevel": 5,

"color": "Yellow",

"description": "Yellow Cartridge",
"maximumCapacity": 20000,

"type": "Toner",

"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Low",

"coverage": 0.028,
"installDate": 1568701948000,
"coverageLifetime": 6.198895,
"coverageLastJob": 15,
"sidesOnSupply": 31355,
"timestamp": 1621674025056,
"prebate": true,

"genuine": null,

"daysLeft": null,
"daysLeftLastUpdated": null

"serialNumber": "SUPPLY3",
"currentLevel": 100,

"color": "none",

"description": "Transfer Module",
"maximumCapacity": 200000,
"type": "Other",

"capacityUnit": "Other",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Ok",

"coverage": null,
"installDate": null,
"coverageLifetime": null,
"coverageLastJob": null,
"sidesOnSupply": null,
"timestamp": 1621674025057,
"prebate": null,

"genuine": null,
"daysLeft": null,
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"daysLeftLastUpdated": null

"serialNumber": "SUPPLY4",
"currentLevel": 80

"color": "Magenta",
"description": "Magenta Cartridge",
"maximumCapacity": 6000,
"type": "Toner",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "AUTHENTIC",
"status": "Intermediate",
"coverage": 2.872,
"installDate": 1568701948000,
"timestamp": 1621674025073,
"prebate": true,

"genuine": null,

"daysLeft": null,
"daysLeftLastUpdated": null

"serialNumber": "SUPPLY5",
"currentLevel": 80,

"color": "Black",

"description": "Black Cartridge",
"maximumCapacity": 20000,

"type": "Toner",

"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "AUTHENTIC",
"status": "Intermediate",
"coverage": 0.514,

"installDate": 1568701948000,
"coverageLifetime": 6.0445027,
"coverageLastJob": 74,
"sidesOnSupply": 1957,
"timestamp": 1621674025074,
"prebate": true,

"genuine": null,

"daysLeft": null, "daysLeftLastUpdated": null

"serialNumber": "SUPPLY6",
"currentLevel": 20,
"color": "Cyan",
"description": "Cyan Cartridge",
"maximumCapacity": 12000,
"type": "Toner",
"capacityUnit": "Sides",
"percentRemaining": null,
"supplyState": "UNKNOWN",
"status": "Intermediate",
"coverage": 0.194,
"installDate": 1568701948000,
"coverageLifetime": 7.331492,
"coverageLastJob": 21,
"sidesOnSupply": 4688,
"timestamp": 1621674025075,
"prebate": true,
"genuine": null,
"daysLeft": null,
"daysLeftLastUpdated": null
}
1,
"alerts": [
{
"status": "WARNING",
"issue": "Yellow cartridge low "
T,
{
"status": "WARNING",
"issue": "Tray 1 Low "
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}
1,
"pageable": {
"sort": {
"sorted": false,
"unsorted": true,
"empty": true
I
"pageNumber": 0,
"pageSize": 50,
"offset": O,
"paged": true,
"unpaged": false
I
"totalElements": 2,
"totalPages": 1,
"last": false,
"sort": {
"sorted": false,
"unsorted": true,
"empty": true
1,
"first": true,
"numberOfElements": 50,
"size": 50,
"number": 0,
"empty": false
}
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