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Organization Administrator Dashboard

Lexmark  Cloud Platform Home

My Dashboard Actions -

S — m
Print Management Fleet Management Account Management
Manage print queves and user quotas, delegate print jobs, and perform document Enroll printers to Lexmark Cloud Platform and add applications to enhance printer Manage organizations, user accounts, and badge information. You can also configure
accounting. You can also manage serverless clients and download the Print Management functionality. You can also configure, deploy, and manage printer configurations system permissions.
client
Color / Mono Usage Color / Mono Usage per Day
00 I
al i ‘
Analytics | _I I

Report on usage and printer activity. You can also create and export reports for a specific
organization or user.

achE Corp Lose 30 Days - ACME Corp
Active Users and Printers My Printed / Deleted Pages My Duplex / Simplex Impressions
Active Printers: &
Active Users: 3
Users / Printer: 038
W Printed - 1,340 [ Ouplex - 88 Simplex - 717
AcwE Corp 530 Doys - Jonn St Lost 30 Days- John Smith

ALV I TSIy s TALU R, SIS sh AT EDEL. AbATT3E rT A I T 2os B Q4T B 1
Dl “BCRAEACEL” CIRAS S ITEOHLEE RSB S ARSI R A

Partner Administrator Dashboard

b Lexmark Dashboard & Partner~

My Dashboard

Color / Mono Usage per Day Top Customers
- b . ©o0o ACME Corp
——— S
— 3 ﬂ ‘ —
g 00 Electric Co
) 3
Print Management g i
Acads
Manage print queues and user quotas, delegate cademy
0o
print jobs, and perform document accounting. You 0 10K 20K 30K

can also manage serverless clients and download M B&W - 3,690 W Color - 3926
the Print Management client

Impressions Count

30 Days - ACME Corp

s - ACME Corp

Color / Mono Usage Duplex / Simplex Usage Printed / Deleted Pages

I Color - 200 M B&W-0 Il Simplex - O M Duplex - 200 W Printed - 1 [ Deleted - 3

Last 30 Days - ACME Corp Last 30 Days - ACME Corp
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User Dashboard

p Lexmark cloud Platform Home

My Dashboard Actions
. My Color / Mono Impressions per Day
B s\ - i
' R | r
& w0 | B | -
Analytics 3 I B il - —l _.I
o
and user quotas, delegate print jobs, and perform Report on usage and printer activity. You can also create and export reports for — e
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HEAACE
HRE R ENTR

TETHRZ HY, TERIA-

O &l LA R AT Web i Baas sk vyl “Lexmark 2 k55" Wik J 5 Web [/
Microsoft Edge 99 ul 5 i il A<

— Mozilla Firefox 98 B i A

— Google Chrome™ kA 99 ok T ki A

— Apple Safari 14 B kA

O 47 DL R AR HAE RGEKASAT B 22 R 52 “Lexmark = kg5 ” IR ¥
Lexmark §TET& % /3
— Windows 10
— Windows 8.1
— macOS 10.12 = ¥ m A
— Ubuntu fiRA 20.4 35 m A

HR: X T84T Windows #:1E RGMTHEML, 20143 Windows .NET Framework v4.6.2.
FTEWEM TR
— Windows 11
— Windows 10
— Windows 8.1
— macOS 10.12 = ¥ m A

HRE: X T84T Windows #1/E RS AT ML, 243 Windows .NET Framework v4.6.2.
AR

— Windows Server 2016

— Windows Server 2012 R2

— Windows 11

— Windows 10

— Ubuntu 18.04 LTS

— Debian 10

— Red Hat Enterprise Linux 8

HER: BARH (32 A1) AR ARMTHAE RGCH.

ER: ERd G RPN BT EIL — A2 MU, IHEZEE, WS HH T
LB “RPEACHE”

O G SR Aasfl ] “ Ao BEACH” Sk R B INAT ENRLE “ A BEE B 117, NIARSS 28 20 H 4 DL R HRS -
— 1GHz XUk kb7 2%
— 2GB RAM B{HE =
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— 32GB {7l 75 u
ERE: WA T 12GB /A A= .

O] FTEIHLRCE B, DA RERS B A I v LAFE R Ge i i
— VAR, TR AR AN TE A A H T R
— SR D T LA
— $1JF HTTP F1 HTTPS ¥ .,
— SNMP B 4F L IE A -

— FTENHLRE A BT iRAS . s A X B AT ENPLREF A IS R, 1§28 87 s By “ S FFTEINL
Jir ”

— CLIERARCE 7T EVHLA R 0 2% A7 i A B B
— Bk AR B OB RVFTEIHLY “Lexmark Zleds” HfH.
— Translation Assistant fil Cloud Scan AfE5 “ B Ho@t” W HIREFHAT . WERAT EIPLH 2edhe T ix e
AT AT BN R, 2 i PR TE RO P R
HRE: Z{{H] Translation Assistant il Cloud Scan, F#ifR%E CLAEFHFTEIHLPIN “ A mA” W
HIFE o
ER:
o MTHEZ(EL, HSIITENY (AL Web JRF55as B FE G AT -
o WA MR PAT ENHLE IR M 2 A5, IESPITEINL /7757

SCRFHIATEIRLEL S

TENARS ZREHEHE Cloud Scan =ITHI&H IO
6

ITEL AR ANRE A anagement & FS PIN

R fRE1 2 RHE ID 74
Lexmark X v v X X X X X X X
B2338
Lexmark X v v v X X X X X X
B2865
Lexmark X v v v X X X X X X
B3340
Lexmark X v v v X X X X X X
B3442

VRS R R IA R RS ) Lexmark FIEE =J7FT ENHL. EXEEATEDHL, OOCCRFEdR s . AR LA R
JFE (MIB) HYSEIL, 5% =J5 4T ENHLAT e BAT AR 200 i) B Wi S e

2 BORAEVEWHT ENHLZ 1T SR [ A B BIBOofT AR . s 245 8, 1622 37 LB “ R A K Web Al 55 25" 508
HEEfﬂ . [En .

S I ALK AT ENHLAL SR AT “ B R REARER” BEAT B, AN SZRF 1o 4 T o A A a8 4

BRI BT B Web |17 N F R P AN BC B A 2 B IR LA T EpHLAY 55 .

S XEEATEMHUIASI R “ HhhlRATED” .

6 H.4% eSF 5.0 B i RA K FT ENHLLL K H % eSF 4.0 SR RARAR (14T EVHL T 225087 [ -4 % #F Cloud Scan
Management. AT HRATEIHLH A 2411 [ P hAS, 5225 37 U B “ AFESTEMHLAPERRA” o A S HHT ENHLIE
MRS, TS 87 LR “WHRA S Web JIk 5545 SR FT ENHLIE 1"
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

TEBL WER AHfm A Management F= Ap PN T

RE KRBT 2 RHE ID 74
Lexmark v v X v v v v v v X
C21323
Lexmark v v v v X v v v v X
C2240
Lexmark X v v X X X X X X X
C2325
Lexmark X v v X X X X X v v
C2326
Lexmark X v v v X X X X X X
C3224
Lexmark X v v v X X X X X X
C3326
Lexmark X v v v X X X X X X
C3426
Lexmark X v v X X X X X X X
C3426dw
Lexmark v v v v v v v v v X
C4150
Lexmark v v v v v v v v v X
C6160
Lexmark v v X v X v v v v X
C748
Lexmark v v X v X v v v v X
C792
Lexmark v v X v X v v v v X
C796
Lexmark v v v v v v v v v X
C9235
Lexmark v v X v X v v v v X
C925
Lexmark v v X v X v v v v X
C950
TR &R IRIAF A H F Lexmark F155 = 53T ENHL. (EXLLFTERHLA, CCREEERIAE . MRS HE S
JE (MIB) FISEBL, 28 = J5 4T ENAL AT RE B A AN R 200 1 2 e S e
2 B ERAEE T EOHLZ A R 1B B B o A . B2 58, WS 37 T LK “ Mk AKX Web AR 45 2% 0T

E ” .

S Y SRIXSEFT ENHLAL S/ “ WA BEARER” HEAT R HE, DS S I 47 shil THD B A I8 401
ANBEMER RS EL” Web 170Ky B R e FIIE S 2 LT ENHLA S
S IXUEFTEINLATZ R “ BBkl RITED”
6 H4 eSF 5.0 o5 = hAS T ERHLLL S FL4 eSF 4.0 m{ AR A (T ENAL 5 22 56 38 [ 441 4 32 #f Cloud Scan
Management. ZEEERFTENHLH A9 2450 R AERAS, 162028 37 W LAY “EAITEINUEMRA” o 55T ENLE 1
FHE R, WZRE 37 51 By “ Mk A Web R 55 2% SH AT C 7 e
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

STERL WAB AME 4w Management F=  mp PN DT

RE KRBT 2 RHE ID 74
Lexmark X v v v X X X X X X
CS331
Lexmark X v v v X X X X X X
CS421
Lexmark X v v v X X X X v v
CS431dw
Lexmark v v X v X v v v v X
CS510de.
CS517de®
Lexmark X v v v X X X X X X
CS521
Lexmark v v v v v v v v v X
CS622
Lexmark v v v v X v v v v X
CS720.
CS725.
CSs727.
CS728
Lexmark v v X v X v v v v X
CS748
Lexmark v v v v X v v v v X
CS820.
CSs827
Lexmark v v v v X v v v v X
CS921.
CS923.
CS927
Lexmark v v v v X X v v v X
CS921de
Lexmark v v v v X X v v v X
CS923de
Lexmark X v v v X X X X v X
CX331
TR &R I RIMAFRF AR 1) Lexmark FI5E = T EIHL. EXLLSTEIHLF, (CCRIEERNAE . RIEE 2GS
JE (MIB) [FISEER, 2% =5 4T EDHL AT B H A A Rl (1 s e L g
2 B PRAETE T EDHLZ i ks [ 1 S0 B B o A . IR B2 5 8, WES R 37 T LR “ Mk A X Web AR 45 8% 54T
FTEDHLIEA” o
S U X LEFTENHLA S “ B EACHE” HEAT R, U S 4 ) o7 s TR AR A 6 40
SRR AR Web |15 ks B AR e FIRC B8 21X LT ENHLAES
S IXLLFTEINLASZFE “ ABhl-RITED” o
6 H4 eSF 5.0 ST FIRRA 3T ENHLLL B H & eSF 4.0 SREACAIA T ETHLI 23 97 18414 S #¥ Cloud Scan
Management. ZEAr$EFT ENHLA ) 21T B, 1S 37 TR “AF ST EINLE AR o 5 95 BT ENALIE 4
HIfE S, TEZ I 37 TR “ MR A Web 4528 T 4T ENFLE 4E” .
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

STERL WAB AME 4w Management F= Ap PN T

RE KRBT 2 RHE ID 74
Lexmark X v v v X X X X X v
CX331adwe
Lexmark v v X v X X X X X X
CX410.
CX4173
Lexmark X v v v X X X X X X
CX421
Lexmark X v v v X X X X v v
CX431
Lexmark X v v v X X X v v v
CX431adw
Lexmark v v X v X v v v v X
CX510de.
CX517de?
Lexmark v v v v v v v v v X
CX522,
CX522de
Lexmark v v v v v v v v v X
CX622.
CX622ade.
CX625.
CX625ade.
CX625adhe
Lexmark v v v v v v v v v X
CX725.
CX725ade.
CX727
Lexmark v v v v v v v v v X
CX730de.
CX735de
TR I RIMARK P ARSI H 1) Lexmark FIEE =7 4T EIML. 7EIXEEFTEHLH, DCZRAEEICAE . AR BAE S
JE (MIB) [FI5E3R, 28 =5 4T EDHL AT R H A ARl 2ol (2 ds e L g
2 B ERAEE T EOHLZ A R 1B B B oA . B2 5 8, WS 37 T LN “ Mk AKX Web AR 45 2% 4T
HEEfﬂ . [in .
S Y SIXSEFT ENHLAL S/ T “ WA BEARER” HEAT R HE, DS S I 47 shil THD A A I8 40
BB R AT EL Web |17 Ks B AR 5 FOAC B30 2 B X LT ERHL LS
S IXUEFTEINLASZ R “ BBkl RITED”
6 H 4 eSF 5.0 5 5 iR A 93T ENHLLL K H 4% eSF 4.0 a8l 5 (R A AS (3T ENAIL 75 25 58 35 844 4 32 % Cloud Scan
Management. ZEArFEFTENHLA 24 1T B, 1SR 37 TR “ AFSTEIHLE AR o 5 I B 4T ENALIE 24
FE R, WZHRE 37 51 By “ MR A Web Iz 45 #3 ST F1 EOALIE 4 .
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ENAES ZR&HEE Cloud Scan  =ITHIE®E  Bifhik = hl&
ITED

STENL RAR  AbfcE A Managementt FE AP PIN
RE et 2 RE ID g

Lexmark v v v v v v v v v X
CX820.
CX820de.
CX825.
CX825de.
CX827.
CX860

Lexmark v v v v v v v v v X
CX920.
CX920de.
CX921.,
CX821de.
CX922.
CX922de.
CX923.
CX923dte.
CX923dxe-
CX924.
CX924dte.
CX924dxe-
CX927

Lexmark X v v v X X X X X X
M1246

Lexmark X v v v X X X X X X
M1342

Lexmark v v X v X v v v v X
M31508

Lexmark v v v v X v v v v X
M3250

Lexmark v v X v X v v v v X
M515583

Lexmark v v X v v v v v v X
M51633

Lexmark v v X v X v v v v X
M51708

VR REACEL” SRR BUA R RSN Lexmark AN55 =5 4T ENHL. FEIXLEATEINLH, QORI csE . RIS HAE B
JE (MIB) (58U, 58 =7 3T ENHL AT B ELA AN R ) ) Hodi Wi 5k g

2 B DRAETE ST ENBLZ By e [ 1 BB B oA . WA B 245 6, WS A 87 T ER “ MRS Web fil 55 #53'H T
ﬂEDi E 1% » o

S A R LT EDHLAY SR AEH] WA RAANHL” BEAT R, AN S 1o 2 AR 1A 38 4 o

S ANREAEH] “BLAHEE L Web |1/ K N Py A L 15 28 B X ST LA 5

S IXEATEIHLASCRR “ ABIRIRITEL” .

6 A4 eSF 5.0 ol A 93T ENHLLL 2 B 4% eSF 4.0 sl 5 AR ARAS (K 3T ENAIL 75 25 58 3 [E44 4 32 #F Cloud Scan
Management. HEA AT EIHLA 029 BT [E2EARAS, iES M8 37 T B “AAITEIHLUECERA” o 5555 4T L 1F
MM R, WESHE 37 TR “ WA N Web 745 28 88T EIHLIE AL .
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

TEBL WER AHfm A Management F= Ap PN T

RE KRBT 2 RHE ID 74
Lexmark v v v v X v v v v X
M5255
Lexmark v v v v X v v v v X
M5265
Lexmark v v v v X v v v v X
M5270
Lexmark X v X v X X X X X X
MS410dn
Lexmark X v X v X X X X X X
MS510dn
Lexmark X v X v X X X X X X
MS610dn
Lexmark X v X v X X X X X X
MS811dn
Lexmark v v X v X v X X X X
MS911de
Lexmark X X X X X X X X X X
T654dn
Lexmark X X X X X X X X X X
X544dn
Lexmark X v v v X X X X X X
MB2236adw
Lexmark X v v v X X X X v v
MB2236adw
e
Lexmark X v v v X X X X X X
MB2338
Lexmark v v v v v v v v v X
MB2442
Lexmark v v v v v v v v v X
MB2546
TR I RIMARK P ARSI H 1) Lexmark FIEE =7 4T EIL. 7EIXEEFTENHLH, DCZRAEEICAE . AR BAE S
JE (MIB) [FISE3R, 28 =5 4T EDHL AT B H A AR 2ol (2 ds e L g
2 B ERAEE T EOHLZ A R 1B B B oA . B2 5 8, WS 37 T LN “ Mk AKX Web AR 45 2% 0T
HEEfﬂ . [in .
S Y SRIXSEFT ENHLAL S/ “ WA REARER” HEAT B, AN SR i) 47 ohl TR A A 25 0
ARBAT ] RS TEEEL” Web |17 Ks B AR 5 FOAC B30 8 B X LT ER LS
S IXUEFTEINLATZ R “ BBkl RITED”
6 H& eSF 5.0 B m AT ENHLLL A 2L & eSF 4.0 B AR IRAS [RFT BN 7522 5 35 81444 32 43 Cloud Scan
Management. ZEATFRFT ENHLA 24 /T B, 1S RE 37 TR “ AFSTEIHLE AR o 5 I B 47T ENALIE 24
FifE S, TEZ I 37 TR “ MR A Web 5528 54T ENFLE 4E” .
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

TEBL WER AHfm A Management F= Ap PN T

RE KRBT 2 RHE ID 74
Lexmark v v v v v v v v v X
MB2650
Lexmark v v v v v v v v v X
MB2770
Lexmark X v v v X X X X X X
MB3442
Lexmark v v v v v v v v v X
MC2535
Lexmark v v v v v v v v v X
MC2640
Lexmark X v v v X X X X v v
MC3224dwe
Lexmark X v v v X X X X v v
MC3224adw
e
Lexmark X v v v X X X X v v
MC3224i
Lexmark X v v v X X X X X X
MC3326
Lexmark X v v v X X X X v v
MC3326i
Lexmark X v v v X X X X X X
MC3426
Lexmark X v v v X X X X v v
MC3426adw
Lexmark X v v v X X X X v v
MC3426i
Lexmark X v v v X X X X X X
MS331
Lexmark X v v v X X X X X X
MS421
TR I RIMARK P ARSI H 1) Lexmark FIEE =7 4T EIL. 7EIXEEFTENHLH, DCZRAEEICAE . AR BAE S
JE (MIB) [FISE3R, 28 =5 4T EDHL AT B H A AR 2ol (2 ds e L g
2 B ERAEE T EOHLZ A R 1B B B oA . B2 5 8, WS 37 T LN “ Mk AKX Web AR 45 2% 0T
HEEfﬂ . [in .
S Y SRIXSEFT ENHLAL S/ “ WA REARER” HEAT B, AN SR i) 47 ohl TR A A 25 0
ARBAT ] RS TEEEL” Web |17 Ks B AR 5 FOAC B30 8 B X LT ER LS
S IXUEFTEINLATZ R “ BBkl RITED”
6 H& eSF 5.0 B m AT ENHLLL A 2L & eSF 4.0 B AR IRAS [RFT BN 7522 5 35 81444 32 43 Cloud Scan
Management. ZEATFRFT ENHLA 24 /T B, 1S RE 37 TR “ AFSTEIHLE AR o 5 I B 47T ENALIE 24
FifE S, TEZ I 37 TR “ MR A Web 5528 54T ENFLE 4E” .
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DREHE R Cloud Scan =ITHI&H IO Zhil+
6
TEBL WER AHfm A Management F= Ap PN T
RE KRBT 2 RHE ID 74
Lexmark X v v v X X X X X X
MS431
Lexmark X v v v X X X X X X
MS521 dn
Lexmark v v X v X v v v v X
MS610de3
Lexmark X v v v X X X X X X
MS621
Lexmark v v v v X v v v v X
MS622
Lexmark X v v v X X v v v X
MS725
Lexmark v v X v X v v v v X
MS810de.
MS812ded
Lexmark X v v v X X X X X X
MS821
Lexmark X v v v X X X X X X
MS821n.
MS821dn
Lexmark X v v v X X X X X X
MS823
Lexmark X v v v X X X X X X
MS823n,
MS823 dn
Lexmark X v v v X X X X X X
MS825
Lexmark X v v v X X X X X X
MS825dn
Lexmark v v v v X v v v v X
MS822.
MS826
TR &R IRIAZF A HF Lexmark F155 = 53T ENHL. (EXLLFTERHLA, CCREEERKAE . WS EE S
e (MIB) ISEBL, 28 = 54T ENAIL AT G2 A AN R 250 1 i e S e
2 M CRAETE T ENHLZ BT 0B [ R BB B T R . R E 2 5, 1S 37 T B “ Mk A X Web Ji 45 2% 5051
E ” .
3 g RCHAT EDHLAL B R B EACEL” BATEVRE, MRS R SR RSB A
ANBEMER RS EE” Web [ 7Ky B R e FIIE S 2 LT BN S
S IXUEATEIHLASCFE “ HBhRI-R4TER”
6 H4 eSF 5.0 o5 mhAS T ERHLLL S FL% eSF 4.0 m{ AR A IR ENAL 75 22 56 38 [ 44 4 32 #F Cloud Scan
Management. ZEEEFTENHLA A9 2450 B 2ERAS, 162028 37 W LAY “EAITEINIEMRA" o 55T ENHLRE 1
FIMER, ESHE 37 T LR “ MR Web 45 2% 0T EDALE AL .
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

TEBL WER AHfm A Management F= Ap PN T

RE KRBT 2 RHE ID 74
Lexmark v v X v X v v v v X
MS911de3
Lexmark X v v v X X X X v v
MX331adn
Lexmark v v X v X X v v v X
MX410de
Lexmark v v X v X v v v v X
MX417de3
Lexmark v v v v v v v v v X
MX421
Lexmark X v v v X X X X v v
MX431
Lexmark X v v v X X X X v v
MX431adn
Lexmark v v X v X v v v v X
MX510de.
MX511de.
MX517de3
Lexmark v v v v v v v v v X
MX521de.
MX522
Lexmark v v X v X v v v v X
MX610de.
MX611de.
MX611dhe.
MX617de3
Lexmark v v v v v v v v v X
MX622ade
Lexmark v v X v X v v v v X
MX6500.
6500
TR &R IRIAF R AFIHF Lexmark F155 = J5FTENHL. (EXLLFTERHLA, CCREEERIAE . WIS HE S
JE (MIB) FISEBL, 25 =5 4T ENAL AT RE B A AN R 200 1 25 e A e
2 FAARAE S MEAT EOMLZ i OB A BB B B A . IR 2 5 8, WS RE 37 0 By “ Mk AKX Web 45 2% 54T
ﬂEDiH . [%n .
S Y SIXSEFT ENHLAL S/ AT “ WA BEARER” HEAT R HE, AN S I 47 shi THD A A IS 401
ANBEMER RS EE” Web [ 7Ky B R e FIIE S 2 LT BN S
S IXULATEIHLASCFE “ HBhRI-R4TED”
6 H4 eSF 5.0 o5 mhAS T ERHLLL f2 FL4 eSF 4.0 m{ AR A [T ENAL 75 22 56 38 [ 44 4 32 #F Cloud Scan
Management. ZEEERFTENHLA A9 2450 B AERAS, 162028 37 W LAY “EAITEINIEMRA” o 55T ENYLRE 1
EE, S0 87 T LR “ WHRA S Web il 23 BT EDHLIEAE” .
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

TEBL WER AHfm A Management F= Ap PN T

RE KRBT 2 RHE ID 74
Lexmark v v X v X v v v v X
MX710.
MX711.
MX717.
MX7183
Lexmark v v v v v v v v v X
MX721.
MX722.
MX725
Lexmark v v X v X v v v v X
MX810.
MX811.
MX8123
Lexmark v v v v e v v v v X
MX822.
MX826
Lexmark v v X v X v v v v X
MX910de.
MX911.
MX9123
Lexmark X X X v X v v v v X
T656.
TS6565
Lexmark v v X v X v v v v X
X548
Lexmark X v X v v v v v v X
X651,
X652,
X654,
X656.
X65845
Lexmark X v X v X v v v v X
X734,
X736.
X73845
TR &R I RIMAFRF AR 1) Lexmark F5E = T EIHL. EXLLSTEIHLF, (CCREEER L. RIEE 2GS
JE (MIB) [FISEER, 28 =5 4T EDHL AT B H A A R (1 # s e e g
2 B PRAEE T EDHLZ B S0k [ 1 S B BB iR A . TR B2 58, ES M 37 T LR “ MR A X Web Hi 45 8% 0T
ﬂEEE E 1% ”» o
S IR SEFT EHLAL SR A “ A REARER” HEAT R B, AN S 455 i) 47 ol TR Bl A 25 01
SRR AR Web |15 ks Y AR e FIRC B8 21X LT EpHLAES
S IXUBATEIHLA SR “ BBhl-R4TEN” o
6 H4% eSF 5.0 55 i iA 4T ENHLLL K EL% eSF 4.0 i 5 G AS i T BN 75 2 5638 [ #F 457 #F Cloud Scan
Management. ZEArFEFT ENHLA ) 21T B, 1S 37 TR “ AF ST EIHLIE AR ” o 5 958 BT ENALIE 4
HIfE S, TEZ 2 37 LRI “ MR A Web R 4528 5 i FT ENFLEE 4E” .
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

STERL WAB AME 4w Management F=  mp PN DT

RE KRBT 2 RHE ID 74
Lexmark v v X v X v v v v X
X746. X748
Lexmark v v X v X v v v v X
X792
Lexmark X v X v X v v v v X
X860.
X862,
X86445
Lexmark v v X v X v v v v X
X925%
Lexmark v v X v X v v v v X
X950.
X952, X954
Lexmark v v X v X v v v v X
XC21323
Lexmark v v v v v v v v v X
XC2235,
XC2240
Lexmark X v v v X X X X v v
XC2326
Lexmark v v v v v v v v v X
XC4140.
XC4150
Lexmark v v v v v v X X X X
XC4143
Lexmark v v v v v v v v v X
XC4240
Lexmark v v v v v v v v v X
XC6152.
XC6153
Lexmark v v v v v v v v v X
XC6153de
T CRARHREL” R IMARR ARSI H 1) Lexmark FIEE =7 4T EINL. 7EIXECSTERHLA, DCZReEmcsE . AR 3 S R
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6 B4 eSF 5.0 sl =i A I FT EPHLLA K B4 eSF 4.0 s B RMCA I FT EPHL T 2256 35 [ £+ 4 3 #F Cloud Scan
Management. ZEArFEFT ENHLAR ) 2450 EE A, 1SR E 37 TR “AF ST EIHLEAERAS” o 558 BT ENALE 4
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TENARS ZREHEHE Cloud Scan =ITHI&H IO Zhil+
6

STERL WAB AME 4w Management F= Ap PN T

RE KRBT 2 RHE ID 74
Lexmark v v v v v v v v v X
XC8155,
XC8160.
XC8163
Lexmark v v v v v v v v v X
XC9225.
XC9235
Lexmark v v v v v v v v v X
XC9245.,
XC9255.
XC9265
Lexmark v v X v v v v v v X
XM1140.
XM11453
Lexmark v v v v v v v v v X
XM1242.
XM1246
Lexmark X v v v v X X X v v
XM1342
Lexmark v v X v v v v v v X
XM31503
Lexmark v v v v v v v v v X
XM3250
Lexmark v v X v X v v v v X
XM5163.
XM51703
Lexmark v v X v v v v v v X
XM5263.
XM52703
Lexmark v v v v v v v v v X
XM5365.
XM5370
TR THREL” I RIMARR ARSI H 1) Lexmark FIEE = 74T EINL. 7EIXLLSTERHLA, DCZReEmcsE . AR 3 S R
JE (MIB) [FISEER, 28 =5 4T EDHL AT B H A A R (£ e e i
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SRR U BRI L Web 177 K5 1Y FH AR 3 R C 30 3 X e 4T EALAL S
S IXUBSTEIHLA SR “ BBhil-R4TED” o
6 B4 eSF 5.0 B i fRA AT ENHLLL B H 4% eSF 4.0 sl ARARA R 4T ENAIL i BT 14 3 #F Cloud Scan
Management. ZATFFTEPHL 2T EARRA, 155 RE 37 T b “ A F ST EIALE A o A IR BT ENALIE A
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6
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RE KRBT 2 RHE ID 74
Lexmark v v X v X v v v v X
XM7155.
XM7162.
XM7163.
XM71703
Lexmark v v X v X v v v v X
XM7263.
XM72703
Lexmark v v v v v v v v v X
XM7355.
XM7370
Lexmark v v v v v v v v v X
XM7355b
Lexmark v v X v X v v v v X
XM91453
Lexmark v v X v X v v v v X
XM9155.
XM91653
Lexmark X X X v X v v v v X
XS651.
XS652.
XS654.
XS656.
XS658
Lexmark v X X v X v v v v X
XS748
Lexmark v X X v X v v v v X
XS796
Lexmark X X X v X v v v v X
XS860.
XS862.
XS864
Lexmark v X X v X v v v v X
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TR &R IRIAF A HF) Lexmark F155 = J5FTENHL. (EXLLFTERHLA, CCREEERKAE . WS HE S
JE (MIB) FISEBL, 2 =5 ¥T ENAL AT RE B A AN R 200 1 2 e 2 e
2 B ERAEE T EOHLZ A R 1B B B oA . B2 58, WS 37 T LK “ Mk AKX Web AR 45 2% 0T
ﬂEDiH . [%n .
S Y SRIXSEFT ENHLAL S/ AT “ WA BEARER” HEAT R HE, AN S I 47 shil THD B A 125 401
ANBEMER AR EL” Web [ 70K B R e FIIE B 2 LT ENHLA S
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RE KRBT 2 RHE ID 74
Lexmark v X X v X v v v v X
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Lexmark v v v v v v v v v X
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Lexmark v v v v v v v v v X
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Lexmark v v v v v v v v v X
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Lexmark v v v v v v v v v X
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Lexmark X v v v X X X X v v
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Lexmark v v v v v v v v v X
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Lexmark v v v v X v v v v X
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Lexmark X v v v X X X X v v
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7~ CSV #& =,

EMAIL, OPERATION, PASSWORD, FIRST NAME, LAST_NAME, DISPLAY_ NAME, SHORTNAME, GROUPS,
CUSTOM_ATTRIBUTES, COST_CENTER, DEPARTMENT jdoe@company.com, CREATE, ,John, Doe, Johnny, jdoe, Group
1,"{'keyl':'valuel', 'key2':'value2'}"
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e SSO H#x URL—414f{] IDP Active Directory Federation Services (ADFS) [#]#i—% 3t (SSO) &k
URL.

e SSO 7E4#4 URL—41%11 IDP ADFS [#) SSO 7144 URL.

* SSO ZMIMRFHA—H LUK IDP ADFS 4 FK 1D,

* IEH—KR B4 IDP ADFS A LIUF 15, ZUF 15207511, LME “Lexmark = Rk5s” 95t v LU &
BT IELE S IDP ADFS 15 .

4 Pl ERIERAERF.
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Bc & Active Directory Bx& k%5 (AD FS)

B E AD FS ik

AT G E Microsoft AD FS LL5 Lexmark $1 BN BRI A (1045 B o 1 B el (o F WR JR AR L RE PP BT 75 10
P EI A 2 A

A SRR AT G E 22 W F A CHE S (SAML) JRAS 2 (15 B o W RA SR AR i R e L E, 155 Lexmark
B R 55 AR IR AR o
SERFAF

TETFUR 2 /T, TEHfRIA
o /E¥kH ) Active Directory 5528 LT A SRR BR,
o R4 2% A A o IS L1 Microsoft Windows Server 2016,
o kg a HA MRS AE 5 %%e T AD FS ffifh.

ER: RIS EUET, RnfE2%E AD FS it 45 & k55 ik .



i B 49

AZEWEICES (SAML) B & ADFS

BLE B AR IRAT
1 M AD FS k%4, i TR > ADFS &,
2 RS SR, AR A N EAETARCT, R g A RS B .

Federation Service Properties -

General | Onganization I Events |
Federation Service display name:

|Cc:m|;:|ar'r)r Federation Service |

Example: Fabrikam Federation Service

Federation Service name:

|sewerhnstname.domain.com |

Example: fs fabrikkam.com

Federation Service identifier:
|I'rrtp:.ff'servemostname.domain.camfadfs;’sewic:es;‘trustl ]

Example: http:/ s fabrkam com/adfs/servicesAnst

Web SSO ifetime: 480 5 minutes

ok ][ Goos | [ oy |

3 BABRAE MRS Won AR, SRIGHIBE G IR S5 44 PR ICE A 1 ) ik 45 4t 1 5 4 BRE 48844
4 A RS AR, MIAEHPR ST, #IWl, http://ServerFQDN/adfs/services/trust.
HFE:
o N BIRSALRE PR LR A IR S5 A FR . MR T LAM Internet 1511 AD FS JIg %545 -
o FH RZEBARS SR TELZE R, 1§52 H Microsoft 3.
o AT KRB E A IR A B (U S 25 K, 124 Microsoft X .


https://technet.microsoft.com/en-us/library/dd807096.aspx
https://technet.microsoft.com/en-us/library/dd807067.aspx

[ JRkEeL 50

e B BT 15 AR R AT

M AD FS g5 25+, #ii TR > ADFS HH.

JETHBEAERRR I, AR5 KT (S ARSI

MEAETHRR D, S IR IR T (54 -

L ERA > TR > FIMAE KB MEEE > T—5.

BNWRAIR, REHRET 5.

MECEUEBE O, i T —23.

a3 % SAML 2.0 WebSSO IS, A7 SAML 2.0 ]k%s URL, RJ5 i TF—2F.
TR NI PRI 44 1D,

IR PTAERIAE,  BUR 2T kg5 URL (741«
¢ https://idp.us.iss.lexmark.com/users/auth/saml/callback?organization_id=XXXXXXXX-XXXX-
XXXX-XXXX-XXXX XXX XXX XXX

¢ https://idp.eu.iss.lexmark.com/users/auth/saml/callback?organization_id=XXXXXXXX-XXXX-
XXXX-XXXX-XXXXXXXXXXXXX

N o o~ O =
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8 WNKIITEAEIRIRET, R RdRm > T—3.

il Add Relying Party Trust Wizard

Configure URL

Steps AD FS supports the WS-Trust, W5-Federation and SAML 2.0 Web550 protocols for relying parties.
@ Welcome WS-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
o = [[] Enable support for the W5-Federation Passive protocol

@ Specify Display Name

s o pic The WS5-Federation Passive protocol URL supports Web-browser-based claims providers using the
@ Configure Certfficate WS5-Federation Passive protocol.
@ Configure URL Relying party WS-Federation Passive protocal URL:
@ Configure ldentifiers |
@ E"?ose Access Cortrol Example: https:/fs.contoso com/adfs s/

olicy
@ Readyto Add Trust Enable support forthe SAML 2.0 Web550 protocaol
@ Finish

The SAML 2.0 single-sign-on (S50) service URL supports Web-browser-based claims providers using the
SAML 2.0 Web550 protocal.

Relying party SAML 2.0 550 service URL:

[hltps:ffldp.iss lexmark .com/users/auth/saml/callback organization_id4d58c2e(¥-....

Example: https:/www contoso com/adfs/1s/ /

Your organization ID

< Previous MNext = Cancel

HER: MBI AR 3R (5 AR R

RIS FTAERIALE, LU S M7 5 AR R AT B 7 191«
* https://idp.us.iss.lexmark.com
* https://idp.eu.iss.lexmark.com
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7 Add Relying Party Trust Wizard X

Configure ldentifiers

i Relying parties may be identified by one or more unique identifier strings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Name | | Add
@ Configure Certificate Example: https://f= contoso .com/adfs.services. trust
@ Configure URL Relying party trust identifiers:
@ Configure |dentifiers ://idp iss lexmark.com Remove
@ Choose Access Control
Policy
@ Readyto Add Trust
@ Finish

=% Previous MNext = Cancel

9 MLV R PEHIHS G O, ERARWIEN, BUERSE M T AU R E T R I, SRS
T,

10 &FEMBUFHERE, Rehdt—F.
11 JSBREC B N PR P B 75 B SR, AR R e o A
12 7£ AD FS &Pl &, Sl S AESCrie, A b QU s (545, SRadigtt.
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13 PR GuETiR, RIGIEFE SHA-1 1L 2205 a4 Hk.

Resource Provider Trust Properties

Specy the sacuns hash slgorthm 1o uses for this nehang party nast

Mordtpengy | ldertfiers | Encrpoion | Signaturs | Accepled Clams |
Ogarizstion | Endoonts | Prosy Endoonts | Metes | Advanced

Secure hash sigorthm: | SHAA

¥]
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14 i RUETR, RIS IEFEARIN SAML 1104 22 4 5 5k

Add an Endpaoint X
Endpoint type:

| SAML Logout v|

m:

[POST v|

Index: D_ -
Trusted URL:
|https://servechostname domain com/adfs/ls/ Mwa=wsignout 1.0 |

Example: hitps-//sls contoso com/adfsAs

Response URL:
l = |
Example; hitps-//=ls.contoso.com/dogout

[0k || Concel |

15 k¥ SAML FESVE A 2k A, SRIGERE URL 7B, BN AD FS IR4525 1 n {5 A URL. 1
41, https://ServerFQDN/adfs/ls/?wa=wsignoutl.0.

16 liE > M > BE.

A& AD FS = EIH

1 A ADFS R4, i TH > AD FS EH.

2 PRBOT RS, AR DO RO (SRR IRAT, AR5 G 7 W AU SRS
3 MR FA R IE TR, A AR .
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4 WFEWIHUBAR A, EFok LDAP JBHEAEAEER, KRG T—%.

Select Rule Template

Steps

Select the template for the claim rule that you want to create from the following list. The d
@ Choose Rue Type details about each claim rule template.
@ Corfigure Clam Fule Claim nule template:
[Send LDAP Atirbutes as Claims ]
Qaim rule template description:

Using the Send LDAP Atribute as Claims rule template you can select attrbutes from an LDAP attibute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
mutiple clzims from a single e using this nide type. For example. you can use this nde template to create
anule that will extract attribute values for i the and
Active Directory atiributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group berships. ¥ you want to only individual group

ips, use the oup Membership as a Claim nie template.

<Previous | [ Neot> | [ Cancel |

5 BEANSEUIMNATR, RIEMEEAEE T, EH Active Directory.

6 & UL R IBRYS:

Edit Rule - Get Attributes X

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes, Specify how the attributes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

|
Rude template: Send LDAP Attrbutes as Claims

Atribute store:

IMmﬁww VI

Mapping of LDAP attrbutes to outgoing claim types:
LDAP Attribute (Select or type to
add mare)

Outgoing Caim Type (Select ortype to add more)
E-Mai Address
UPN
Given Name
Sumame
department

> E-Mai-Addresses
User-Principal-Name
Given-Name
Sumame
Depatment

LY B4 B9 RS

(4 K9 B9 K9 K

<
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LDAP & & H 7R

E-Mail-Addresses HL 7 R
User-Principal-Name UPN
Given-Name Y E R
Surname Surname
Department I

</ F i 2 > =
<W1EY PIN #59119/& 1> | PIN %
<HGT El e K019 5 P> | costCenter

ER: K <2 A9 > BN AL IE W LDAP J& 1.

7 FahifiE > SERk.

8 MAUA AL, A .

9 FEHIHUBAR B, IR BAR AR, 5 Rl T —5.

10 SENFHIRIN AL FR, SRJE AR N ISR i, U8 6 v T
11 MBI, R FEAFR ID.

12 AR 2 AR 1D AR, R BT R

13 g > HiE.

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specy the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rue name:

[Transfom Email Claim

Rule Transfomn an Incoming Claim

Incoming claim type: [E-Mail Address v
PCORING e 1D form Unspecfied

Outgoing claim type: [Name 1D v
Outgoing name ID fomat: @ .,|

(@) Pass through all claim values
() Replace an incoming claim value with a different outgoing claim value

Browse

O Replace incoming e-mall suffix claims with a new e-mail suffix

[ <Pevous || Frsn || Concel |
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I IR SRR P IR T R

Ao E BRI IR
1 76 “Ik/ 58 Web 11770, Mgl > RITRERT > RERIFRERT.

b Lexmark Account Management

Organization = Jse
Organization Information D Federated
Organization Roles ]ted

ate ol
Paséword Fﬂ;mht;';':ﬂ "‘;‘“*"’" I
formation

Child Organizations

Printer Login Configuraticn

..
2 BRSNS GHLS B, RIS TR,

Select Organization > New Child Org - JRichey > Authentication Provider

Authentication Provider

Note: All fields are required

Domains

domain.com

3 MGG BC A, L NP BCh LR URL:
* SSO H#r URL
* SSO ¥ URL

Single Sign-On Settings

Service provider entity ID

l https:/fidp.iss.lexmark.com |

The URL of the identity provider.

SSO target URL

[ https://serverhostname.domain.com/adfs/ls |

The ACS URL used to log in to the S50 provider.

SSO Logout URL

l https://serverhostname.domain.com/adfs/Is/2wa=wsignout1.0 |




i B 58

o A IR 1056 42 IR E S A

o IRIGEFTLEMINIE, SE4R ID 4702 hitps:/lidp.us.iss.lexmark.com 5%
https://idp.eu.iss.lexmark.com.

4 fEIEB B, MS RS 4 A LR T B HDERG base-64 - .

SSO name identifier format

E-mail address ¥ ]

Certificate

MIICBDCCAdiIgAWIBAGIQYe+OtlaolpSNEWZxPGISbjANBgkaghkiGOwWOBAQSFADAO
MTIWwMAYDVQQDEYIBREZTIFNpZ25pbmcgLSBtc2Etc2VydmVyMTYtYWRmcy5tc2Eu
dGVzdDAeFwOxNzEyMDQxNZEOMjhaFwOxODEyMDQxNZEOMjhaMDQxMjAWBgNVBAMT

Show Advanced Settings

Save Changes

FER: WHEZER, ESMH 58 il Bl “RINSMAEALUE” .
5 HlifREFER.

IRH A AR+

1 A ADFS Jik%5#, i TH > ADFS .

2 JRIFIRSE ORI, KGR IR SO

3 KAWL,

4 NEEEHR, R AEEIETD.

5 MPEAifE EIEImRrh, b R HIBISCE, SRS T S TR AR



e

6 NS et biAeT, ¥t Base-64 4ifidf) X.509 (.CER).

(&) =+ Cerificate Export Wizard

Export File Format
Certficates can be exported in a variety of fle formats,

Selact the format you want to use:
{0 DER encoded binary X.509 {.CER)
(®) Base-£4 encoded ¥.50% (.CER)

(O Cryptographic Message Syntax Standard - PHCS 27 Certificates (P7E)
[l include ol certificates in the certfcaton path if possile

() Personal Information Exchangs - PRCS 512 (PFX)
[Clinchude o1 certificates in the certfication path if possiie
[loeiete the privase key If the export s sucoessfd
[ &xport o extended properbes

) Microsoft Serialized Certficate Store ((55T)

7 PRAFIEF .

W UEACE

7£ Active Directory FHEE R/ At

THGZ H, 155k Active Directory Hl /i & 1 HLT-HB AR 7

1 )\ Active Directory k5545, )il Active Directory 1 /7 FltHSEHLIHIAR -
2 FRrE bk s .
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3 RAH BRI, 738 BATIEA 2 w3 - et ik o

MemberOf |  Dialn |  Envionment |  Sessions
Remote control |  Remote Deskiop Services Profle |  COMs
General | Address | Accourt | Profle | Telephones | Organization

& user_account
First name: Iuser_account | Initials: I:I

Last name: |

Digplay name: Iuser_account

Description: I

Office: |

Telephone number: l

E-mail: iuser_accoum@domain «com

Web page: |

4 P

PR FOEECE T LU LDAP J& 1k
e UPN

* Given-Name

* Surname

o HI]

o G

* PIN 4

o AL
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Wi “Lexmark Z=fR%”
1 i Lexmark fCERF LA IEM URL Vi) Lexmark z k45

§ Lexmark 3

E-mail

[ |
[

© 2018, Lexmark. AN ighs reserved

2 e mRMRETT, BAEKIN A E.

a8 Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Back Next

% Sign-in options

EE: WP ABAUEE N s it & E 25 E, WS A 18 SUER “i'Lexmark Ak
%ll‘:ii& ” R

EC'E Azure AD B &

K. E Azure Active Directory BEX& 1R

AR S0k Lexmark 21455 Microsoft Azure Active Directory A IS B W HE 245 E, %5 Lexmark
LIRSS A R
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iR/ s

FETFARZ AT, VR ORGET LA T BATE 3 5 ) AL
* Microsoft Azure Active Directory
e Lexmark = JIk%%

TR E

KA RAER TSRS (1dP) FIANEARSS (Bl Lexmark =R%5) Z MBIEEERAR L. LR IdP
SpENYIE

* Microsoft Azure Active Directory

e Google &1y

o [FAT75 4 SAML 2.0 15 32 Bl 2R 4t

HAAFAE R ARG, H AT LA HIAH R P 44 A0 i D7 ) Lexmark 2 k45, U7 ) oAt A it ri MR 9% . 25
(1) 1dP A BB IR B AT 5T, I IR E . MR BT 2 KR S A IR W AE 3% . 1dP i8¢
R RUE 3% (8SO), Xl 1 HI P AE RSS2 1] U8k s o 2 34T Bk 1 B

F P 48

fEF 1P % 3RS
P8k Vi ) Lexmark = k45, 2 HEBL—ANH s bR, SR8 H - e 1 2 1dP.
WM P e sx3 1dP I H'e %k SSO, MM AT EMAN R L. Fiik T 2 N8 0IE RS, i A
BT P A T R SR ARG

BH IdP K% IRE
WIS AR S AP, 4 BT P 4 RS iR . IR 2 RIS MERT . Sk )n, g g 1 3
Lexmark =% .

oA B SR TAERFE

1 Lexmark IR K i s it A Ak Lexmark 2 JIR4515E FH 7 7E Lexmark 2z 45 7 4141
HE: A2UNA R EARE S G471 URL.

2 Lexmark = IR45KH P H# e 17 F) 1dP. Lexmark = 4514654k 1D 7B,

3 1dP fHSEM TD AL BT T UL Gk, MRS, 1P X SRS BT I0E, 3 Ak
TFEBRERIE. W 1dP 5F SSO, I FLIIT LBk E] 1P, W4 A8 T,
& 1dP 4 17 5 1 ) Lexmark 220 45 36 LU s SR
.« P
o L IBEEHLE
. m4
o HEREE, B R R A
(P FEL A 15 B s 7

5 Lexmark = R4 AL E T AJUET, FHER e RIGAE G B ok B P kIR . thidFE il Lexmark
ZRSATAT 1dP A& (A5 B I 58 s sk F .



fic & Azure Active Directory
N TR P AR SR R L AT B s AT AN [
1 A Azure ['1)7, 15| Azure Active Directory.

Microsoft Azure £ Search resources, services,

Azure services

¥ >

Create a Azure Active Subscriptions
resource Directory
2 PN AEER > FINHAER.
— Microsoft Azure 2 Search resources, services, and docs (G+/)
Home
v LexmarkCloudTraining | Overview
@ Switch tenant ': Delete tenant b Cresteatenant [ What's new [E epreview featur

O oveniew .

% Getting started

Azure Active Directory can help you enable remote work for your employees and partners. Learn more

LexmarkCloudTraining

Manage
' Search your tenant
& Users
& Groups 2 Tenant information @ Azure AD Connect
8% External Identities
Your role Status
a» Roles and administrators Global administrator More info Net enabled
& Administrative units License
Azure AD Free Last sync
I i Enterprise applications l Sync has never run
Tenant ID
CH Devices f919aeef-e422-4af0-b9ab-e0670...
B App registrations Primary domain

r : 28 LexmarkCloudTraining.onmicrosoft.com
A) Identity Governance

n Application proxy
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Home > LexmarkCloudTraining > Enterprise applications

isz Enterprise applications | All applications

LexmarkCloudTraining - Azure Active Directory

« -4 Ne\..fappncationl == Columns

Overview

) o Try out the new Enterprise Apps search pre
© overview
A Diagnose and solve problems Application type Applicat

Enterprise Applications v I ’ Any

Manage
f# All applications L First 50 shown, to search all of your applic
F ] - - e AMama

3 RBIRKECHKNAERF > SREEERFEHRABINEMILMNHERESF GERE) .

_ - - - S

Sraming » Irterprne mckcations

Browse Azure AD Gallery

b s et ] S Smkanias

1 oo 6 e g ey s, C5ch Ry 10 i ek 4 B ety - ey inpeiontn. =%

Segelgron M e koot Maagement | AR -

4 HENNIREFP AR
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5 MANEN IR A B p, iR ERRESR, Rk SAML.

e OO

Home

i Lexmark Cloud Training | Overview

il Overview Properties
[0 Deployment Plan Name (O

| Lexmark Cloud Training D
Manage - - -—= -
it Application ID (@
.| Properties [

| 59e0020f-32fe-471d-2576~.. D |
2 Owners =

Object i @
&, Roles and administrators (Preview) | c5982850-0479-4639-6bd5-.. 1 ‘
& Users and groups g

Getting Started
D Single sign-on
P Provisioning
B Application proxy 1. Assign users and groups —3 2. Set up single sign on
© self-sarvice Provide speafic users and groups access Enable users to sign into their apphication
to the applicabions using their Azure AD credentials

Security Assign users and groups G rt
% Conditional Access

]

» LexmarkClowdTraining » Enterprise applications » Browse Azure AD Gallery

Enterprise Application

Plrmiesinar

= Microsoft Azure P Search resources, Services, (G*/}

Home » Browse Azure AD Gallery > Lexmark Cloud Training

3 Lexmark Cloud Training | Single sign-on

LexmarkCloudTraining > Enterprise applications

Enterprise Application

Select a single sign-on method

Help me decide

B overview
[ oeployment Plan
Manage ® Disabled G SAML
Single sign-on is not enabled. The user Rich and secure authentication to
1! roperties won't be able to launch the app from applications using the SAML (Security
) My Apps. Assertion Markup Language) protocol
& Owners
& Roles and administrators (Preview)
& Users and groups
D single sign-on
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6 MIEA SAML K& A, BoE LN BEE:

_ s

Lexmark Cloud Training | SAML-based Sign-on

HeA081113D

ER: ARSI P 3R
o BRIRAT (5244 1D)

HE: AN Lexmark = k455244 ID 24 https:/fidp.iss.lexmark.com. 7fiff Azure FF #5244k ID 5

Lexmark 2 45117 RS2 ID DTEC
o A5 URL (W5 k%S URL)

PAR 2 5e #0152 URL (7n i), HAREGR TR T AE (1A

— https://idp.us.iss.lexmark.com/users/auth/saml/callback?organization_id=XXXXXXXX-

XXXX=XXXX=-XXXX-XXXXXXXXXXXXX

— https://idp.eu.iss.lexmark.com/users/auth/saml/callback?organization_id=XXXXXXXX-

XXXX=XXXXXX-XXXXXXXXXXXX

HER: ZHiE organization_id ZA0M{H, 155 %2 Lexmark =411/, ARG itk P& E

organization_id ¥ H HL7E URL .

m SRR IO Ml o i

Heme » LexmarkCloudTraining * Enterprise applications » Lexmark Cloud Training

Lexmark Cloud Training | SAML-based Sign-on

Enterprise Ap

=

T Upload metadata file s Change sangle ssgn-cn mode
B Overview
AN et i Set up Single Sign-On with SAML
Manage Read the configuration gusde © for belp integrating Lexmark Clowd Traming
I! Properties o =
Basic SAML Configuration
& Owners
¥ Identifer (Entity ID) hips
-1 d sdminatrato rad
& Rales and administrators (Preview) Reply URL (Assertion Consumer Semace URL) | http: & b
'
&2 Users and groups
ey Sign on URL
3 Single sign-on Relay State
Logout Url
D Provisioning
B application proxy e
g User Attributes & Claims
C  setf-senice

furstname

IS Test this apphcation

54 bevmark.com

myusers/auth/saml/caliback?o
an id=d0e266c5-d01e-42e5-a¢32- 306206111020

LEST.GIVENName

& edit

& edit
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7 WP ETERM A, g

e

Heme > LexmarkCloudTraining > Enterprise applications > Lexmark Cloud Train ng *

Lexmark Cloud Training | SAML-based Sign-on -

Enterprise Application

* T Upload metadata file 9 Change sungle sign-on made IS Test this application 7 Geot feedtack?
B Oveniew
[ cepioyment Plan Set up Single Sign-On with SAML
Manage Read the configuration gusde © for belp integrating Lexmark Clowd Traming
I Properties
o Basic SAML Configuration 2 Edit
& Owners i
i Identifer (Entity ID) kipssidpass bexmark.com
£, Reles and administrators (Preview) Reply URL (Assertion Consumer Senace URL)  bttpsy/idpus s lexmark.com/users/auth/saml/icaliback ™o
rgarzatien id=dleds6e5-di5-d2e5-a032- 30006141020
£B Users and groups
Sign on URL
D single sign-on Relay State
Legaout Url
® Provisioning
B Apphication proxy o
User Attrnibutes & Claims »
C self-senice ¢ Edit
frstname uier.givenname
> ¥ —+= N I N == s S
8 MuldINFT A, SRS A I IR A4 PR o
Microsoft Azure P Search resources, services, and docs
Home > LexmarkCloudTraining > Enterprise applications > Lexmark Cloud Training > SAML-based Sign-on >
User Attributes & Claims
I 4+ Add new claim I-f- Add a group claim == Columns
Required claim
Claim name Value
Unigue User Identifier (Name 1D} useruserprincipalname [nameid-for... ***
Additional claims
Claim name Value
email usermail L
firstname user.givenname .
lastname user.surname nEn

e
== RIR i 46 22 [F)

firsthame | user .givenname | ¥4It 7B B 2%

lastname |user.surname |FIFEEAS.

email user.mail BB A .




=3 SRUE 2 %3 [A)
badge IR I | K bt B At
pin TSI SRS R 1 | Kt B 25
costCenter | AL RIE R I | b7 BUEE 25
department | user .department | Kt 7B H =5,
9 M SAML % & IEFH M, T LA T B

e [# Base64 iF 13,

o GG AES URL.

e p

Home > LexmarkCloudTraining > Enterprise applications > Lexmark Cloud Training

Lexmark Cloud Training | SAML-based Sign-on

Enterprise Application

T Upload metadata file ) Change single sign-on mode 1= Test this apphication & Got feesback?

B Overview el e & Edt
ﬂ] Deployment Plan furstname user.givenname

lastname usersumame
Manage email usermail

Unigue User Identifier useruserprincipalname
Il Properties
& Owners o

SAML Signing Certificate P
&, Roles and administrators (Preview) & Edit
& Users snd groups Status Active

N9 Thumbgrint ASOASEES2190BE28C2COA46D4TCICE12FSBCTE2A

D single sign-on Expiration 1/22/2023, 8:54:35 AM

Netification Email admin@lexmarkcloudiraining onmicroseft.com
D Provisioning App Federation Metadata Url | https/loginmicrosoftonline.com/f319aeef-e422-.. B |
B Application proxy Certificate (Basesd) Uownioad

Certificate (Raw) d
C  self-service Federation Metadata XML Download
Security

® Conditional Access o Set up Lexmark Cloud Training

.?. Permissions You'll need to configure the application 1o link with Azure AD,

@ Token encryption Login URL hitps/loginmicrosoftonline.com/f919aeef-ed22-.. D

— Azure AD Identifier hitps://sts.windows.net/f019aeef-ed22-4af0-bdab-.. D
Logout URL | https/ioginmicrosoftoniine.com/f919aeef-e422-.. B |

D sign-ins View step-by-step instructions

il Usage & insights
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10 MR Azure BCUE, K5 70 BCgn B 0 Ak BT FE S o

Microsoft Azure 2 Search e

11 fRAFBCES

Hame

mEE

)
Enterprise Application

B Overview

[ oeployment Flan

Manage

I Properties

& Owners

Reles and administrators (Preview)

Es
:

Users and groups

® &

single sign-cn

ks )

Provisioning

Application proxy

n &

Self-service

security

B randdienal Arcace

- LexmarkCloudTraining > Enterprise applications

Lexmark Cloud Training | Overview

Properties

Name (0

B

I Lexmark Cloud Training
Application 1D (@
| e4d3d398-b412-4518-8227... D |

Objectip @
| 233625¢e-3060-4392-ab3c-... D

Getting Started

- 1. Assign users and grou
“ ig groups

Provide specific users and groups access
to the applications

Azsign users and groups
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iiE “Lexmark =fR4”
1 78 “PRJEF” Web [0, SR > BAFRMRERF > I BERIFRMEER .

b Lexmark Account Management

Organization = Us
Organization Information o
Organization Roles 1ted

ALL ol

Password R Authentication Provider |
formation

Child Organizations

Printer Login Configuraticn

..
2 BSOS LS B, RS TR,

F Lewmark  acoust Maragement

Crgonizaton -

SwecCrgamaston ¢ Slegeni | Auhentication Srovest

Authenucation Provider

Domams

Type

any

single Sign-On Settngs
e T Yo

3 Mg EA S, L N FBP R E R
o JRSHLALRT SR ID
HEE: ZRAK Lexmark = Ik455244 ID 24 https:/lidp.iss.lexmark.com. ffiff Azure F1 524k ID 5
Lexmark z R4 1717 W 844 1D JURL .
® SSO H#¥x URL - %6 1 Azure AV FHFER )% 5% URL.



71

* SSO ¥4 URL - it URL #fi & FH Py Lexmark = IkRS5 117 INIAT 4 o
— WUREA E P e v ER K Azure BT, TEBEANTR QIR Azure AV N TR T HS URL.
— WEREAEM P AGER Lexmark =k%S, iH#EA S — URL. URL ] LR & 4Ed (1 ol  “4
CHETZYEH ) , WAL AU A 1 Lexmark 2= JIkRSS 6 s 0l MRIE eI E, %
URL 7] L2 https://idp.us.iss.lexmark.com &f https://idp.eu.iss.lexmark.com.

4 EIEB 7B, WS RHRE P A AL 2 DRI base-64 UEF# 1]

SSO name identifier format

E-mail address - ]

Certificate

MIICBDCCAdigAwIBAgIQYe+OtJaolpSNEWZXPGOSbjANBgkghkiGOWOBAQSFADAQ
MTIWwMAYDVQQDEYIBREZTIFNpZ25pbmcgLSBtc2Etc2VydmVyMTYtYWRmcy5tc2Eu
dGVzdDAeFwOxNzEyMDQxNZEOMjhaFwOxODEyMDQxNZEOMjhaMDQxMjAWBgNVBAMT

Show Advanced Settings

Save Changes

WAREA M URL FHIET 8 1) metadata.xml ST, 335 T8I0 5 E A5

BEGIN CERTIFICATE---- MIIC8DCCAdigAwIBAgIQdZzA..

5 HPliECERIERHER.

ER: AZHRH Lexmark & /R5511)7, WAZLEZT T BN B0 BETCIEE sk LA E AR DN A I R
AT ) 7L

Pila “Lexmark =R

AT P AEH LR vk —8 5%, DACRIRE &% & .

o I [l TAEG b AAS R0 285 sk .

o I Al AR AR N BB G ) RS T Bk

o b — AN MABATTIG A sk

1 i Lexmark fCEFLALHT IE6 URL Vi ln) Lexmark = k55

b Lexmark @

E-mail

[ |
[

© 2018, Lexmark. AN ighs reserved
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2 fES U, AR 2.

a8 Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Back Next

Q. Sign-in options

HE: WA BIUE BN se B st & E2 5 R, WS 18 s ER “Ji'Lexmark 2k
%ll‘:ii&” R

R AR R

FAFARAE A B G T LU “ik 7 B Web 77 Gl 7212

A H L
PR PR B 53 n] LU H] 7 2L SRR R B L 1 R
ERE: S TALN, TEAAM SRR B R M
1 M “Bk P E” Web 7]/, IEFEZHE1.
2 PRI, R EAME AR,
ER: AR TAT
3 PR THAR.

MER2HER

WML 5 AT AT I P AL, BEARE R RERE
10 “Ik S TE Web 1177, HEFERAILL

2 AT
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o WRAFURILREMIBR — N T2HSL. T VEEAE ML ERE . IR —ANAEU, SiZA GBI
2 N R AL 5 K g B

o LR LM AR R T
3 e

EEITHINE X

FCEFTENPLE 3%
“OREH” Web 17 SEVFIE RS B AR AL ST DAL AT P e B . Sk “dk A B Web ]
HH PR B L S A i AE ST DL L B S0 E B
1 78 “IREE” Web (17, AR > fTERNLE RECE.
2 EATEDHLESRIECE M, AT UM R 4E
P EARAENE
Rn] LURE T ENHLBE B A F K A B IIE#E . PIN B P S 4k Y EA T RAIE
FATARHENE, ARJREFELL T % T .
o UEFE - UK A BRI INAIE 50 HY P BEAT SR AT
* PIN &5 - fiiH] PIN ithxf I P AT S0 0F
o PR R - A B P 2T RAE.

BCEIEE + PIN FE N K&

R DOREF T B UC A A FH 7K A B BHIE F2 A0 PIN GG FH - 64T 30 0E

a HEE + PIN BIEAE_RE.

b A PIN BB VEIS 5, Tl PIN AL PRGN S

Cc WHWE, FLH P AL RIS ST, IEERFHREER.
3 i fRFEM

& PIN I E.

1 M PIN B 3E40(5 B, AT B i AT AT 44 -
e J85E PIN FBKE
o % PIN 54 sk IR
— HIERGERZEBETIM - X% B4R PIN A9 1E 2 H o B itk .
WS B, WIEG S A P, RG4S A1 PIN 14,
- BERFHIERE - BN “fkEH” Web [ T3k E PIN 45,
MEELER, S 45 by “FrHS .
AT CSV s U A S AN PIN 4. W28, ES M 75 1 b “E PIN S .
- AP®E - 1/ LLF3cE | A PIN 5,
* %'E PIN IBH IR

FER: A PIN AR e & 0 8 O Tl i s sl P B, SR tEA T .

=
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— KA - PIN A2 RN B
— REINE] - B PIN AT DU T 0/ i Bk 2
2 P fREFER.

IRE 22 28 %A
1 177 Web %8s, SRJGHEN Lexmark = R %5 k45 2% btk .

W WREEE LA E, %) https://us.iss.lexmark.com &} https://eu.iss.lexmark.com.
2 k| “Lexmark = R4 Mk,

3 N E R, ¥ Web Hhlik https://<env>.iss.lexmark.com &k
https://<env>.iss.lexmark.com/device

HE: REEETP O E, <env> T LUE us B eu. EHIE <env> [FMH, 1SN WA HEFBob
LN
HR:
o AR ARNY AR AR S AR T T R
o n] LT T LURLET RS o B AR AR 15 4380 B S hH— K,
o T B S A B AT EIHL. AR ANRE B R AT A .

EHFE
“OREEL” Web |1/ R UK IE R A R R . FUFFE AT Mk AT E Web [T BTN, B
O AR B — U0 S BT EDHLIN D6 2807 JYABAT] (13 2
R B YRR A B Y W AR P 7K B B FRIIE 3
1 MR EEE Web 1177, SR > EEEE/PIN 5.
2 PAT P I AT

a MEEELR, AhEMHERESGEM, RGN PRl I E 1D FR .
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LORUEFVE N N IR T, IR ERE . ImINE AR 24 /N SR
* 7F Active Directory F A HAETE S5 1A F P AN S B3 b A T IE RS o

b PdivEMEE.

MR E =

a EHEAEEANEE, K5 HRTRER.
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b A HEREE .


https://us.iss.lexmark.com
https://eu.cloud.lexmark.com

Pk g 2 75

FAILEE

N R AN CSV AR R, 1S 75 U B “7xfi] CSV #aL” .
a REFANEELFA, AJEHN CSV 8 TXT .
b fliFAEE.

R BOET DU P e R E . I T2 A5 R, TS 45 LR AR .

& PIN 5
HUGHT EDBLEE SR, A1V 5 5ORI T 4558 53 T DR P/ RSN PIN 9,
R

o FUFIMFTEPHLE KL E T, W5 K5 Web [ Rk — A2, ARG hdR >
TTHPEREE.

o IR PIN B9 2E sl I s 5 4 B AR R RS R TR, i S AR Rk PIN 5. X2 A 3 2E Tt PIN B9
bo ) Ep RN R E R I LB EIRi T

o IR PIN f2E ik s B A BB RAFRE, 1HMA PIN 15, K5 R4 PIN 15,
1 AkW&fjigiﬁAVVeb P]fjfp ﬁtﬁ% /\ﬂid\
2 AP > BEIFE/PIN L.
3 M PIN fSEIf -+, AT 1 AT AT A -
A % PIN 75

a FulAERL RSB R IR L.
b A PIN 5.

B PIN 4
a LA, RE .
b Mk PIN 45,

2N PIN

WA R CSV UMM, S IE 756 TR “Irfi] CSV #a” .
a Hii A PIN IR, RENEE CSV fFE TXT 3.
b #ii®A PINE.

R LAUFAERIR, R4 BT AL PIN A5,

T~ CSV k&=,
HRIESTENHLG LR, CSV # ] LU F T AT —F:
AEFE

BADGE, OPERATION, EMAIL, TEMPORARY, PIN
20171a,CREATE, jdoe@company.com, true,
20172b,CREATE, 1lane@company .com, true,
20173c,DELETE, ckent@company .com, false,
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¥ PIN %

BADGE, OPERATION, EMATIL, TEMPORARY, PIN
,CREATE, jdoe@company.com, ,123456
,CREATE, 1lane@company.com, ,234567
,DELETE, ckent@company.com, ,345678

UEFEF PIN 5

BADGE, OPERATION, EMAIL, TEMPORARY, PIN
20171a,CREATE, jdoe@company .com, true, 123456
20172b,CREATE, 11lane@company.com, true, 234567
20173c,DELETE, ckent@company.com, false, 345678

Rk T DUSE SURAE AU 140, PIN 5 2 aedk A4 -
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R
o JIEATLAEA ShR AR EE, WF5ES. #lil: 20171a, DELETE,
o M R/INAFTEEE 1MB,
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EEATEHARE R
1 N “BERREE L Web [T/, E#— 4121,
2 PRARE > TEITHUARE.

rinter Agent Version Update Available Polling Interval (minutes) Log Level

3 E AT N IR I IR -

HRE: WA T MHETENL, WAEH] “HTERplEN LR dMHETEHL. MK L ZEE, HS 5 88 It
AT PR T BVEN T EHL” .

o BGAACRERIE, TEIER ML, R)E R TLmERE.
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1 N “RASREFE R Web [T/, dkfE— P2
2 PR > AR

Select Organization: Developmen @ What are the different types of agents?
Agents
Fleet Agents Printer Agents Native Agents Local Agents
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>thAgom Activation Status Enrolied Printers Agent Version Agent Update Lirary Version Library Update
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o SHTHTEIHUE BE A SEIE, TEEFE B TEINL, AR5 Wi BT U5 ) RE .
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Printer Agents Native Agents Local Agents

¥ Download Agent = & Activation Code ~ W Agent Status ‘¥ Update Available ~ x| Q
Local Agent Activation Status Enrolled Printers. Version Update Available
©0 .
Y
°

2 EAT N R T IR
HR: WKV AR AHAREE, 1 T8 S A AR
o WHEWANM, WP LEEE > ERBIEN.
VR ST DL E ] R A O A R K
o SURPRIRSTHEA AR, U5 R IARERGES, SRRk MRE.
o LUN AW I BB AHAH, W REERTH > £.
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AN INT ENAL

SEIL IR

N AR S TAE “ B REE B Web |17 T BCE AT ENHLAK H AL HERE -

Printer Configuration Agent Workflow

Cloud Services

— el —
BED
=

2. Download
the Printer
Enrollment
Tool.

1. Login | |

3. Discover
the printers.

S —

el

A “ITEIVLVEM TR

1 B3 “Lexmark =55 Mk,

2 NHJFIEAT “TEIHLEM TR

3 FEREI ML R I TENAL.

4 JENHTENHL.

5 TEIHLS RAE “BARFEHL” Web [/

EE:

o X THARNT 074.xx SCEARAIIFTEIHL, RGEAESTEINLP 223 “ITENHLAREL” BIRES

4. Enroll the printers.

Using the Printer Agent

Cloud Services

Scheduled
interval
polling

Manage the F

printer.
=
(]

Deploy
configurations
and update

printer
information.

“YTERHLAC

B SEWRH “Lexmark 2 kg5 Mnh,  DURIEHCE sl Al g oK
o X THEARME 075.xx SO FEARAIIFTEIHL, RG] “APARB” 5 “Lexmark = k55”7 BEATIESS
o WTATRIEMFIRAREZ R, WESHE 37 LR “ AFSTEIMLEEIRA” .
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Using the Fleet Agent Fleet Agent Workflow

Cloud Services

—
Deploy configurations N
Cloud Services and update printer
- -
e 3

]

o

2.Create a e B=.. W=.. |4 Discover
FleetAgent | [mll [l [l |and enroll
configuration,| = === === |printers.
. and then T
- D download it.
Manage the 1. Log in.
printer. m
&

Server or host
computer

—

3. Run and activate
the Fleet Agent.

el

I “wEBAE”
1 %3] “Lexmark = HRk%5” Mk,
2 Gl “WRRRT , RE N
3 BATIRMOE B REAREL .
4 FIRIEEMHTENL.
HE: CWRTHMCE” [ E] “Lexmark = R4 HITFBOEE: .

Native Agent Workflow Using the Native Agent

For printers with firmware version
075.xx or later preinstalled

Cloud Services

Cloud Services
'
2. Pre-enroll

the printer 3. Complete the
to the Cloud. printer enrollment.

. Deploy
configurations
1. Login. - and update
Printer with

printer

1
| 1]
|

loT-ready

8 information.
firmware

Manage the
printer.

]
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il HARAE T 223 075.xx WA (14T ENHLL ZAERE J5 140 1) 075.xx BUE AR« Wit 43 G SCRF T BN
MSIEZER, WHSHE 28 W RN “SCHFRITENURS " .

1 &%3 “Lexmark = IR%” M,

2 P MHTEIL.

3 M “Hr AN Web Jik 55 a5 7 5 TENHLFAHITIAR, o ATE ML LA 5E et i o
HRE:

o XTI SCRFIIATEINL, AR L I NS -

o TP PUEM LR, A A Web k5547 SREGEME. MHEZER, WESHE 97 LK
“ MR A SN Web Hiz 55 g VENHTEIBL” .

Local Agent Workflow

Cloud Services

_‘
Using the Local Agent

1. Log
- Cloud Services Enrolls USB Retrieves printer data
. connected printer [
2. Download |- 5. Automatically — shid'sends uUsB
Local Agent - enrolls the printer printer data ] r connected =™ H

n.

and agent data printer |
I

: UsB =
4. Automatically . connectsd H

discovers the USB printer
connected printers - —
Host computer with | usB e
Local Agent installed connected —— H
. E printer —

3. Install and

activate the
Local Agent

i A AR 2
1 &3 “Lexmark = IR%5” M
2 FE CAHARE” .
3 IEATIF AR CARHAREL” .
4 J\ “Lexmark =457 Wulsk OB AL I H0n “ AHAREL”
HE: ZFIMORE, AR |3 i USB IEREHT EIHL.

MR, CEMHRITEINLE “ AR Web 17 BT ESIH . HBUE “BC& RSB 100 R 1P ik
e FALH 1P Hudik

M “B AR LY Web 1777, ST LLGIEIFAEETENHLACE . &G 4T LA S A SRITETHLH &
EER: ATl AL AT EIAL,  ETE G AN C LS SRAT ENHLH &
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M “ITEHLEM TR

TE TEINLEM TR

I “ATERHLEM TR (PET)” KIIFLE “Lexmark 2 g5 ” Wt s T ENHL. ARGEFTENHLIE fFRicA, PET
FEATENNLH 2228 “HTEIHUARER” W IR BAEH] “ASHLARER” o

1 M BB TE” Web 177, HUTUL N ERIEZ —:
R —IKAE “Lexmark = RS M &, AT UL LU DR N4 PET:
o HHAFFTENNAREE > T# PET.

Enroll Printer Using Printer Agent

To enroll a printer using a printer agent, you must use the Printer Enroliment Tool
(PET). Download and install the tool if you do not already have it installed on a
computer.

NOTE: The PET may also be used to enroll printers using native agents.

Download PET

o MIARE > JTEIHRE > FTHITHHEM TA.

Printers Configurations ~

Select Organization: Annalea > Agents

Agents

@ What are the different types of agents?

Fleet Agents Printer Agents Native Agents Local Agents

There are no printer agents.

A printer agent is an application configured and installed on a Lexmark printer to enroll that printer to the Lexmark
Cloud Services. It also acts as the communication channel between the printer and the cloud.

Install a printer agent to a printer using the Printer Enroliment Tool. Download and install the tool if you do not already
have it installed on a computer.

Download Printer Enroliment Tool
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o HRE > AYRE > EMITENL >, AEEARTENER TR,

RIS C 2N TR B %,

o HTEINL > ITEINLEM T > APURE > M > T# PET.

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

[l

Obrain an e

the Fleet

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

AL L P BOR M PET:
o HITEINL > ITENLEM T > ITEINLARE > T PET.

Enroll Printer Using Printer Agent

To enroll a printer using a printer agent, you must use the Printer Enroliment Tool
(PET). Download and install the tool if you do not already have it installed on a
computer.

NOTE: The PET may also be used to enroll printers using native agents.

Select Organization: Phoenix MPS > Agents

Agents

Fleet Agents

© Enroliment ~

Pre-enroll »

Enroll Printer
Download PET

U SHANETZS

Printer Agents

NTNFUSHL
n

© 756361201022RE

Native Agents

¥ Agent Status ~

Local Agents

vi10

v1.00

@ What are the different types of agents?

>l~~ irch native agents X T‘
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o HlRE > ITEIHIARE > T4 PET.

Fleet Agents Printer Agents Native Agents Local Agents

© Update ~ % Download PET ¥ Agent Status ~ ‘¥ Update Available ~

Printer Agent Version Update Available Polling Interval (minutes) Log Level

Fleet Agents Printer Agents Native Agents Local Agents

© Enrollment ~ ¥ Agent Status ~
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R AR F A AT HIEAAE Internet JERZ IR S5 45«
1 A “BERBEEEE” Web 1777, AT IR —#4E:
o L fERBRRME > QB REAHE.

Printers Agents Configurations ~ Tasks ~

Select Organization: Annalea Printers

Printers

There are no printers enrolled.

Enroll a printer into Fleet Management using an agent.

Use Fleet Agent Use Printer Agent Use Native Agent Use Local Agent
What are the different types of agents?

o HREE > WAFMRE > QER&AFAHE,

Agents Configurations ~

Printers

Select Organization: Annalea
Agents

Fleet Agents Printer Agents Native Agents Local Agents

There are no fleet agents.

A fleet agent is an application configured and installed on a dedicated on-site computer system with high availability. It
enrolls one or more printers from Lexmark and other manufacturers to LCS. It also acts as the communication channel
between those printers and the cloud

Create Fleet Agent
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3 ERBUAATFIEITR A, AT T IR T 2 TR A -
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o BHRZRAMM DRI PATITEINL, R R R B R A P4 .
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M “AHARE”

FEAHT EIHL
RLCPLWIOGE F] T BAT ) T2 075.xx B mfRAS (19T EVAL
W L STEHLE RO, 522 87 v B “ A AT ENHLEARA”
1 M “BRARTEL” Web 7177, JUATEL T #IEZ —:
URBATIEMAEAT B 5%
o HAREE > APUCE > BT EIHL.

R LM
o HREE > AHURH > M > TUEM > TEMITEINL.

Pre-enroll Printers

Pre-enroliment is only available for printers that support native agents.

Manually input printer serial numbers

Type a serial number and then press ‘ENTER’ or comma. You can enter up to 7 serial numbers

E-mail address (Optional)

2 AT MHTEDHUS TEAE, $AT L R A2
o EHFIHMANTFIG, WMAFTEHUFS S, K51 Enter .
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4 M\ “BRHEE L Web 1177, AT N RAEZ —
o UL ERANAREE, W AENHY, AR5 AT EINL

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer
Obrain

the Fleet Management documentation for more details.

Embedded Web Server page. See

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

o HMIRE > AYPURE > EMHTENL, WAL, K5 A drd T e

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

I

the Fleet Management documentation for more details.

Embedded Web Server page. See

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

M “ERAT Web Ir%5287 FEMATEIHL

X B AOE HT BN 1

o MM T MHTEIHL.

o MR “ANAREL” FMHTEIL.

o FTERHLAEF=RUR BT F I £F 5 075.001 B SR A
o FUE ] 081.215 BB = A e [ 14

ER: T ESTEINLE AR, TE2 2 87 BU N “ A AT EINLEARA”

1 M “Hik A Web IR45287 , $ATUL FHERAEZ —:
o HEHE > mRE > mRGEM.
o HiERE > Lexmark ZRS > ZRAHEH.

ER: BERRSSEMES AT, W hRe > REEH > nRGEM.
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2 EFBHAYS “Lexmark =iR4” WEBE, KRG diBIHE .
3 IREGEMAD, ARG d sz,

4 M\ “IREREE” Web 17, HUATELFAEZ —:
o Ml ERAYUREE > WAHTEINL SAEMS, K5 Lo EHETEL.

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

Obtain an enrollment code from either the printer’s panel or Embedded Web Server page. See
the Fleet Management documentation for more details.

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

o HMIRE > AYPURE > EMHTENL, WMATNS, K5 A drd T e

Enroll Printer Using Native Agent

Enter the enroliment code received from the printer

Obtain an enrollment code from either the printer’s panel or Embedded Web Server page. See
the Fi

e Fleet Management documentation for more details

NOTE: To enroll multiple printers simultaneously with native agents, use the Printer

Enroliment Tool.

o BR T A BT ENHL

1 N “BEZAEEL” Web 1777, AT Fifd AL 35841
o MMIARE > AYPRE > dAt > BREM > BERTUEM KIFTEIL.
o HIHTEINL > WFRFEITEINL > BERBUEM AT EIHL.

2 PR,
EE: EBERCEMIITENL, EZ %115 5UER “HUHENTEINL” .
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i I A A2

TEA A

1 N “BERREEEL” Web 1777, ST T I AL —154F
o i fERAHRE.

Printers Agents Configurations ~ Tasks ~

Select Organization: Annalea Printers

Printers

There are no printers enrolled.

Enroll a printer into Fleet Management using an agent.

Use Fleet Agent Use Printer Agent Use Native Agent Use Local Agent

What are the different types of agents?

o i RE > AHARHE.

Printers Agents Configurations ~ Tasks ~
Select Organization: Phoenix MPS > Agents @ Whot ore the different types of agents?
Agents
Fleet Agents Printer Agents Native Agents Local Agents

There are no local agents.

A local agent is an application configured and installed on a computer system that has USB-attached printers. It enrolls
locally-attached Lexmark or another manufacturer’s printers to LCS. It also acts as the communication channel between
the printers and the cloud.

Download Local Agent

2 i TEAHE.
3 PRI,
FER: W LLIEHE Windows x64 22 FE 72K i Windows x86 4t 27,
4 Pt EREETE.
R
o SR
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Thursday, January27 06:20:02 : tid=6936 : UninstallLPMAService(139) : error=1060

Thursday, January27 06:21:13 : tid=10636 : LPMAMain(352) : Lexmark Local Agent Service is
started Thursday,January27 06:24:57 : tid=10636 : LPMAMain(360) : Lexmark Local Agent
Service is stopped Thursday,January27 06:25:51 : tid=7024 : LPMAMain(352) : Lexmark Local
Agent Service is started Thursday,January27 6:27:06 : tid=7024 : LPMAMain(360) : Lexmark
Local Agent Service is stopped Thursday,January27 6:27:11 : tid=14108 : LPMAMain(352) :
Lexmark Local Agent Service is started Thursday,January27 11:41:08 : tid=3984 :

LPMAMain (352) : Lexmark Local Agent Service is started Saturday,January29 01:45:02 :
tid=4100 : LPMAMain(352) : Lexmark Local Agent Service is started
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<PrintJobFileNameFormat>%d_%1i.prn</PrintJobFileNameFormat> <APIVersion>3.0</APIVersion>
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<ESFDirectPrintListenerPort>9443</ESFDirectPrintlListenerPort> <DriverName>Lexmark Universal
v2 XL</DriverName> </DirectPrintConfiguration>
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Report Level

| Orgonization - |

Report Type

| Crganization Overview -
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| Last 30 Days - |

Organization Overview, EZ IT Support

Report Range: Wed, Jon 30, 2019 - Fri, Mar 01, 2019
Report Generated: Fri, Mar 1, 2019 &:41 AM UTC
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Submission Methods (Pages)
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W print (24,987
Most Used Printers
Serial Number Asset Tag 1P Addrass
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W Chiome Extension (25.592)

Document Type (Pages)

. ;
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Report Level Printer Overview, EZ IT Support [=]
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Report Level

| ‘Organization - |
Report Type

i Uscage Anailysis = |
Date Range

| Last 30 Days -

Usage Analysis, EZ IT Support

Report Ronge: Sun, Fab 03, 2019 - Tua, Mar 05, 2019
Report Generated: Tue, Mar 5, 2019 7:00 AWM UTC

Total

26 8

Number of Active Users Number of Active Printers

Printed / Deleted (Pages)

W printed (74.223)
W Deletad (67,8461

Submission Methods (Jobs)
800

W vieb Partal 704)
W yobide 5011
W E-masl {650}
LPMC Driver (432}
M Chroeme Extension (647)

¥ & %

96,793 72,847 2,364
Impressions Sheets Number of Printed Jobs
Job Size (Number of Jobs)
400
500
531
400 -4 {75)
10 (158)
-20 (249)
o M 2130 (283
W 3150 (566
0 W 5174 (560
5100 (245}
100 W10+ (49
. n m
TN FFFEFES
A W
Submission Methods (Pages)

W wi=b Partal (20,706)

W otile (25,6471

ol (29,359)

PMC Driver [25,562)

M Chrome Extensicn (27,021}

W prin (625 W erint (25,252)
a
T * 3 ¥ B ¢t
I I
H g &
ER-
H
5
Duplex Usage
Duplex [ Simplex Printers Impressions on Duplex / Simplex Printers
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fiy3x
B “mBCRRHEE” BB =Tt

SRR AP 3L T B df DT 5 58 — 5 e . AR BL R 57235 8944 Lexmark Cloud Fleet Management
SN M R L
S AR

R RS R AL L AR 3 = v as, Bl #8%. 4121 f Authorization #5 3k 5 € 2 R €, 1%
A i )\ Retrieve Token i JH & .

ERE: BEH APLRRCAS 1.0 i K5I, iZdm s 2 5] o

GET | <INTEGRATION_SERVICE_URL>/assets/inventory/counters

oo
IR [El
{ "type": "array", "items": { "type": "object", "required": [ "serialNumber",
"dateCollected", "counters" ], "properties": { "serialNumber": { "type": "string" },
"dateCollected": { "type": "integer" }, "counters": { "type": "object", "properties":
{ "lifetimeCount": { "type": "integer" }, "colorPrintSideCount": { "type": "integer" },
"colorPrintSheetCount": { "type": "integer" }, "monoPrintSideCount": { "type": "integer" },
"monoPrintSheetCount": { "type": "integer" }, "printSideCount": { "type": "integer" 1},
"printSheetCount": { "type": "integer" }, "colorCopySideCount": { "type": "integer" },
"colorCopySheetCount": { "type": "integer" }, "monoCopySideCount": { "type": "integer" },
"monoCopySheetCount": { "type": "integer" }, "copySideCount": { "type": "integer" 1},
"copySheetCount": { "type": "integer" }, "colorFaxSideCount": { "type": "integer" },
"colorFaxSheetCount": { "type": "integer" }, "monoFaxSideCount": { "type": "integer" },
"monoFaxSheetCount": { "type": "integer" }, "faxSideCount": { "type": "integer" },
"faxSheetCount": { "type": "integer" }, "colorSideCount": { "type": "integer" },
"colorSheetCount": { "type": "integer" }, "monoSideCount": { "type": "integer" 1},
"monoSheetCount": { "type": "integer" }, "totalSideCount": { "type": "integer" 1},
"totalSheetCount": { "type": "integer" }, "largeSideCount": { "type": "integer" },
"largeSheetCount": { "type": "integer" }, "duplexSideCount": { "type": "integer" 1},
"duplexSheetCount": { "type": "integer" }, "coverageTierBusinessSideCount": { "type":
"integer" }, "coverageTierBusinessSheetCount": { "type": "integer" 1},
"coverageTierGraphicsSideCount": { "type": "integer" }, "coverageTierGraphicsSheetCount":
{ "type": "integer" }, "coverageTierHighlightSideCount": { "type": "integer" },
"coverageTierHighlightSheetCount": { "type": "integer" }, }, 3}, }, }, "minItems": 0 }

Sample response

[ { "serialNumber": "14", "dateCollected": 1557259523000, "counters":

{ "monoPrintSideCount": 262, "printSideCount": 262, "printSheetCount": 262,
"monoCopySideCount": 40, "copySideCount": 40, "copySheetCount": 40, "monoFaxSideCount": O,
"faxSideCount": 0, "faxSheetCount": 0, "monoSideCount": 302, "totalSideCount": 302,
"totalSheetCount": 302, "duplexSheetCount": 0 } }, { "serialNumber": "29", "dateCollected":
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1557259523000, "counters": { "lifetimeCount": 139, "monoPrintSideCount": 139,
"printSideCount": 139, "printSheetCount": 136, "copySideCount": 0, "monoSideCount": 139,
"totalSideCount": 139, "totalSheetCount": 136, "duplexSheetCount": 3 } }, { "serialNumber":
"36", "dateCollected": null, "counters": { } 1} 1

RRL

A AN iE S 5 Retrieve Asset Counters i FH— 43 H 14t

POST | <IDP_URL>oauth/token

R T RCEBEE LT 414, <IDP_URL> 4 https://idp.eu.iss.lexmark.com, %%} 136 FE 4 .0
4L, Ik https://idp.us.iss.lexmark.com/.

PRk

=45 (=1

Content-Type | application/json

F ik

{ "grant_type": "client_credentials", "client_id": "<CLIENT_ID>", "client_secret":
"<CLIENT_SECRET>" }

i [l

{ "properties" : { "access_token": {"type": "string"}, "token_type": {"type": "string"},
"expires_in": {"type": "integer"}, "created_at": {"type": "integer"} }, "required":
["access_token", "token_type", "expires_in", "created_at"] }

Sample response

{ "access_token": "abcdl234", "token_type": "bearer", "expires_in": 7200, "created_at":
1572633120 }

Kok EHEHERBB=T7%MF (EHTHRE 1.0

B AP A T s 5 DU T 558 = 7 A . AP RAS 1.0 $240 T M 25 5 & BHE P SREU S SR Ak pE 2 21
J LT PR T B MR 1 Tk BEAh, IZROAIE R AR ()i ORAS R B T4, BIUnkER
EARMIZWT A IXASHN) AP RRCAS 2 23 5L, BRI TR R /N B0 A%, ds K I K/ A — 1k 200 A%
7o WAL, A AT LAARE BN TR R /N e TOEHE cH AR G R AT T, DR 5 % 7 o A4 o A 1)
PLR 525474 Lexmark Cloud Fleet Management £5 1 5145 (1) R 4t :

URL Tk R

Iv1.0/assets/supplies | GET | k2 % 2 T [ (K FERS H b
Iv1.0/assets/diagnostics | GET | k&% %t 7 L [ ()2 Wr e dis
Iv1.0/assets/alerts GET | kxR %7 U i (R
I1.0/assets/counters | GET | A3 5 7= LTI 1) T 2508 £l
/v1.0/assets GET | kg %7 Ui i1 3 4
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<INTEGRATION SERVICE_URL> Ul FJIi/R:
¢ https://apis.eu.iss.lexmark.com/cfm/fleetmgmt-integration-service, 77Kk £ 4.0 A 412,
e https://apis.us.iss.lexmark.com/cfm/fleetmgmt-integration-service, % 7~x2% E 5 0 ) 4141,

A g s

DU R RSk, R & U 7 N R AL SR A 2 h O ER %8 0. 2023 Authorization #7
Sk A A e, 1%L 2N Retrieve Token 1 H 0% .

GET | <INTEGRATION_SERVICE_URL>/v1.0/assets/supplies

PRk

Authorization | Bearer <TOKEN> | Retrieve Token ] 7] & [1] 4 Jit .

BN

960
y S
IR [A] K
{ "type": "object", "properties": { "content": { "type": "array", "items": { "type":
"object", "properties": { "manufacturer": { "type": "string" }, "modelName": { "type":
"string" }, "serialNumber": { "type": "string" }, "accountId": { "type": "string" }, "name":
{ "type": ["null", "string"] }, "description": { "type": ["null", "string"] },
"dateCreated": { "type": "number" }, "dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] }, "lastDataRefresh": { "type":
"number" }, "communicating": { "type": ["null", "boolean"] }, "authenticated": { "type":
["null", "boolean"] }, "baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": "null" }, "diagnosticEvents": { "type": "array", "maxItems": 0 },
"supplies": { "type": "array", "items": { "type": "object", "properties": { "serialNumber":
{ "type": ["null", "string"] }, "currentLevel": { "type": ["null", "integer"] }, "color":
{ "type": ["null", "string"] }, "description": { "type": ["null", "string"] },
"maximumCapacity": { "type": ["null", "number"] }, "type": { "type": ["null", "string"] },
"capacityUnit": { "type": ["null", "string"] }, "percentRemaining": { "type": ["null",
"integer"] }, "supplyState": { "type": ["null", "string"] }, "status": { "type": ["null",
"string"] }, "coverage": { "type": ["null", "number"] }, "installDate": { "type": ["null",
"number"] }, "coverageLifetime": { "type": ["null", "number"] }, "coverageLastJob":
{ "type": ["null", "number"] }, "sidesOnSupply": { "type": ["null", "number"] 3},
"timestamp": { "type": ["null", "number"] }, "prebate": { "type": ["null", "boolean"] },
"genuine": { "type": ["null", "boolean"] }, "daysLeft": { "type": ["null", "number"] },
"daysLeftLastUpdated": { "type": ["null", "number"] } } } }, "alerts": { "type": "array",
"maxItems": 0 } } }, "minItems": 0 }, "pageable": { "type": "object", "properties":
{ "sort": { "type": "object", "properties": { "sorted": { "type": "boolean" }, "unsorted":
{ "type": "boolean" }, "empty": { "type": "boolean" } } }, "pageNumber": { "type":
"integer" }, "pageSize": { "type": "integer" }, "offset": { "type": "integer" }, "paged":
{ "type": "boolean" }, "unpaged": { "type": "boolean" } } }, "totalElements": { "type":
"integer" }, "totalPages": { "type": "integer" }, "last": { "type": "boolean" }, "sort":
{ "type": "object", "properties": { "sorted": { "type": "boolean" }, "unsorted": { "type":
"boolean" }, "empty": { "type": "boolean" } } }, "first": { "type": "boolean" },
"numberOfElements": { "type": "integer" }, "size": { "type": "integer" }, "number":
{ "type": "integer" }, "empty": { "type": "boolean" } } }

Sample response

{ "content": [ { "manufacturer": "Lexmark", "modelName": "X792e", "serialNumber":
"123SERTALNUMBER", "accountId": "bf899e52-b026-46£f3-9715-fe54b5dd7637", "name": null,
"description": null, "dateCreated": 1568139701472, "dateModified": 1621677697123,
"lastCommunication": 1621686886903, "lastDataRefresh": 1621677697129, "communicating":
false, "authenticated": true, "baseFirmwareLastModifiedDate": null, "counters": null,
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"diagnosticEvents": [], "supplies": [ { "serialNumber": null, "currentLevel": 100, "color":
"none", "description": "Waste Toner Bottle", "maximumCapacity": 200000, "type": "Waste
Toner", "capacityUnit": "Sides", "percentRemaining": null, "supplyState": "UNKNOWN",
"status": "Ok", "coverage": null, "installDate": null, "coverageLifetime": null,

"coverageLastJob": null, "sidesOnSupply": null, "timestamp": 1621674025052, "prebate": null,
"genuine": null, "daysLeft": null, "daysLeftLastUpdated": null }, { "serialNumber": null,

"currentLevel": 100, "color": "none", "description": "Separator Roll and Pick Assembly",
"maximumCapacity": 120000, "type": "Other", "capacityUnit": "Other", "percentRemaining":
null, "supplyState": "UNKNOWN", "status": "Ok", "coverage": null, "installDate": null,

"coverageLifetime": null, "coverageLastJob": null, "sidesOnSupply": null, "timestamp":
1621674025053, "prebate": null, "genuine": null, "daysLeft": null, "daysLeftLastUpdated":

null } { "serialNumber": "SUPPLYSERIALl", "currentLevel": 50, "color": "none",
"description": "Fuser", "maximumCapacity": 150000, "type": "Fuser", "capacityUnit": "Sides",
"percentRemaining": null, "supplyState": "UNKNOWN", "status": "Intermediate", "coverage":
null, "installDate": null, "coverageLifetime": null, "coverageLastJob": null,
"sidesOnSupply": null, "timestamp": 1621674025055, "prebate": null, "genuine": null,
"daysLeft": null, "daysLeftLastUpdated": null }, { "serialNumber": "SUPPLYSERIAL2", "color":
"Yellow", "description": "Yellow Cartridge", "maximumCapacity": 20000, "type": "Toner",
"capacityUnit": "Sides", "percentRemaining": null, "supplyState": "UNKNOWN", "status":

"Low", "coverage": 0.028, "installDate": 1568701948000, "coverageLifetime": 6.198895,
"coverageLastJob": 15, "sidesOnSupply": 31355, "timestamp": 1621674025056, "prebate": true,
"genuine": null, "daysLeft": null, "daysLeftLastUpdated": null }, { "serialNumber":

"SUPPLYSERIAL3", "currentLevel": 100, "color": "none", "description": "Transfer Module",
"maximumCapacity": 200000, "type": "Other", "capacityUnit": "Other", "percentRemaining":
null, "supplyState": "UNKNOWN", "status": "Ok", "coverage": null, "installDate": null,
"coverageLifetime": null, "coverageLastJob": null, "sidesOnSupply": null, "timestamp":
1621674025057, "prebate": null, "genuine": null, "daysLeft": null, "daysLeftLastUpdated":
null }, { "serialNumber": "SUPPLYSERIAL4", "currentLevel": 80, "color": "Magenta",
"description": "Magenta Cartridge", "maximumCapacity": 6000, "type": "Toner",
"capacityUnit": "Sides", "percentRemaining": null, "supplyState": "AUTHENTIC", "status":
"Intermediate", "coverage": 2.872, "installDate": 1568701948000, "coverageLifetime":

4.0110497, "coverageLastJob": 11, "sidesOnSupply": 177, "timestamp": 1621674025073,
"prebate": true, "genuine": null, "daysLeft": null, "daysLeftLastUpdated": null },

{ "serialNumber": "SUPPLYSERIAL6", "currentLevel": 20, "color": "Cyan", "description": "Cyan
Cartridge", "maximumCapacity": 12000, "type": "Toner", "capacityUnit": "Sides",
"percentRemaining": null, "supplyState": "UNKNOWN", "status": "Intermediate", "coverage":

0.194, "installDate": 1568701948000, "coverageLifetime": 7.331492, "coverageLastJob": 21,
"sidesOnSupply": 4688, "prebate": true, "genuine": null, "daysLeft": null,
"daysLeftLastUpdated": null } ], "alerts": [] }, { "manufacturer": "Lexmark", "modelName":
"CX825", "serialNumber": "12345SERIALNUMBER", "accountId": "bf899e52-b026-46£f3-9715-
fe54b5dd7637", "name": null, "description": null, "dateCreated": 1568139300179,
"dateModified": 1617891557869, "lastCommunication": 1617891642361, "lastDataRefresh":
1627605287407, "communicating": false, "authenticated": true,

"baseFirmwareLastModifiedDate": null, "counters": null, "diagnosticEvents": [], "supplies":
[1, "alerts": [] } 1, "pageable": { "sort": { "sorted": false, "unsorted": true, "empty":
true }, "pageNumber": 0, "pageSize": 50, "offset": 0, "paged": true, "unpaged": false },
"totalElements": 2, "totalPages": 1, "last": false, "sort": { "sorted": false, "unsorted":
true, "empty": true }, "first": true, "numberOfElements": 50, "size": 50, "number": O,

"empty": false } "timestamp": 1621674025075,
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{ "type": "object", "properties": { "content": { "type": "array", "items": { "type":
"object", "properties": { "manufacturer": { "type": "string" }, "modelName": { "type":
"string" }, "serialNumber": { "type": "string" }, "accountId": { "type": "string" }, "name":
{ "type": ["null", "string"] }, "description": { "type": ["null", "string"] },
"dateCreated": { "type": "number" }, "dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] }, "lastDataRefresh": { "type":

"number" }, "communicating": { "type": ["null", "boolean"] }, "authenticated": { "type":
["null", "boolean"] }, "baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": "null" }, "diagnosticEvents": { "type": "array", "items": { "type":
"object", "properties": { "dateCreated": { "type": "number" }, "alert": { "type": ["null",
"string"] }, "alertDttm": { "type": ["null", "number"] }, "alertId": { "type": ["null",
"string"] }, "alertType": { "type": ["null", "string"] }, "collectorId": { "type": ["null",
"string"] }, "errorCode": { "type": ["null", "string"] }, "errorReason": { "type": ["null",
"string"] }, "errorType": { "type": ["null", "string"] }, "expirationDttm": { "type":
"number" }, "hostname": { "type": ["null", "string"] }, "ipAddress": { "type": ["null",
"string"] }, "lpc": { "type": ["null", "number"] }, "model": { "type": ["null", "string"] 1},
"serialNumber": { "type": ["null", "string"] } } } }, "supplies": { "type": "array",
"maxItems": 0 }, "alerts": { "type": "array", "maxItems": 0 } } }, "minItems": 0 },
"pageable": { "type": "object", "properties": { "sort": { "type": "object", "properties":

{ "sorted": { "type": "boolean" }, "unsorted": { "type": "boolean" }, "empty": { "type":
"boolean" } } }, "pageNumber": { "type": "integer" }, "pageSize": { "type": "integer" },
"offset": { "type": "integer" }, "paged": { "type": "boolean" }, "unpaged": { "type":
"boolean" } } }, "totalElements": { "type": "integer" }, "totalPages": { "type":

"integer" }, "last": { "type": "boolean" }, "sort": { "type": "object", "properties":

{ "sorted": { "type": "boolean" }, "unsorted": { "type": "boolean" }, "empty": { "type":
"boolean" } } }, "first": { "type": "boolean" }, "numberOfElements": { "type": "integer" },
"size": { "type": "integer" }, "number": { "type": "integer" }, "empty": { "type":
"boolean" } } }

Sample response

{ "content": [ { "manufacturer": "Lexmark", "modelName": "X792e", "serialNumber":
"123SERIALNUMBER", "accountId": "bf899e52-b026-46£f3-9715-fe54b5dd7637", "name": null,
"description": null, "dateCreated": 1568139701472, "dateModified": 1621677697123,
"lastCommunication": 1621686886903, "lastDataRefresh": 1621677697129, "communicating":

false, "authenticated": true, "baseFirmwareLastModifiedDate": null, "counters": null,
"diagnosticEvents": [], "supplies": [], "alerts": [] }, { "manufacturer": "Lexmark",
"modelName": "CX825", "serialNumber": "12345SERIALNUMBER", "accountId": "bf899e52-

b026-46£3-9715-fe54b5dd7637", "name": null, "description": null, "dateCreated":
1568139300179, "dateModified": 1617891557869, "lastCommunication": 1617891642361,
"lastDataRefresh": 1627605287407, "communicating": false, "authenticated": true,

"baseFirmwareLastModifiedDate": null, "counters": null, "diagnosticEvents":

[ { "dateCreated": 1639077580134, "alert": "202.03 PAPER JAM: repeated 25 time(s) in 500
pages", "alertDttm": 1639077580134, "alertId": "61b25b2cc036774096bbef91", "alertType":
"Prescriptive", "collectorId": "CBRO1l", "errorCode": "202.03", "errorReason": "HC_REP",
"errorType": "%202.03%", "expirationDttm": 1313123, "hostname": "10.99.0.60", "ipAddress":
"10.99.0.60", "lpc": 505535, "model": "LEXMARK CX825", "serialNumber":

"12345SERIALNUMBER" }, { "dateCreated": 163907758999, "alert": "Other alert", "alertDttm":
163907758999, "alertId": "61b25b2cc036774096bbef99", "alertType": "Prescriptive",
"collectorId": "CBRO1l", "errorCode": "202.03", "errorReason": "HC_REP", "errorType":
"%202.03%", "expirationDttm": 1313123, "hostname": "10.99.0.60", "ipAddress": "10.99.0.60",
"lpc": 505535, "model": "LEXMARK CX825", "serialNumber": "12345SERIALNUMBER" } 1,
"supplies": [], "alerts": [] } 1, "pageable": { "sort": { " sorted": false, "unsorted":

true, "empty": true }, "pageNumber": 0, "pageSize": 50, "offset": 0, "paged": true,
"unpaged": false }, "totalElements": 2, "totalPages": 1, "last": false, "sort": { "sorted":
false, "unsorted": true, "empty": true }, "first": true, "numberOfElements": 50, "size": 50,
"number": 0, "empty": false }
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{ "type": "object", "properties": { "content": { "type": "array", "items": { "type":
"object", "properties": { "manufacturer": { "type": "string" }, "modelName": { "type":
"string" }, "serialNumber": { "type": "string" }, "accountId": { "type": "string" }, "name":
{ "type": ["null", "string"] }, "description": { "type": ["null", "string"] },
"dateCreated": { "type": "number" }, "dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] }, "lastDataRefresh": { "type":
"number" }, "communicating": { "type": ["null", "boolean"] }, "authenticated": { "type":
["null", "boolean"] }, "baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": "null" }, "diagnosticEvents": { "type": "array", "maxItems": 0 },
"supplies": { "type": "array", "maxItems": 0 }, "alerts": { "type": "array", "items":
{ "type": "object", "properties": { "status": { "type": ["null", "string"] }, "issue":
{ "type": ["null", "string"] } } } } } }, "minItems": 0 }, "pageable": { "type": "object",
"properties": { "sort": { "type": "object", "properties": { "sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" }, "empty": { "type": "boolean" } } }, "pageNumber":
{ "type": "integer" }, "pageSize": { "type": "integer" }, "offset": { "type": "integer" },
"paged": { "type": "boolean" }, "unpaged": { "type": "boolean" } } }, "totalElements":
{ "type": "integer" }, "totalPages": { "type": "integer" }, "last": { "type": "boolean" },
"sort": { "type": "object", "properties": { "sorted": { "type": "boolean" }, "unsorted":
{ "type": "boolean" }, "empty": { "type": "boolean" } } }, "first": { "type": "boolean" },
"numberOfElements": { "type": "integer" }, "size": { "type": "integer" }, "number":
{ "type": "integer" }, "empty": { "type": "boolean" } } }

Sample response

{ "content": [ { "manufacturer": "Lexmark", "modelName": "X792e", "serialNumber":
"123SERTALNUMBER", "accountId": "bf899e52-b026-46f3-9715-fe54b5dd7637", "name": null,
"description": null, "dateCreated": 1568139701472, "dateModified": 1621677697123,
"lastCommunication": 1621686886903, "lastDataRefresh": 1621677697129, "communicating":

false, "authenticated": true, "baseFirmwareLastModifiedDate": null, "counters": null,
"diagnosticEvents": [], "supplies": [], "alerts": [] }, { "manufacturer": "Lexmark",
"modelName": "CX825", "serialNumber": "12345SERIALNUMBER", "accountId": "bf899e52-

b026-46f3-9715-fe54b5dd7637", "name": null, "description": null, "dateCreated":
1568139300179, "dateModified": 1617891557869, "lastCommunication": 1617891642361,
"lastDataRefresh": 1627605287407, "communicating": false, "authenticated": true,

"baseFirmwareLastModifiedDate": null, "counters": null, "diagnosticEvents": [], "supplies":
[1, "alerts": [ { "status": "ERROR", "issue": "Remove paper from Standard Output Bin" },

{ "status": "ERROR", "issue": " [145.80A]" }, { "status": "WARNING", "issue": "Standard Bin
Full" } 1 } 1, "pageable": "sort": { "sorted": false, "unsorted": true, "empty": true 1},
"pageNumber": 0, "pageSize": 50, "offset": 0, "paged": true, "unpaged": false },
"totalElements": 2, "totalPages": 1, "last": false, "sort": { "sorted": false "unsorted":
true, "empty": true }, "first": true, "numberOfElements": 50, "size": 50, "number": O,

"empty": false }
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{ "type": "object", "properties": { "content": { "type": "array", "items": { "type":
"object", "properties": { "manufacturer": { "type": "string" }, "modelName": { "type":
"string" }, "serialNumber": { "type": "string" }, "accountId": { "type": "string" }, "name":
{ "type": ["null", "string"] }, "description": { "type": ["null", "string"] },
"dateCreated": { "type": "number" }, "dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] }, "lastDataRefresh": { "type":

"number" }, "communicating": { "type": ["null", "boolean"] }, "authenticated": { "type":
["null", "boolean"] }, "baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": ["null", "object"], "properties": { "lifetimeCount": { "type":
["null", "integer"] }, "lifetimeCountUnit": { "type": ["null", "string"] },
"colorPrintSideCount": { "type": ["null", "integer"] }, "colorPrintSheetCount": { "type":
["null", "integer"] }, "monoPrintSideCount": { "type": ["null", "integer"] 1},
"monoPrintSheetCount": { "type": ["null", "integer"] }, "printSideCount": { "type": ["null",
"integer"] }, "printSheetCount": { "type": ["null", "integer"] }, "colorCopySideCount":

{ "type": ["null", "integer"] }, "colorCopySheetCount": { "type": ["null", "integer"] },
"monoCopySideCount": { "type": ["null", "integer"] }, "monoCopySheetCount": { "type":
["null", "integer"] }, "copySideCount": { "type": ["null", "integer"] }, "copySheetCount":

{ "type": ["null", "integer"] }, "colorFaxSideCount": { "type": ["null", "integer"] 1},
"colorFaxSheetCount": { "type": ["null", "integer"] }, "monoFaxSideCount": { "type":
["null", "integer"] }, "monoFaxSheetCount": { "type": ["null", "integer"] }, "faxSideCount":
{ "type": ["null", "integer"] }, "faxSheetCount": { "type": ["null", "integer"] 1},
"colorSideCount": { "type": ["null", "integer"] }, "colorSheetCount": { "type": ["null",
"integer"] }, "monoSideCount": { "type": ["null", "integer"] }, "monoSheetCount": { "type":
["null", "integer"] }, "totalSideCount": { "type": ["null", "integer"] }, "totalSheetCount":
{ "type": ["null", "integer"] }, "colorLargeSideCount": { "type": ["null", "integer"] },
"monoLargeSideCount": { "type": ["null", "integer"] }, "largeSideCount": { "type": ["null",
"integer"] }, "largeSheetCount": { "type": ["null", "integer"] }, "duplexSideCount":

{ "type": ["null", "integer"] }, "duplexSheetCount": { "type": ["null", "integer"] },
"coverageTierBusinessSideCount": { "type": ["null", "integer"] 1},
"coverageTierBusinessSheetCount": { "type": ["null", "integer"] 1},
"coverageTierGraphicsSideCount": { "type": ["null", "integer"] 1},
"coverageTierGraphicsSheetCount": { "type": ["null", "integer"] 1},
"coverageTierHighlightSideCount": { "type": ["null", "integer"] 1},
"coverageTierHighlightSheetCount": { "type": ["null", "integer"] }, "paperCounts": { "type":
"array", "items": { "type": "object", "properties": { "paperSheetPickedCount": { "type":
["null", "integer"] }, "paperSheetSafeCount": { "type": ["null", "integer"] },
"paperSideColorPickedCount": { "type": ["null", "integer"] }, "paperSideColorSafeCount":

{ "type": ["null", "integer"] }, "paperSideMonoPickedCount": { "type": ["null",

"integer"] }, "paperSideMonoSafeCount": { "type": ["null", "integer"] }, "paperSize":

{ "type": ["null", "string"] }, "paperType": { "type": ["null", "string"] } } } 1},
"blankCopySideCount": { "type": ["null", "integer"] }, "adfScanCount": { "type": ["null",
"integer"] }, "flatbedScanCount": { "type": ["null", "integer"] 1},
"scanToLocalhostScanCount": { "type": ["null", "integer"] }, "copyScanCount": { "type":
["null", "integer"] }, "faxScanCount": { "type": ["null", "integer"] 1},
"simplexAdfScanCount": { "type": ["null", "integer"] }, "duplexAdfScanCount": { "type":
["null", "integer"] }, "monoScanCount": { "type": ["null", "integer"] }, "colorScanCount":

{ "type": ["null", "integer"] }, "totalScanCount": { "type": ["null", "integer"] 1},
"blankFaxSideCount": { "type": ["null", "integer"] } } }, "diagnosticEvents": { "type":
"array", "maxItems": 0 }, "supplies": { "type": "array", "maxItems": 0 }, "alerts":

{ "type": "array", "maxItems": 0 } } }, "minItems": 0 }, "pageable": { "type": "object",
"properties": { "sort": { "type": "object", "properties": { "sorted": { "type": "boolean" },
"unsorted": { "type": "boolean" }, "empty": { "type": "boolean" } } }, "pageNumber":

{ "type": "integer" }, "pageSize": { "type": "integer" }, "offset": { "type": "integer" 1},
"paged": { "type": "boolean" }, "unpaged": { "type": "boolean" } } }, "totalElements":

{ "type": "integer" }, "totalPages": { "type": "integer" }, "last": { "type": "boolean" },
"sort": { "type": "object", "properties": { "sorted": { "type": "boolean" }, "unsorted":

{ "type": "boolean" }, "empty": { "type": "boolean" } } }, "first": { "type": "boolean" },
"numberOfElements": { "type": "integer" }, "size": { "type": "integer" }, "number":

{ "type": "integer" }, "empty": { "type": "boolean" } } }
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Sample response

{ "content": [ { "manufacturer": "Lexmark", "modelName": "X792e", "serialNumber":
"123SERIALNUMBER", "accountId": "bf899e52-b026-46£f3-9715-fe54b5dd7637", "name": null,
"description": null, "dateCreated": 1568139701472, "dateModified": 1621677697123,
"lastCommunication": 1621686886903, "lastDataRefresh": 1621677697129, "communicating":
false, "authenticated": true, "baseFirmwareLastModifiedDate": null, "counters":

{ "lifetimeCount": 6436, "lifetimeCountUnit": "Sides", "colorPrintSideCount": 464,
"colorPrintSheetCount": null, "monoPrintSideCount": 2636, "monoPrintSheetCount": null,
"printSideCount": 3100, "printSheetCount": 3067, "colorCopySideCount": 175,
"colorCopySheetCount": null, "monoCopySideCount": 50, "monoCopySheetCount": null,
"copySideCount": 225, "copySheetCount": 217, "colorFaxSideCount": 99, "colorFaxSheetCount":
null, "monoFaxSideCount": 2994, "monoFaxSheetCount": null, "faxSideCount": 3093,
"faxSheetCount": 3093, "colorSideCount": 738, "colorSheetCount": null, "monoSideCount":
5680, "monoSheetCount": null, "totalSideCount": 6418, "totalSheetCount": 6377,
"colorLargeSideCount": null, "monoLargeSideCount": null, "largeSideCount": null,
"largeSheetCount": null, "duplexSideCount": null, "duplexSheetCount": 41,
"coverageTierBusinessSideCount": null, "coverageTierBusinessSheetCount": null,
"coverageTierGraphicsSideCount": null, "coverageTierGraphicsSheetCount": null,
"coverageTierHighlightSideCount": null, "coverageTierHighlightSheetCount": null,
"paperCounts": [ { "paperSheetPickedCount": null, "paperSheetSafeCount": 5370,
"paperSideColorPickedCount": 586, "paperSideColorSafeCount": 700,

"paperSideMonoPickedCount": 2377, "paperSideMonoSafeCount": 4711, "paperSize": "Letter",
"paperType": "Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 3,
"paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 1,
"paperSideMonoSafeCount": 3, "paperSize": "Letter", "paperType": "Custom Type 2" },

{ "paperSheetPickedCount": null, "paperSheetSafeCount": 23, "paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 23,

"paperSize": "Oficio", "paperType": "Plain" }, { "paperSheetPickedCount": null,
"paperSheetSafeCount": 24, "paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 24, "paperSize": "Legal",
"paperType": "Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 110,
"paperSideColorPickedCount": 0, "paperSideColorSafeCount": 7, "paperSideMonoPickedCount": 0,
"paperSideMonoSafeCount": 103, "paperSize": "Executive", "paperType": "Plain" },

{ "paperSheetPickedCount": null, "paperSheetSafeCount": 56, "paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 56,
"paperSize": "Folio", "paperType": "Plain" }, { "paperSheetPickedCount": null,
"paperSheetSafeCount": 52, "paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 52, "paperSize": "JIS B5",
"paperType": "Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 685,
"paperSideColorPickedCount": 3, "paperSideColorSafeCount": 30, "paperSideMonoPickedCount":
178, "paperSideMonoSafeCount": 655, "paperSize": "A4", "paperType": "Plain" },

{ "paperSheetPickedCount": null, "paperSheetSafeCount": 45, "paperSideColorPickedCount": O,
"paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 45,

"paperSize": "A5", "paperType": "Plain" }, { "paperSheetPickedCount": null,
"paperSheetSafeCount": 4, "paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 4, "paperSize": "A6", "paperType":

"Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 1,
"paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 0,
"paperSideMonoSafeCount": 1, "paperSize": "A4", "paperType": "Custom Type 2" },

{ "paperSheetPickedCount": null, "paperSheetSafeCount": 4, "paperSideColorPickedCount": 1,
"paperSideColorSafeCount": 1, "paperSideMonoPickedCount": 3, "paperSideMonoSafeCount": 3,
"paperSize": "Letter", "paperType": "Transparancy" } ], "blankCopySideCount": 1,
"adfScanCount": 377, "flatbedScanCount": 722, "scanToLocalhostScanCount": null,
"copyScanCount": 101, "faxScanCount": 815, "simplexAdfScanCount": null,

"duplexAdfScanCount": null, "monoScanCount": null, "colorScanCount": null, "totalScanCount":
1099, "blankFaxSideCount": 0 }, "diagnosticEvents": [], "supplies": [], "alerts": [] },
{ "manufacturer": "Lexmark", "modelName": "CX825", "serialNumber": "12345SERIALNUMBER",
"accountId": "bf899e52-b026-46f3-9715-fe54b5dd7637", "name": null, "description": null,

"dateCreated": 1568139300179, "dateModified": 1617891557869, "lastCommunication":
1617891642361, "lastDataRefresh": 1627605287407, "communicating": false, "authenticated":
true, "baseFirmwareLastModifiedDate": null, "counters": { "lifetimeCount": 30932,
"lifetimeCountUnit": "Sides", "colorPrintSideCount": 27268, "colorPrintSheetCount": null,
"monoPrintSideCount": 3196, "monoPrintSheetCount": null, "printSideCount": 30464,
"printSheetCount": 28872, "colorCopySideCount": 447, "colorCopySheetCount": null,
"monoCopySideCount": 2, "monoCopySheetCount": null, "copySideCount": 449, "copySheetCount":

284, "colorFaxSideCount": 0, "colorFaxSheetCount": null, "monoFaxSideCount": O,
"monoFaxSheetCount": null, "faxSideCount": 0, "faxSheetCount": 0, "colorSideCount": 27715,
"colorSheetCount": null, "monoSideCount": 3198, "monoSheetCount": null, "totalSideCount":

30914, "totalSheetCount": 29156, "colorLargeSideCount": null, "monoLargeSideCount": null,
"largeSideCount": null, "largeSheetCount": null, "duplexSideCount": null,
"duplexSheetCount": 1758, "coverageTierBusinessSideCount": 11373,
"coverageTierBusinessSheetCount": null, "coverageTierGraphicsSideCount": 5013,
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"coverageTierGraphicsSheetCount": null, "coverageTierHighlightSideCount": 11327,

"coverageTierHighlightSheetCount": null, "paperCounts": [], "blankCopySideCount": null,
"adfScanCount": null, "flatbedScanCount": null, "scanToLocalhostScanCount": null,
"copyScanCount": null, "faxScanCount": null, "simplexAdfScanCount": null,
"duplexAdfScanCount": null, "monoScanCount": null, "colorScanCount": null, "totalScanCount":
null, "blankFaxSideCount": null }, "diagnosticEvents": [], "supplies": [], "alerts": [] } 1,

"pageable": { "sort": { "sorted": false, "unsorted": true, "empty": true }, "pageNumber": 0,
"pageSize": 50, "offset": 0, "paged": true, "unpaged": false }, "totalElements": 2,
"totalPages": 1, "last": false, "sort": { "sorted": false, "unsorted": true, "empty":

true }, "first": true, "numberOfElements": 50, "size": 50, "number": 0, "empty": false }
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o
WR: U0 APLRPIFTAA 57 BT A Bt 8L APLA — Ak S8, TR mIEAN 24105 1) A 5

i [l

{ "type": "object", "properties": { "content": { "type": "array", "items": { "type":
"object", "properties": { "manufacturer": { "type": "string" }, "modelName": { "type":
"string" }, "serialNumber": { "type": "string" }, "accountId": { "type": "string" }, "name":
{ "type": ["null", "string"] }, "description": { "type": ["null", "string"] },
"dateCreated": { "type": "number" }, "dateModified": { "type": "number" },
"lastCommunication": { "type": ["null", "number"] }, "lastDataRefresh": { "type":

"number" }, "communicating": { "type": ["null", "boolean"] }, "authenticated": { "type":
["null", "boolean"] }, "baseFirmwareLastModifiedDate": { "type": ["null", "number"] },
"counters": { "type": ["null", "object"], "properties": { "lifetimeCount": { "type":
["null", "integer"] }, "lifetimeCountUnit": { "type": ["null", "string"] },
"colorPrintSideCount": { "type": ["null", "integer"] }, "colorPrintSheetCount": { "type":
["null", "integer"] }, "monoPrintSideCount": { "type": ["null", "integer"] 1},
"monoPrintSheetCount": { "type": ["null", "integer"] }, "printSideCount": { "type": ["null",
"integer"] }, "printSheetCount": { "type": ["null", "integer"] }, "colorCopySideCount":

{ "type": ["null", "integer"] }, "colorCopySheetCount": { "type": ["null", "integer"] 1},
"monoCopySideCount": { "type": ["null", "integer"] }, "monoCopySheetCount": { "type":
["null", "integer"] }, "copySideCount": { "type": ["null", "integer"] }, "copySheetCount":

{ "type": ["null", "integer"] }, "colorFaxSideCount": { "type": ["null", "integer"] 1},
"colorFaxSheetCount": { "type": ["null", "integer"] }, "monoFaxSideCount": { "type":
["null", "integer"] }, "monoFaxSheetCount": { "type": ["null", "integer"] }, "faxSideCount":
{ "type": ["null", "integer"] }, "faxSheetCount": { "type": ["null", "integer"] 1},
"colorSideCount": { "type": ["null", "integer"] }, "colorSheetCount": { "type": ["null",
"integer"] }, "monoSideCount": { "type": ["null", "integer"] }, "monoSheetCount": { "type":
["null", "integer"] }, "totalSideCount": { "type": ["null", "integer"] }, "totalSheetCount":
{ "type": ["null", "integer"] }, "colorLargeSideCount": { "type": ["null", "integer"] },
"monoLargeSideCount": { "type": ["null", "integer"] }, "largeSideCount": { "type": ["null",
"integer"] }, "largeSheetCount": { "type": ["null", "integer"] }, "duplexSideCount":

{ "type": ["null", "integer"] }, "duplexSheetCount": { "type": ["null", "integer"] },
"coverageTierBusinessSideCount": { "type": ["null", "integer"] 1},
"coverageTierBusinessSheetCount": { "type": ["null", "integer"] 1},
"coverageTierGraphicsSideCount": { "type": ["null", "integer"] 1},
"coverageTierGraphicsSheetCount": { "type": ["null", "integer"] 1},

"coverageTierHighlightSideCount": { "type": ["null", "integer"] 1},
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"coverageTierHighlightSheetCount": { "type": ["null", "integer"] }, "paperCounts": { "type":
"array", "items": { "type": "object", "properties": { "paperSheetPickedCount": { "type":
["null", "integer"] }, "paperSheetSafeCount": { "type": ["null", "integer"] },
"paperSideColorPickedCount": { "type": ["null", "integer"] }, "paperSideColorSafeCount":

{ "type": ["null", "integer"] }, "paperSideMonoPickedCount": { "type": ["null",

"integer"] }, "paperSideMonoSafeCount": { "type": ["null", "integer"] }, "paperSize":

{ "type": ["null", "string"] }, "paperType": { "type": ["null", "string"] } } } 1},
"blankCopySideCount": { "type": ["null", "integer"] }, "adfScanCount": { "type": ["null",
"integer"] }, "flatbedScanCount": { "type": ["null", "integer"] 1},
"scanToLocalhostScanCount": { "type": ["null", "integer"] }, "copyScanCount": { "type":
["'null", "integer"] }, "faxScanCount": { "type": ["null", "integer"] 1},
"simplexAdfScanCount": { "type": ["null", "integer"] }, "duplexAdfScanCount": { "type":
["null", "integer"] }, "monoScanCount": { "type": ["null", "integer"] }, "colorScanCount":
{ "type": ["null", "integer"] }, "totalScanCount": { "type": ["null", "integer"] 1},
"blankFaxSideCount": { "type": ["null", "integer"] } } }, "diagnosticEvents": { "type":
"array", "items": { "type": "object", "properties": { "dateCreated": { "type": "number" },
"alert": { "type": ["null", "string"] }, "alertDttm": { "type": ["null", "number"] }
"alertId": { "type": ["null", "string"] }, "alertType": { "type": ["null", "string"] 1},
"collectorId": { "type": ["null", "string"] }, "errorCode": { "type": ["null", "string"] },
"errorReason": { "type": ["null", "string"] }, "errorType": { "type": ["null", "string"] },
"expirationDttm": { "type": "number" }, "hostname": { "type": ["null", "string"] },
"ipAddress": { "type": ["null", "string"] }, "lpc": { "type": ["null", "number"] }, "model":
{ "type": ["null", "string"] }, "serialNumber": { "type": ["null", "string"] } } } },
"supplies": { "type": "array", "items": { "type": "object", "properties": { "serialNumber":
{ "type": ["null", "string"] }, "currentLevel": { "type": ["null", "integer"] }, "color":

{ "type": ["null", "string"] }, "description": { "type": ["null", "string"] },
"maximumCapacity": { "type": ["null", "number"] }, "type": { "type": ["null", "string"] },
"capacityUnit": { "type": ["null", "string"] }, "percentRemaining": { "type": ["null",
"integer"] }, "supplyState": { "type": ["null", "string"] }, "status": { "type": ["null",
"string"] }, "coverage": { "type": ["null", "number"] }, "installDate": { "type": ["null",
"number"] }, "coverageLifetime": { "type": ["null", "number"] }, "coverageLastJob":

{ "type": ["null", "number"] }, "sidesOnSupply": { "type": ["null", "number"] },
"timestamp": { "type": ["null", "number"] }, "prebate": { "type": ["null", "boolean"] 1},
"genuine": { "type": ["null", "boolean"] }, "daysLeft": { "type": ["null", "number"] },
"daysLeftLastUpdated": { "type": ["null", "number"] } } } }, "alerts": { "type": "array",
"items": { "type": "object", "properties": { "status": { "type": ["null", "string"] },
"igsue": { "type": ["null", "string"]l } } } } } }, "minItems": 0 }, "pageable": { "type":
"object", "properties": { "sort": { "type": "object", "properties": { "sorted": { "type":
"boolean" }, "unsorted": { "type": "boolean" }, "empty": { "type": "boolean" } } },
"pageNumber": { "type": "integer" }, "pageSize": { "type": "integer" }, "offset": { "type":
"integer" }, "paged": { "type": "boolean" }, "unpaged": { "type": "boolean" } } 1},
"totalElements": { "type": "integer" }, "totalPages": { "type": "integer" }, "last":

{ "type": "boolean" }, "sort": { "type": "object", "properties": { "sorted": { "type":
"boolean" }, "unsorted": { "type": "boolean" }, "empty": { "type": "boolean" } } }, "first":
{ "type": "boolean" }, "numberOfElements": { "type": "integer" }, "size": { "type":
"integer" }, "number": { "type": "integer" }, "empty": { "type": "boolean" } } }

Sample response

{ "content": [ { "manufacturer": "Lexmark", "modelName": "X792e", "serialNumber":
"123SERIALNUMBER", "accountId": "bf899e52-b026-46£f3-9715-fe54b5dd7637", "name": null,
"description": null, "dateCreated": 1568139701472, "dateModified": 1621677697123,
"lastCommunication": 1621686886903, "lastDataRefresh": 1621677697129, "communicating":
false, "authenticated": true, "baseFirmwareLastModifiedDate": null, "counters":

{ "lifetimeCount": 6436, "lifetimeCountUnit": "Sides", "colorPrintSideCount": 464,
"colorPrintSheetCount": null, "monoPrintSideCount": 2636, "monoPrintSheetCount": null,
"printSideCount": 3100, "printSheetCount": 3067, "colorCopySideCount": 175,
"colorCopySheetCount": null, "monoCopySideCount": 50, "monoCopySheetCount": null,
"copySideCount": 225, "copySheetCount": 217, "colorFaxSideCount": 99, "colorFaxSheetCount":
null, "monoFaxSideCount": 2994, "monoFaxSheetCount": null, "faxSideCount": 3093,
"faxSheetCount": 3093, "colorSideCount": 738, "colorSheetCount": null, "monoSideCount":
5680, "monoSheetCount": null, "totalSideCount": 6418, "totalSheetCount": 6377,
"colorLargeSideCount": null, "monoLargeSideCount": null, "largeSideCount": null,
"largeSheetCount": null, "duplexSideCount": null, "duplexSheetCount": 41,
"coverageTierBusinessSideCount": null, "coverageTierBusinessSheetCount": null,
"coverageTierGraphicsSideCount": null, "coverageTierGraphicsSheetCount": null,
"coverageTierHighlightSideCount": null, "coverageTierHighlightSheetCount": null,
"paperCounts": [ { "paperSheetPickedCount": null, "paperSheetSafeCount": 5370,
"paperSideColorPickedCount": 586, "paperSideColorSafeCount": 700,
"paperSideMonoPickedCount": 2377, "paperSideMonoSafeCount": 4711, "paperSize": "Letter",
"paperType": "Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 3,
"paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 1,
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"paperSideMonoSafeCount": 3, "paperSize": "Letter", "paperType": "Custom Type 2" 1},
{ "paperSheetPickedCount": null, "paperSheetSafeCount": 23, "paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 23,

"paperSize": "Oficio", "paperType": "Plain" }, { "paperSheetPickedCount": null,
"paperSheetSafeCount": 24, "paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 24, "paperSize": "Legal",
"paperType": "Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 110,
"paperSideColorPickedCount": 0, "paperSideColorSafeCount": 7, "paperSideMonoPickedCount": 0,
"paperSideMonoSafeCount": 103, "paperSize": "Executive", "paperType": "Plain" },

{ "paperSheetPickedCount": null, "paperSheetSafeCount": 56, "paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 56,
"paperSize": "Folio", "paperType": "Plain" }, { "paperSheetPickedCount": null,
"paperSheetSafeCount": 52, "paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0,
"paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 52, "paperSize": "JIS B5",
"paperType": "Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 685,
"paperSideColorPickedCount": 3, "paperSideColorSafeCount": 30, "paperSideMonoPickedCount":
178, "paperSideMonoSafeCount": 655, "paperSize": "A4", "paperType": "Plain" },

{ "paperSheetPickedCount": null, "paperSheetSafeCount": 45, "paperSideColorPickedCount": 0,
"paperSideColorSafeCount": 0, "paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 45,

"paperSize": "A5", "paperType": "Plain" }, { "paperSheetPickedCount": null,
"paperSheetSafeCount": 4, "paperSideColorPickedCount": 0, "paperSideColorSafeCount": O,
"paperSideMonoPickedCount": 0, "paperSideMonoSafeCount": 4, "paperSize": "A6", "paperType":

"Plain" }, { "paperSheetPickedCount": null, "paperSheetSafeCount": 1,
"paperSideColorPickedCount": 0, "paperSideColorSafeCount": 0, "paperSideMonoPickedCount": O,
"paperSideMonoSafeCount": 1, "paperSize": "A4", "paperType": "Custom Type 2" 1},

{ "paperSheetPickedCount": null, "paperSheetSafeCount": 4, "paperSideColorPickedCount": 1,
"paperSideColorSafeCount": 1, "paperSideMonoPickedCount": 3, "paperSideMonoSafeCount": 3,
"paperSize": "Letter", "paperType": "Transparancy" } ], "blankCopySideCount": 1,
"adfScanCount": 377, "flatbedScanCount": 722, "scanToLocalhostScanCount": null,
"copyScanCount": 101, "faxScanCount": 815, "simplexAdfScanCount": null,

"duplexAdfScanCount": null, "monoScanCount": null, "colorScanCount": null, "totalScanCount":
1099, "blankFaxSideCount": 0 }, "diagnosticEvents": [ { "dateCreated": 1639077580134,
"alert": "202.03 PAPER JAM: repeated 25 time(s) in 500 pages", "alertDttm": 1639077580134,
"alertId": "61b25b2cc036774096bbef91l", "alertType": "Prescriptive", "collectorId": "CBRO1l",
"errorCode": "202.03", "errorReason": "HC_REP", "errorType": "%202.03%", "expirationDttm":
1313123, "hostname": "10.99.0.60", "ipAddress": "10.99.0.60", "lpc": 505535, "model":
"LEXMARK CX825", "serialNumber": "12345SERIALNUMBER" } ], "supplies": [ { "serialNumber":
"SUPPLY123", "currentLevel": 50, "color": "none", "description": "Fuser", "maximumCapacity":
150000, "type": "Fuser", "capacityUnit": "Sides", "percentRemaining": null, "supplyState":
"UNKNOWN", "status": "Intermediate", "coverage": null, "installDate": null,
"coverageLifetime": null, "coverageLastJob": null, "sidesOnSupply": null, "timestamp":
1621674025055, "prebate": null, "genuine": null, "daysLeft": null, "daysLeftLastUpdated":
null } 1, "alerts": []1 }, { "manufacturer": "Lexmark", "modelName": "X792e", "serialNumber":

"123SERIALNUMBER", "accountId": "bf899e52-b026-46£f3-9715-fe54b5dd7637", "name": null,
"description": null, "dateCreated": 1568139701472, "dateModified": 1621677697123,
"lastCommunication": 1621686886903, "lastDataRefresh": 1621677697129, "communicating":
false, "authenticated": true, "baseFirmwareLastModifiedDate": 1621686886903, "counters":

{ "lifetimeCount": null, "lifetimeCountUnit": null, "colorPrintSideCount": 104,
"colorPrintSheetCount": null, "monoPrintSideCount": 201, "monoPrintSheetCount": null,
"printSideCount": 305, "printSheetCount": 305, "colorCopySideCount": 77,
"colorCopySheetCount": null, "monoCopySideCount": 0, "monoCopySheetCount": null,
"copySideCount": 77, "copySheetCount": null, "colorFaxSideCount": 0, "colorFaxSheetCount":
null, "monoFaxSideCount": 0, "monoFaxSheetCount": null, "faxSideCount": 0, "faxSheetCount":
null, "colorSideCount": 181, "colorSheetCount": null, "monoSideCount": 201,
"monoSheetCount": null, "totalSideCount": 382, "totalSheetCount": null,
"colorLargeSideCount": 0, "monoLargeSideCount": 0, "largeSideCount": 0, "largeSheetCount":
null, "duplexSideCount": 0, "duplexSheetCount": null, "coverageTierBusinessSideCount": null,
"coverageTierBusinessSheetCount": null, "coverageTierGraphicsSideCount": null,
"coverageTierGraphicsSheetCount": null, "coverageTierHighlightSideCount": null,
"coverageTierHighlightSheetCount": null, "paperCounts": [], "blankCopySideCount": null,
"adfScanCount": null, "flatbedScanCount": null, "scanToLocalhostScanCount": null,
"copyScanCount": null, "faxScanCount": null, "simplexAdfScanCount": null,
"duplexAdfScanCount": null, "monoScanCount": null, "colorScanCount": null, "totalScanCount":
null, "blankFaxSideCount": null }, "diagnosticEvents": [], "supplies": [ { "serialNumber":
null, "currentLevel": 100, "color": "none", "description": "Waste Toner Bottle",
"maximumCapacity": 200000, "type": "Waste Toner", "capacityUnit": "Sides",
"percentRemaining": null, "supplyState": "UNKNOWN", "status": "Ok", "coverage": null,
"installDate": null, "coverageLifetime": null, "coverageLastJob": null, "sidesOnSupply":
null, "timestamp": 1621674025052, "prebate": null, "genuine": null, "daysLeft": null,
"daysLeftLastUpdated": null }, { "serialNumber": null, "currentLevel": 100, "color": "none",
"description": "Separator Roll and Pick Assembly", "maximumCapacity": 120000, "type":
"Other", "capacityUnit": "Other", "percentRemaining": null, "supplyState": "UNKNOWN",
"status": "Ok", "coverage": null, "installDate": null, "coverageLifetime": null,
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"coverageLastJob": null, "sidesOnSupply": null, "timestamp": 1621674025053, "prebate": null,
"genuine": null, "daysLeft": null, "daysLeftLastUpdated": null }, { "serialNumber":

"SUPPLY1", "currentLevel": 50, "color": "none", "description": "Fuser", "maximumCapacity":
150000, "type": "Fuser", "capacityUnit": "Sides", "percentRemaining": null, "supplyState":
"UNKNOWN", "status": "Intermediate", "coverage": null, "installDate": null,

"coverageLifetime": null, "coverageLastJob": null, "sidesOnSupply": null, "timestamp":
1621674025055, "prebate": null, "genuine": null, "daysLeft": null, "daysLeftLastUpdated":

null }, { "serialNumber": "SUPPLY2", "currentLevel": 5, "color": "Yellow", "description":
"Yellow Cartridge", "maximumCapacity": 20000, "type": "Toner", "capacityUnit": "Sides",
"percentRemaining": null, "supplyState": "UNKNOWN", "status": "Low", "coverage": 0.028,

"installDate": 1568701948000, "coverageLifetime": 6.198895, "coverageLastJob": 15,
"sidesOnSupply": 31355, "timestamp": 1621674025056, "prebate": true, "genuine": null,
"daysLeft": null, "daysLeftLastUpdated": null }, { "serialNumber": "SUPPLY3",
"currentLevel": 100, "color": "none", "description": "Transfer Module", "maximumCapacity":
200000, "type": "Other", "capacityUnit": "Other", "percentRemaining": null, "supplyState":
"UNKNOWN", "status": "Ok", "coverage": null, "installDate": null, "coverageLifetime": null,
"coverageLastJob": null, "sidesOnSupply": null, "timestamp": 1621674025057, "prebate": null,
"genuine": null, "daysLeft": null, "daysLeftLastUpdated": null }, { "serialNumber":

"SUPPLY4", "currentLevel": 80 "color": "Magenta", "description": "Magenta Cartridge",
"maximumCapacity": 6000, "type": "Toner", "capacityUnit": "Sides", "percentRemaining": null,
"supplyState": "AUTHENTIC", "status": "Intermediate", "coverage": 2.872, "installDate":
1568701948000, "timestamp": 1621674025073, "prebate": true, "genuine": null, "daysLeft":
null, "daysLeftLastUpdated": null }, { "serialNumber": "SUPPLY5", "currentLevel": 80,
"color": "Black", "description": "Black Cartridge", "maximumCapacity": 20000, "type":
"Toner", "capacityUnit": "Sides", "percentRemaining": null, "supplyState": "AUTHENTIC",
"status": "Intermediate", "coverage": 0.514, "installDate": 1568701948000,

"coverageLifetime": 6.0445027, "coverageLastJob": 74, "sidesOnSupply": 1957, "timestamp":
1621674025074, "prebate": true, "genuine": null, "daysLeft": null, "daysLeftLastUpdated":

null }, { "serialNumber": "SUPPLY6", "currentLevel": 20, "color": "Cyan", "description":
"Cyan Cartridge", "maximumCapacity": 12000, "type": "Toner", "capacityUnit": "Sides",
"percentRemaining": null, "supplyState": "UNKNOWN", "status": "Intermediate", "coverage":

0.194, "installDate": 1568701948000, "coverageLifetime": 7.331492, "coveragelLastJob": 21,
"sidesOnSupply": 4688, "timestamp": 1621674025075, "prebate": true, "genuine": null,

"daysLeft": null, "daysLeftLastUpdated": null } ], "alerts": [ { "status": "WARNING",
"issue": "Yellow cartridge low " }, { "status": "WARNING", "issue": "Tray 1 Low " } 1 } 1,
"pageable": { "sort": { "sorted": false, "unsorted": true, "empty": true }, "pageNumber": O,
"pageSize": 50, "offset": 0, "paged": true, "unpaged": false }, "totalElements": 2,
"totalPages": 1, "last": false, "sort": { "sorted": false, "unsorted": true, "empty":

true }, "first": true, "numberOfElements": 50, "size": 50, "number": 0, "empty": false }
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