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Fhe: FRAMEWORK. MONITOR f1 QUARTZ %4 % .
H# dbo BUR AL s Eedi 2 H P, AR AR dbo ZERBEE A BRI

®HE run-as FH

FEZ ], PTLARE MVE YR AR SUk 7 s Sl 7 ik - A7 7E24 run-as S84 71k 7 $ 47 MVE w7 LL
U a2, HAMARGKT AL, S i AT A BRI .

run-as I Pk run-as A R4

A Hi R G R o AR LR A BT U5 IR AR - LRI
— $MVE_INSTALL/tomcat/logs
— $MVE_INSTALL/tomcat/temp
— $MVE_INSTALL/tomcat/work
— $MVE_INSTALL/apps/library
— $MVE_INSTALL/apps/dm-mve/picture
— $MVE_INSTALL/../mve_truststore*
— $MVE_INSTALL/jre/lib/security/cacerts
— $MVE_INSTALL/apps/dm-mve/WEB-INF/Idap
— $MVE_INSTALL/apps/dm-mve/download
A SMVE_INSTALL & %% H %
e Windows #7#(: LOGON_AS_A_SERVICE
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run-as & Pk~ run-as AR5

BIEFEEEBBIAE | o 1] Microsoft SQL Server [£] Windows & {3 5:iF | SQL 5 43 5 4iF
e SQL HH il

mE EBE 2 H BT e B S |
W MVE 0554 run-as UH 20K, WI7ES MVE R4 280 R b g i

23 MVE

1 B PAT S PRI S AT R ) 42

2 DUEH R G 0s T SCrE, ARG TSR R LU i 3R T AR .
FE:

o BN It A g . T — ARG BEAR S, RIS A A D30, s B e A A A
— AN AR

o WIIEAE ] “Windows S IE” 4% 3] Microsoft SQL Server, HA1E 228 I AL AT IEBEAIE
5 2 34T MVE windows JIR %1 H 7 76 Microsoft SQL Server 246 A AR R (i 2 o F5 52 i &
W2 FRAMEWORK. MONITOR 1 QUARTZ #4E 1) dbowner ALFR .

TR~ S MVE

TN ZENREERE
e ik iz
--help W RGLIS K .
--version BoRPEE E.
--unattendedmodeui To MNAE SPARZC R F P A #Ri\: none
<unattendedmodeui> T
® none
® minimal
® minimalWithDialogs
--optionfile <optionfile> LAV IS A 2RI
--debuglevel <debuglevel> PR E BRI EE 200 . RN 2
T
0
L
* 2
* 3
* 4
--mode <mode> AR, 2RIN: win32
T
® win32
¢ unattended
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e ik iz
--debugtrace <debugtrace> PRS- 4 . 2RI :
--installer-language B E . #RIA: en
<installer-language> A

® en

® es

® de

* fr

® it

® pt_BR

® zh CN
--encryptionKey T s i A
<encryptionKey> 2RiA:
--prefix <prefix> & A 2ki\: C:\Program Files

--mveLexmark_runas
<mveLexmark_runas>

run-as H ik,

RiA: LOCAL_SYSTEM
FVF

* LOCAL_SYSTEM

* SPECIFIC_USER

--serviceRunAsUsername run-as H /" 4. M.
<serviceRunAsUsername> BRI
--serviceRunAsPassword run-as H ;&0 A,
<serviceRunAsPassword> BRIA:
--mveLexmark_database B PR AL, LN
<mveLexmark_database> U

¢ FIREBIRD

® SQL_SERVER
--firebirdUsername Firebird ¥ ZEH 1 4 o M.
<firebirdUsername> LI
--firebirdPassword Firebird #7415 N
<firebirdPassword> BRIA:
--firebirdFWDbName FRAMEWORK [¥] Firebird ¥ E4 | Bl ELFR:
<firebirdFWDbName> o 28\ : FRAMEWORK
--firebirdMNDbName MONITOR /] Firebird %3 7E 44 Fk o 2Rik: MONITOR
<firebirdMNDbName>
--firebirdQzDbName QUARTZ [#] Firebird 34 4 4 7% . #RIN: QUARTZ
<firebirdQzZDbName>
--databaseIPAddress Fym e P Mok EHL4 IP Huhkal EHL4
<databaseIPAddress> BRI
--databasePort s v 5 ity 15 :
<databasePort> LN
--instanceName SRR SE 44 FR s
<instanceName>

ERIA -
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e ik iz
--instanceIdentifier S #Xi\: databasePort
<instanceIdentifier> PN

¢ databasePort

® instanceName

--databaseUsername BaER T 4. H4:
<databaseUsername> RN
--databasePassword B B i
<databasePassword> ERIA
-- Microsoft SQL Server HiIF 512, LN
sqlServerAuthenticationMetho sqlServerDbAuthentication
a o St
::SIServerAuthent:|.cat:|.onMeth ® sglServerDbAuthentication
® sqglServerWindowsAuthentic
ation
--fWDbName <fWDbName> FRAMEWORK % FE 4 FR . B FE AR
2RiN: FRAMEWORK
--mNDbName <mNDbName> MONITOR [k 1 4 FK #AI\: MONITOR
--gZDbName <qZDbName> QUARTZ 18R E L FR . #X\: QUARTZ
--mveAdminUsername FHRHP 4. M4
<mveAdminUsername> ik: admin
--mveAdminPassword B D, BN
<mveAdminPassword> RN

AN Y A\

7 n) MVE

Tl MVE, 0 1T 75 225 011 O e 1 B S . 0 T LA 3 HA 8 3 74, 1 LDAP, Kerberos st
Atk rr. FELER, WSS 26 T EK “CRE Ui

1 3777 Web 3528, 4Rj54 N\ https://MVE_SERVER/mve/, 1.1 MVE SERVER /&34 MVE (1R 5% 2%
BB 1P Huhl,

2 QURTE, R RITAEY.
3 AT EIE.

4 iR,

ER:

o X, HATRESHE LR MBOANE B E . 2R, WS 21 BRI
o iR MVE Wi 30 708f, I 2xbk A shidg.
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N LRI
El‘l&hj [=]
1 37FF Web 3% 8%, SR54EN https://MVE_SERVER/mve/, .7 MVE_SERVER &L MVE [R5 e
K EHLA R 1P Hidk.

2 IR, HERZ AT

3 ENH A A, EREE

Fibre 3t

1 J7JF Web %%, SRJ5#EN https://MVE_SERVER/mve/, IL' MVE_SERVER JEFL4% MVE [f1fil 55 %%
M EHLA B 1P bk

2 WIRTE, HEZRTIE .

3 HANEIIEIE.

4 PabER.

5 fEUHMAT A, I 4, ARG R TR

6 A,
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Y N R P

F+2% %] MVE 4.1.2

LEIFETE R Z 1/, BT UL N E1E:

o K EEEE. MAHREFEAEMSE . T EZE R, ESE 22 T L) A RIE R B E” .
o INHLTREL, 1ERML B e XEHEE A FR.

R A X FRATE S, E5ETHRE) 2.0 oA, FETTZ0E) 3.3 JAS, RIGTHHRE] 4.0 A, HTHE] 4.1 x A
IS IER S FEAAE T3] MVE 2.0 I $147.

EEEEtE 3.3 %) 4.0 5] 4.1.x
TR TR R AT 1.6.X % 4.1.x
2.0 5| 4.1.x

1 2 B R AT N IR SO o AT T s B 2 3 J AN W] PR s 25 2R AU o I R R K, AT L
A58 P 26 43 SCAT A I R Py sk BT RS o

BE—ARERIARIR: TS MVE I, s R e R AR AR o ANBEIE J SIS T RSCAS QS PR 308k P 4547 o
HR: WHEZER, ESHE 22 7 RN “ &M Rud AW E” .

2 g AT RAT S R RS N A

3 LU B B B i AT RERE Y, SRR SO LR O WA T 4 A
TR

o STHEEI MVE 2.0 I, SMRLLTTELIOANE AT B BI5—AMT BB S —RLE . i,
SAETC, SLEL, RSKNIT EVAER WAL X792 $TEIBL, IS4 K80 2 b 2 9F 51 X792 1.
FERARA R T AR AR EN LI 0 . MVE ZEi GO, iAo ORI SR .
LR, HEME 14 GUEKN “R DA R A

o THRZIR, AV BT 2 R R

* 4 MVE J1405] 3.5 SUBRIMURI, 0 RALERNENFTERRE T Bk, i A
PSPPI, ISR AL 1ML PET . QUL FE S5 AL EAS 1 S0 I B 0 5 A
e,

B A T8 SR B R

ER: TR O AL RN T RE 2 R B . ISR IE A T I LD IR

20y B A N AR P A

FRAT T U 4 0 5 R 50 P

1 {%ik Firebird /IR 451 Markvision Enterprise JIk45 .
a s T IEE, ARG A services.msc.
b JH R brti% 7 Firebird Guardian - Defaultinstance, X5 fidif& 1k,
c FHRFrf s Markvision Enterprise, 2R J5 ik,
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2 %z Markvision Enterprise [ 30132 .
4. c:\Program Files\

3 A N R e A S AT

A N AR PR oA

R LR SO S B AN 2 AR

* Lexmark\mve_encryption.jceks

® Lexmark\mve_truststore.p12

® Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties

* | exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\encryption.properties

* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\platform.properties

* |exmark\Markvision Enterprise\apps\library

* | exmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties
* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\encryption.properties
* Lexmark\Markvision Enterprise\jre\lib\security\cacerts

® Lexmark\Markvision Enterprise\tomcat\confiserver.xml

VR WX eSO E % . A mve_encryption.jeceks U ISR BT, WITEIRKE LIS k%
S AFAE LB 22 R SO R G P R

AR B A
AT AT 454
FER: DU SO BRI A2 PR X ey B T i i) B0 P2 44 R o
o U Firebird HOHRIE, RKLL R SCHESE IS AN A TOTP IR . AR A (IS LA 5 2
i E K.
— Lexmark\Markvision Enterprise\firebird\security2.fdb
I R AT B € SCBHE FEAARR, 15 S8 LR ST
* Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties
¢ Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties
¢ Lexmark\Markvision Enterprise\apps\mve-data-service/WEB-INF\classes\application.yml
* | exmark\Markvision Enterprise\firebird\aliases.conf
— Lexmark\Markvision Enterprise\firebird\data\QUARTZ.FDB
— Lexmark\Markvision Enterprise\firebird\data\MONITOR.FDB
— Lexmark\Markvision Enterprise\firebird\data\FRAMEWORK.FDB
o W RIEAEH Microsoft SQL Server, iffld FRAMEWORK. MONITOR F1 QUARTZ (14171
MFHE LR, E 5% Microsoft SQL Server & H IR .
4 T3 535 Firebird k45 #1 Markvision Enterprise %5 .
a I T EE, ARG services.msc.
b R Frti% 4 Firebird Guardian - Defaultinstance, X5 i EH B,
c R4 s Markvision Enterprise, 2R )5 i EH B E).
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I J B B R0 N R ST
BE—ARERBIA: T MVE I, B0 B aT BE S cide o ANSEIE Ji A 56 T AR Bt P 5t 2 4 40
1 {%1E Markvision Enterprise Il%5.
M EZAE R, S 22 T ER) % Bodha AN R e SCfE” 195 1 00
2 W% 22 Markvision Enterprise 130413 .
4. c:\Program Files\
3 IS N R S
At AR AE A A DR P DR AT B SCA R 4 R 21 S A
* |exmark\mve_encryption.jceks
* |exmark\mve_truststore.p12
* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties
* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\encryption.properties
* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\platform.properties
* Lexmark\Markvision Enterprise\apps\library
* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties
* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\encryption.properties
* |Lexmark\Markvision Enterprise\jre\lib\security\cacerts
* | exmark\Markvision Enterprise\tomcat\conf\server.xmil

HE: FU BT MVE 223 AH m RCAS IR, S84 BE 25080 P 45 03 38 S A8 i) MVE 2223
4 & E g S
AT I T AT 45 A -
o UUREAL Firebird £fla 72, 1 AL A O i B A DR AT 1 BT SCA
FE: LR SO HTERA R B PR AL FR o I ud I3 i H T 1 0 25080 JE 44
Lexmark\Markvision Enterprise\firebird\security2.fdb
I A A B € CEHRPEAARR,  WIBLR SO gt -

¢ Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties

* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties

* Lexmark\Markvision Enterprise\apps\mve-data-service/WEB-INF\classes\application.yml
* | exmark\Markvision Enterprise\firebird\aliases.conf

Lexmark\Markvision Enterprise\firebird\data\QUARTZ.FDB

Lexmark\Markvision Enterprise\firebird\data\AMONITOR.FDB

Lexmark\Markvision Enterprise\firebird\data\FRAMEWORK.FDB

o A& H Microsoft SQL Server, i1 &% 1) Microsoft SQL Server &2 i1

5 ¥ )1%) Markvision Enterprise A% .
MFTEFLZEL, ESRH 22 TR “ & Bl FEANY IR SO (5 4 0.
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) Iy = N
e BN 7B RE
“Markvision Enterprise #%5 FHFE 7 fo VRS BB O A5 2228 9 1A) id & 1¥) Microsoft SQL Server &&, ik

ity BT 2 MVE. 256 FHREFPE SR VFRE SE B run-as F sk P AE3IE, Al . A2 A0t . 2R 7 BLATH
PG PAEE,  SIE ] LA R SE AR R o — M L R

1 30 22%: Markvision Enterprise #1303
4. c:\Program Files\
2 i3 Lexmark\Markvision Enterprise\ H 3% [f] mvepwdutility-windows.exe 3 1.
3 wRET, AEREHE > T2,
4 IR SLBERE LU AT R
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A} AYA ) A )

wE P UimE

Wk

MVE i85 a8 BEAS N2 MVE A 55 #s a3 A HIZE LDAP HiR 55 28 HHyE M FH ik o dnds 45 s N

MR AR, WSS 27 R AN o Ri A RAER] LDAP K T I E AR, S
%27 vy Bi) “JHH] LDAP RS EEIUE”

UL, A . MG AR, ES0H 26 [ ER “BEH 0 .

FERIERRE R, RGrakr s MVE g5 & srAF AR A BT 1O P AR IE. W2k MVE GRS e 6y, A4
ERZIRIUE LDAP 55 a8 HHIT o W RAE MVE g5 451 LDAP Jle g% ds Rl A7 A2 H] 7 44, WAEA] MVE
Hi 55 4 R R o

HEH P AT

MVE JH 7w A B S A s AN . MREE A, A AT BL RS

o BHE AV HIFPAT I AT RS . MATEAS AR, Wi SR icE R g v E. AR
A EERT ORI A R IR EAEE AT RS, T ANE R SIS I P 2R e A 4

o FTEIHL

— BRI E ST
BEEITEIHUIRAS
PATH .
(EEEIRIPS =

— PUEH . Bl T UL AT BT L
e LE

- FEACE, OIS AMGHECE ST,

— RESCIE R B

— MBI TRC E BT EIHL

— FiE — 2k ke A A B AT

— HRESCAFEIHTEIML.

— OB ATEIHLI fF .

— AETEIHLE B4 K

— FEATEINLEREAE K,
o HFEHRE

— R

— PECFAERHTEINL

— DA
* kG

- HBATEINURES .

— HOB R BT B L.

— BT EE R .

— PATHCERFTEINL,
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EE:

* MVE "Fi A rf AR FTHNUE R I, IR B R AL
o MFA RSB MEREZEL, WSME 27 s by A .

EHEH

1 A B, Q’
2 iR, R IAT T T A 4R

A A
a iiflg.
b WM 4. M ID R,
c EFESM,
HE: WHEZER, ESME26 JU LK “HRHP MO
d mhggAEr.

G 28 FH

a P4 D,
b AUEBH,

c HdRAEER.

e A P
a At AmB A
b gy, AJEHHIAME.

R (EES = UCF 2R R NG, Pk Sgiie . U “EBLey” HIRES BEUORTOE T ik .
RCEE MPREUE, KRGS S PR EZJJE%EJ?{%&&@

J2 Fl LDAP JiR45285603F

LDAP J&—Fiik TARMER . BV 5 ATy VMY, A TCPIP Eigty. &M T Ak H k& s
JE o

D IRE G e 22 A P AEAIE, 8T LMIEH] > 7] LDAP JiR 5525 R UE AT ™ 1D A g

YENSEIRZAT, LDAP 55 ds b A& 5 Bty P S O ARXT SRR 4. N BB 25 R, 22 26 T L
PR .

1 ki g AT B Q
2 i LDAP, SAJ5ik+¢/3 A THUER LDAP.
3 7 LDAP g4 EHLA BT, BEAPATIUER LDAP 25451 1P Hhhilsl 414 .
HE: WA MVE IS4 1 LDAP IR4s#5 2 S g il s, i se 4 A 184 (FQDN).
4 ARPERE NP, FRE RS AR S .
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5 EEINE L
* I
o TLS - — i ik s %MEJI%%‘*@EEE%FH&%%W%Fzﬂ“ﬁZIEﬂu.q 2 APl WIRIE RS T ILik I,
WILE ST 3B 5 23 1n) LDAP R4 2% %1% START_TLS 4. U545 Bl ki 11 389 #7241l fE, i
fFF Y E .
® SSL/TLS - — i A 8 I ke 501k i 45 3 AR 7 ity 2 (RIS (1) 2 Al e WS4 22 A LDAP 452 —
TFUR BT 22 4538, A k., Ik I0E 5 T 1 636 s HAD 224> LDAP it [ .

6 EPGR TR,

o TRl - MVE JIR%-%5 4 LDAP JIR454 25 it e i AEiE, CME{EH] LDAP k%54 ik T .
a A EHP 4.
b A EE, RGN,

* Kerberos - L& B, WHHAT AT HAE:
a A EHI 4.
b A EE, RGN,
c kR, RJENNESE krb5.conf XA,

* SPNEGO - ZE W&, HHITLL FE1E:
a BEANRS ERLK.
b HEEFEICHE, RGN A krb5.conf S
Cc AIRERESCMF, RN A Kerberos B .
RIS TR “fisn” Fl 2471 GSSAPI HhiiHLikl (SPNEGO)” LA HF “ 85" Uik

7 fEmRIEDR T, BUE LN

o WRE - EHFEALHLIR (DN). 7£ LDAP #IX RS 28 2 R rh,  BETT S AUE H P A s A4l

AR . #l0, de=mvetest, dc=com.
: TR DN B, RS DN AV de Al oo U1 ou BY en 4& 7 45 sSURITAL Y s R S

,'ﬁ, )”'Jfﬂ%)jﬁéﬂﬁi?ﬁ?qjﬁﬂ% ou i cn.

o FPHERE - LDAP #LIX R4S a8 H G S BT AE 0 s BE 1 A 1 H 1510 B FH 4 AR DN
T. #l, ou=people.

o FAPHERIMIES - M T/ LDAP #LIX %5 dsh ik P R 240, #lin, (uid={0}).

RVFR B FAM B ZRIE AR H

BRFUE FERPERTES TS, #A

W 44 (CN={0})
B4 (sAMAccountName={0})

M EE4H | (userPrincipalName={0})

RS (telephoneNumber={0})

Gk A4 | (] (sAMAccountName={0}) (CN={0}))
HERE: W ATMIBGUL (03, ECEVKA MVE HHEZ MVE il 541
o WERHFENZEMENTH - REMRH R ETHHTA

o HBRE - LDAP HIX RS A5 5 MVE Xt N P 4L s se S FHTo BT A 4
R DN F. fli, ou=group.




BCEM ViR 29

o AMWRMES - TS MVE M (x4 b B0 P iS5

R KA oy o1y Al WA T oy, W MVE #5482 LDAP 117 DN. WiEAEH T
{1}, W MVE ¥4 MVE H P38 5% 4.

o HAGRBEM - AL 4411) LDAP JEE. LDAP B HA e & OOtE a7 B4 2 1A L
fltn, LDAP J&@M en 584 FBAHCE . LDAP J& 1 commonname WL 21|44 Bt 1Y, %@
AR B R BRNME en.

o HWRAFENZMEBANTR - REWRALRE T IIHTA IR
8 7i LDAP 41 %| MVE ffi A7 rh, B S MVE i (A%t 1) LDAP 414475 .
HEE:
o THH R, WS 26 LI “HRA G .

o IEATLLK —A~ LDAP 441 Hi4h 24~ MVE fth. b n] IAEA (O Bo P N2/ LDAP 41, fifi ek
() /\lgmg/\éﬂ B, BN RAOAE admin Ml assets 41, iEAE H (A LDAP
7B T A admin|assets.

o WA B G A, i A Al MVE i th, EPRIX LS T BUR
9 P fREFENR.

‘23 LDAP JR4251F

PLE MVE IR %5 %5 A1 LDAP JIRk 45 %% 2 A1 37 N2 185, MVE (51T LDAP JiR45 8k 15 . f MVE ZE#)
24 MVE 5 LDAP %5 25 3E4T Sy BiE N, MVE 2%, 11 LDAP IRSS 55 4 01 25 R 45 78

1 Eﬁﬁﬁ‘ﬂiiﬁ%ﬁﬁao

2 i LDAP, RJANCE LDAP ¥E . W 2E L, 2 27 s K “Ji/] LDAP fR5SE5HAE" .
3 il ik LDAP.

4 AT LDAP I A4 MU RS, AR5 ST i il

5 WMEIEBMANNE, REkzE
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RILAT EIHL
s R BURC B S

A R IR & SO AE M R AR ATEINL, R e TN INEI R G H . BRI E SCHEH, AT LT —4#E DA
FEEHERR IP Mkl ak A= H14 513
o —IRUNIN—Ii
o ffiF] TXT 8% CSV {5 A
GO TT LU IR FT DL S [ S TR ATIC S o T 0 A0, ] s B 34T EDHL AT EP ML . NIRRT
VFAIUE. [T CA UETS.
1 EEPLEERS, PRI EH > G,
2 FEHHEB T, BN R DU E SO A4 PR RIRER, SRS AR N A

o MM - FRGEEAFFT EIHLIE I PR IR ]

o HIRIKE - ARG 2R ST ENHLIEAS IR EL

o HENEBERIMITEINL - Fr R PITEIHLS ASh B E 2R, IF AR BEE <37 IRE.
3 FEHuhEES A, AT ARk

btk

a AR HER.
b APk, EHLA. TR IP HhkiEH .

Addresses

Include - ‘ =] Import
Examples: 10.20.xx.xx, myprinter.domain.com, 2001:dbX:x:X:X:X:X:X,
2001:dbx::x:x

Search Address/Range

Address/Range Include/Exclude

10.195.%.X-10.195.X.XX.XXX Include

— AN — T A DA A X

® 10.195.10.1 (¥4 IPv4 il

* myprinter.example.com (FAEHL4)

® 10.195.10.3-10.195.10.255 (IPv4 $uhikysHD

® 10.195.*.* CHEEFH

® 10.195.10.1/22 (IPv4 JoZssk[ali ok CIDR £Ri%)

® 2001:db8:0:0:0:0:2:1 (5¢%% IPv6 Huht)

® 2001:db8::2:1 (JE4 IPv6 Hilih)

HEE: WARNFE—SFTEIHLIY IPv6 F1 IPv4 bk G i 1 AN ] 19 A IUBC SO, DUPKs S 7 5 i A B 1

bko flan, anSseAH 1Pve RILFTEINL, BES A IPv4 B OCORILFTERHL, TFTENPLA IR A o
IPv4 ik,
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c s,

FAHE
a PHRA.
b HEFEAE R IR L LG L FRER 1P Mkl

Import Addresses from File

-1

Include Addresses in Discovery

Include Addresses in Discovery

Exclude Addresses from Discovery

C WO AL M A SR IR SCAR A o BEAS MR T0A S5 R AT
TN SCAS A
10.195.10.1
myprinter.example.com
10.195.10.3-10.195.10.255
10.195.*%.%
10.195.10.1/22
2001:db8:0:0:0:0:2:1
2001:db8::2:1

d fHFEA

4 )\ SNMP &, P 1 8k 2¢ hiRAE, 3 iias, 2R 5 v U AR

ER: ZAH SNMP 3 AR ILTEIHL, TEAESTEINL “ AN Web lR458: 7 eI A MEts, AR5
HOF A ST EINL. WERTCIREE S e, WIHOH A DT BNl Wif 245 8, WS A L Web Jk % 7%

CEZALE D
5 AT, WEIASEUEA >, AEPEFTENHUAE A IS E Ty ik, AR A R A SR

HR: MR ARVFETE RIS FE T 5 22 AT BN LI o AR UL IE# ISR UEA R/ 2 44T BDFL LT
55, i, Fik%. AR SO 1 R .

6 W E, FEBCHCEFR S, RECE S ITEIHUR SR AT R ARG E RS R, S 69 T
L “EIERE” .

7 R AL B S R A B AT BB S
ERE: T ZHEEHIT R HE2E R, WS 109 T ER “ QI E”

BE R E A

1 M HTEIRL” S, i KRB E .
2 PAT MR ERAR
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9 78 T B S A

a WP AMELE I, ARUE i

b fLE B,

c Wl RAFR BRI TR E S -

IR E S
a EHE—AEEM, REHhE .
b MlEKE.
Cc NN IP Hutk, WIFFELAEE, iF
d R R E S R IE AT R E S

o P B S A

a P AEREARLE L

bl AR5

BATECE S

a Mt B ARLE

b HANET. M “1E57 SR AR,

IR RIFTEINL

ABC ]t 5 KME A w], s T 9 J= KAk

Z e 30 GULH) “Yshnisht” .

ZA TN T 30 GOBTHIFIRATEINL, 3 AidE 9 4

2T AN T Ny, GAZIURIX ST ENFLAS INE] MVE . TEDHLC 2RISR M, (HRBAMET
(1 1P Mkl

T EORY I 55 0 00 LA OB IT EDAL
194.
194.
194.
194.
194.

10.
10.
10.
10.
10.

e

1 WS84T EHLE S — AN A G &S AT

2 U35 AN 1P Mk

3 Al MR R E ST ENHLI AL E

4 rRIBCE SO A X L

5 RAFIFIZATICE SCIF.

6 N HRIFTENHLAN A o — AN R E S A

7 ATFHEEAT A (P bk, A% 10.194.% . %

55.
56.
55.
63.
63.

60
77
71
27
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Vi MVE I, “ATEIHLAIER " TORBRINAI S Sk H . %R BonfE MVE s Ini4T EnpLaER .
1 MATEILSE R, FEATEINLEIR .

2 PATEPHLIIZR T, SAAT N AR 3 A -
o SHRREFESTEINL, S HAT T I AR 5
— MR R IP Mk, NS RELEUTHS.

Search IP address, host name or| Q

il Views~ ¢

State Keyword
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
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— HHATENISIRAIE . W E2EE, HSE 40 5UER “ T EINIRIE” .

‘ Search IP address, host name or‘ Q ‘

il Views~ | C

Search

| i
State A

Mand Configuration

Mana

Event
Mang

Manaf Security

Mang

Manal Service Desk

Mand

Standard
Mand v
Mona‘

Managed

Managed

>

ER: WUREAERIERAE, AN R SALR ARG I ITEINL. L E (3L 888 A PR A
R WEREIEAT AT R, IR AM ORAF R T SR A 5 P o RN I8 52 [ 2L 08 20 19 2 A o
AP ik B EN LA o n] DU I JE AR R i /N 2 AT R 45 R VG
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— ML uESE

Printers~ Configuratio|

All Printers -

~ Keywords

[ INo keywords (4)

~ Subnets (1) Clear

157184.205* (4)
[10195.7% A3)
110194.29* M
[10195.0% 0]

_110195.6* 0}

~ Supply Status Severity (1) Clear

Unknown supply status 4
~ Printer Status Severity
| Unknown printer status ~ (4)

+ Configuration Conform... /-

» Model Names

Filters: 157184.205* (4) %

& Printer ~

4 total items
| IPAddress
[] 157184205135
| 157184.205186
| @157184.205.212
| 157184.205.250

= Configure ~

Unknown supply status (4) %

» Assign~ @ Security v

Model
Lexmark B2236dw

Contact Name

Lexmark CX922de
Lexmark CX725
Lexmark MX611dhe

- BT R, THEZER,

WSS 42 TR e RAERY .

Printers~

Configuratio

All Printers -

+~Key Run Saved Search ‘ i
[E Configurev = # Assign~ | @ Security ~
One |
~suff All Printers Model Contact Name
[]157 Managed (Changed) Printers D5135  Lexmark B2236dw
‘ Managed Printers D5186  Lexmark CX922de
|10:
. 5212 Lexmark CX725
0 Managed (Found) Printers
LJ10: D5250  Lexmark MX611dhe
[J10: Managed (Missing) Printers 50 Lo esa22de
o Managed (Normal) Printers 14 Lexmark MX811
New Printers 108 Lexmark X954
~ Sug |
29 Ls k MX431adi
Retired Printers | exmar adn
[ Jun B Lexmark MX721ade
Clsu Unmanaged Printers PO Lexmark MX321adn
C2lite b3 Lexmark MX711
~ Printer Status Severity (/oo
[“]unknown printer status ~ (10)
[ printer error Q)]

o BONATEINLEEATHEY, T ITEIHLA IR S AR AT b o T ETHURRE 1B 5 A 5 bR b A TR o
o WHAARITEHHNEZERE, RSN FChRBAES bl R 3 EAME b, AR5 A5 7 /e o )

PEE I
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HETHHER

BAECHAE EYER, TR OREATEINL LT T . W2 5 R, S0 53 i LI “HiIZITEINL” .
1 MATEINLSR R, BT EIRLE R
2 FAATEINLE 1P ik,
3 BFLMER:
o RE—HTEHLRE
o FEM—FEM EANE BRI FEM 1 H 4 L.
FRIR—FT EIHLIN AR U B
HR: W XAE BAE R TENPLAL S TR H .
o HIA—FTERHLAS IR RS HHW AHR H IR g 1) o A% H 3T
o [E T EDHLIE P AR ) o
o DIge—FTENHURE.
o AR /ANHTR P I T A
o BNIEIN—n] F LRI R 1
o HrHIETN— ] ARSI R E
* eSF NARRF—A KN E T ety “i N Ui 77 SHELL (eSF)” M HIFR T 1M B e
o FTEMNLG VA BT EVH LS MR e 1H
o FEHTEMER—A KT ENHLE S .
HE: MERMUELT “CF8E (D850 7 WSHATEWIRTH. WFHE2ZERE, ES M 40 1t
R PR T B i RS .
o FTENHURIE—7E /B s +1 ENHLIR T & 48 F 1 Ak
o FTEIHLEF—LU T 4T EDHLUE S I 8
- Bk
— HTTPS
— 802.1x
— IPSec

EE:

— BAE SO LT BT L S AT

= NEERE RN A RS TR B E Y], WURGERCE NI R B U P v
o WERBM—I ML T ENHLATHC E 1 B .
o JERNEIR—AERHG R IVFTEIHLE R .
o DAEKIFEMF— ML TTEIHLI ST

T H T BRI

MVE FevFfs 3 AR ol B i a] AT EnFLGS B
1 MATEIHLSE R, AT HIPLEIR .
2 g -GEEZ ETEHNL.
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3 HdHTEINL > FHBE.
R
o FHIMEE IR AE CSV L.
o T HEE AT ATUE N T MW EZ AR, WSHA 109 TUER AR .

BEALE

MLPRF R LE R 1 s AEFT ERHLAU R BT A5 S
1 MATEINLE R, it

2 PAT M AT AR

AL

a Mg,

b AL E— 4 Tk S LA

C MWHEFIMESY, {6511 3Eirh, HERFRIATESI.

View Columns
Select the information you want to view for each printer.

Column 1

IP Address

Host Name

System Name

Serial Number

eruncuee -

d WERERIZIER Y, JEITIN, PR B APRER, RIFHd >,

Possible columns Remaining columns
» Capabilities : > Color Capability
¥ Configuration Information
Configuration Name
Conformance State
» Dates
» Events
» Firmware
» Identification
» Input Options
» Options

¥ Printer Statistics

* DhfE— W ndT NN SRR e etk

o EPB—WIRITEINEB AN H I, WEARRA. BIHW. ST HM. BiS. B8, A3k
FEEZARES

o BLERE—R RBCEARIHTENUGE R, w2k, REAFAIRE.
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o ASIGR B, RS . R ORBURTERL I E RYeH .
o FE— R ELE B
o BRI, W PR
o FRR—GEAATERLIG B, P k. R AR,
o BINBEI— A AR, WEARI NI A T
o PG T BB PRI B A SR AR
o FTEMHLGEH— AT AT EOLAE NS BURO (6, AT D T, B B B8R
o BB R R SRAEATENL LI eSF VIR IR A
o W& G EHLRFEHIRE .
o FER—ERRERHIEIO .
o FTEDHLYS OISR CUAE I
VER: 3 U0 Unknown B MRS 20 6T ERBL R (P AESH MVE kKR i 1 .
o FTEIHLEART 1R TLS MIE (.
e HilipENAE.

LA

a HFAHAE.

b i, RIEmE R
c HdRIEER.

HHIMLE

a AL

b i, TR R
c HialgnA.

AR P
a Hf B
b iR, U500

wEBRIAE
a wEH— A,
b iR ERRIMI.
DL R R RGUE N, A RE G
. M
o HTEINLIIE
. il
.« 24
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ST HIHLE R AL

AR, S04 88 W By “FHA” .
1 N “ATERPL” S, HldTEIRLAIER
2 g, RJEIERE L

i 8 R IR 3T BT

ARG RITEIHLN, TR LA o

LY P Mk, WSO OREE N SERE IP Mk ol

i

— 10.195.10.1

— 10.195.10.3-10.195.10.255

— 10.195.%* . *

— 2001:db8:0:0:0:0:2:1
o WURMRFATH AL TR P Muhik, WIARGEIL TN . REXIRET I 5 KILRATEINL
o MRIZETAT () rTRUHIEEECAT -

£t T - ey 27
B HLOCHE Y
SHEFAL SO 5 SRR S 15 BT BT
1 WATETRLES, e,
2 T P feff:

o VI GRASRIR IS

VR KBS T AL AT

o VRN SRR R

IFAT AL T AT EDALIOE R, W2 0 57 S LI “SMCHE P SITEIRL”

it F R AP IR

BEARFT LA dr AR

ARG DA AL ZE AT LU R AR B AT EDHLAE i L SUPIRAS (4T B
o IEITEINL—RG T BT FTEIHL.
o CIEHITEINI—HILIFTENHL AT REZ T i 4 IR 2

- Bt GEW)D

- OfEE (2HEX%D
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s B (BFEHD KITBINL— RGP L RH R IL LU R BT C &SR 14T B HL:
- EtEbrid
- A4
- KRANLR
— PR E
- AR
— XRATE]
— KM CREAKE
— HINEIR
— B I
— eSF MR
- BOAFTEIHLUES
o B (BRI KFTEIHL—CHRE AE D, (HUEILAE DA RILIFT L.
o B (B KITENL—RGIIE S 2l 14T B L.
o BT (EH) HHTEN RSP B LU & LRI E MR AR 4T EIHL
PHTEWWL—Br R ULF L A E sy «“ S IREFTEHL.
o REBEHIFTENHL— RGP bRl I ARG ST EIAL
o RFLEF T EDHL—Aric o AR Ge P AT I35 ShHERR (1T ER AL

Managed states

/T\

Normal

Missing Retired

I T I,
kil Ul ERH. 2

iG] CEWT L ORI SR CRIET | TE) BT REECH “IERTD
1 E cRI,

W i CRIL. 2

THERBURLE SO R AL RIUTEIAL” B

2 LERIUCE SO A FIEh O RBTEDRL” B
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CIERT L “ub B BRI | EEH 2RI Bt

I L R kS B S AN UL .
CIEFT L COHEHT B ORI | s FE R BB IR A I B R D
L IEH R S Bt A S AR DL
b e KL R RS -

Sy &) IEH e N T TN

VAR RCOURC B SO R« B S B R BT EINL” BEEL

2AEROUBCE SO AR “ Al B R BT ENNL” B

BATRIFRER

RAF R ORI S EL, IR
AT B Fa e il R R, siis

(i)

GRS RIS
BOA RGOSR . R RAFAE R AT LU R AL T

FEa PRSP AT EIHL. W25 S, THZ 2 40 U RN “ BARYT EDHLE dy A PRAS”
1 MATEIHLSE R, AT EINLEIER
2 fE NS, LR MRAER

AR RE
Edzitur 2

1 MATEIHLSE R, T EIRLEIER

2 {EVI AL, Pl g s

All Printers -

Run Saved Search

| [search ‘

| All Printers

Managed (Changed) Printers

Managed Printers

| Managed (Found) Printers

Managed (Missing) Printers

Managed (Normal) Printers

. New Printers
| Retired Printers
. Unmanaged Printers

! Manage Saved Searches

TR LEE I RS I R 45 Rbn i i 07
3 PifRAE, WA RAALR M — AR A

4 PRI REER.
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fEH “REFER” TH
1 MITEINLE R, R RFEER > G1E.
2 NHEFLE Y, SEANDRATAE R IR ME— A4 PR S A
3 MFRIARE AL EE Sy, AEVEHCSICE T, $5 58 8 R G5 AL 75 25 DG T P A7 A D) B AT A AR
4 TEPAT TR
iy
a HEmPin .
b N RHMNTESE . BAEE. MHEZEE, HSE 43 L) A FINNBE "
I
[t ] [oans v ] Lo -

A MANA

W ALAT A S A AL o S SRUG FE S S BN AT R AR AL, 84 SR Ge x4 R UL RS it 2L v e
AHUUITEIRL. G SRUCRC S B B BT AR A, S A 28 48 S48 3R DL A2 2 A A AT KLU P 4T
ENHL.

a A
b RN E S BEAE. WHEZEE, ESHHE 43 JUEN MR ZORN S .
[ S 1 R WS/ W PR T s vy T

[ o] s
Match ANY of the following rules in this group. -
[ oone
‘ Asset Tag E ‘ ‘ Begins With % ‘ ‘ Value ‘ -
‘ Asset Tag - ‘ ‘ Begins With = ] ‘ Value ‘ -
‘ Asset Tag E \ ‘ Begins With - ‘ ‘ Value ‘ -

[ |
5 il R R AR I T RAEEE .

HERRAN B E

A TR — NSNS RITEL:

2% sk

e FTERHL LR b i B 1

| E oI A BIEEET 0 E . |
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¥ Ei::%)
UEFEMPRE ! UEFHE PRS-
WEBFEH INSEESEIETIR RN
UEFEETHHA ATUETSH H 1.
EREITS ! HERRIET S,
ERELRE UEFHPIRES
ERBERERE UEF AR

HER: AR BRI HE T 47E 30 KA EIH.
AR FTEIHLLLR (BB F (O T B
e & SrBCen ST ENHLIAC B A4 7K -
Ao E —Ht FTEIHL S i e L 1 — RS .
BRARNLE FTEIHL E IR AT & VB A
BRRANAFR FTEIHL LRI R A AL PR BB A
S FTENHLS R R BN BE
H¥: SRMBIRSE | KTEIHLA B R e b i H .
H#: EREZ U RZFTERHLE H 38
H¥: ER—BUERE | LU a T LR E — Bk 1.
H#: BRI R BAT ENHLE H 3]
BAA FTEMHLNC & D REA N
RS FTEDHURC & B R
SR $1 B FTEDHLSCHF BT ER .
eSF Tt FIEMHLSCHHE 3 eSF N AT .
eSF 5 & AR ZBACF P B eSF N HRFIIE R, W Fk. IRESHIRA .
HIF 2R C BCSFAF A4 FR
TR E AR FTEDHL L R FL AL FR s B K
EESH FTEDHL B e L 5 i B B R .
I FTEIHL SRR A 3
EEEE Y A RAEST EDHL L 22 iy [ AR 45 R

o BRF—IEfF AR, Bill: Base B Kernel.
o FRA—FTENHLIE R A o

Fh4 FTEIHLENLA
IP Hihk FTEDHL IP kit

WR: BB SE = A RO SRR 2 M. flln: 123.123.123.%,

123.123.*%.%, 123.* .* . * 2001:db8::2:1 f12001:db8:0:0:0:0:2:1.
K+ BYIHIIPS =2
3 5 T vH 4 FTEIHLAAE ) A3 i oot 201
MAC Huhk FTERHL MAC Mk,




AHATEIHL

45

¥ Ei::%)
SRR FTEDHLAES T EAR R
) FTEDHL) R 447K
PRigEAR FTEHLSCRRRIARICHOR
ZIREBRDEEVLIIEE | FTENHLE 2 D Re B 2 501 (MFP).
Lithss FTENHLY 5 44 FK
A FFFIS BT
ITENHLIRES FTENPLUIRAS . #l4N: Ready. Paper Jam. Tray 1 Missing.
ITEIHUR A= E M FIEMHL E I s BRI . #ll1: Unknown. Ready. Warning &Y Error.
e ety FTEIHLSC R E AT
=k E AR LS FTEIHLSCHE “FARBR - HeeE”
AR FTENHLSCRE “HAfBMER” .
Hi 2 ML FTENHLSCRE “HAfBI ML .
ZRBERFRE FIEHL 2 AV B RAS
P35 TTEIHUP 915 .
R H T B 24 BT EDPLIRAS
FEAPRTS FTENHLFER IR -
FEAPRS RN FTEPHL LR ™ AR RS K{E. #lWl: Unknown. OK. Warning & Error.
RGEBWR TEIHLR G PR
A X FTETHLITAEHBIX TR IR X
TLI FTEDHL LI TL & 1.
VIEPAH RIS HOE T T LN W& UE15:
NN
e HTTPS
* 802.1x
* IPSec

THAEIYRAT EDHLINAE ] R 2118 5577 -

o SERILE—Z A THRE NE.

* RE—SHAETHIEMNE.

o WE—SHUEIREMIHE.

s MuE—SHAUEHENIE.

o JFRE—SHLIRE NETT k.

* GRE—ZSHLIRENIHE R,

* H#¥
- BF AT HRIEEREZ AR S
— RN TAES R AT E R NAL RIS AL
- HEFRA—H TSR R R E R RIS
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ER: EHRAAWSENSESTEINL, EE _EMPTY_OR_NULL_. 4N, ZE %A 1ML B ARRN

FEINL, IHAEME T BP BN _EMPTY_OR_NULL_.

BEATEER
1 HTEIRL” 36, HREBE.
2 4T FIRAERT A

MERAFER
a JEFAMRAIAER, e,

EE: RGN RA RS . WFHEELEL, S0 40 5O ER “FRARST EPHLE dy 5 0]

\j_(‘%q‘” .
b MEE.
c iR E R AT

HHRTFHEER

a JEF AMRAER, N5 AL

b A& E.

¢ iR RFERNEEIFBITRAMER.

RS RAF R
a &N

ER: RGERIRAAERAREEMIER . WFFEZELE, SR 40 TUEN “BART EDPLAE dy 5 2]

RE” .
b iR, RiawmAmEr.

— =N 3 N

R R R RO K P

1E4 ABC 2wl () 1T N5, B2 23T ENHLBCA A LA [ e A T R W4T BT ek A5 I 1 20
DA 18 AEAA 2 11 e S e

7 SEER

1 G MR, R IAE AT R B85 4T BT

TRAFHE 2R 1) 7= 51 L)

BlE: A2
{H: M REF

2 QIR RESITEINLRAEMIRES . RN AL
ML R 7 31
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FoamEnErE
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GRYTEHLIE S
AT B2 AR

ERIUERE, $TEDHLAT PLAL T N AT A —Fh 22 4R
o NZE—MVE A FFEEIUEKS &5 .

o BN MVE B, I AO AR
. z?.ﬁ%) EIE—MVE FEAENE, [HREEG s
o A\ FREETMVE TEIIE, (RS TR AT

- Create a configuration
from the printer

- Enter credentials
Missing in MVE
credentials

- Create a

- Enter invalid configuration from - Enforce an - Enforce a secured
credentials the printer unsecured configuration
- Enter credentials configuration
in MVE
- Enter invalid

credentials

Invalid
credentials —

FERDL F % IRAHORr . — B AG  sle E AT R A B EUEJC R, AT EIHLAL T IR SRR
AE R DU AT EPHULAN T ZLEUERS, 3TEDRLAL T AN 2 2R3 .

ZRPRE A LR 24, AT LR E.

LD FEUE B SEURIRASHE HATEIHL, 15 7E MVE T3l A\ FEUEsE 3T EDPLE il e

fi BRI BC & (R T ENAL

FERLSATEINL S b, BT BOAMAE B G . R HP BATITIRU AR, JF B8 S LR ER T
F U5 1] B T EHUBCRRAT D7 T 42 AR . MVE S BN RC B AR B S . ax ek dn, A Esh B P4
LA BEASALAEARAL S BRI 22 A i BN TOUE B O A M B B P o ST LA €0 S e P A P T e 22
AAE, SRJE R E B BT DL s AT
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MBCE S, T R g et

onfigurations

Advanced Security Components

=1 import
Name. Descrprion e Aoignes
© Simple account based sthertcation Parilcecount basea utnentcatn te
 imple templce besed outheticatin Partil tmpiote based authenticotion N

7 BRI T (9 56 B
e A LA A BB PP /T A P

Advanced Security Settings

Lase Moo
0ct12,2020, 100879 Am
Oat12,2020, 100578 AM

Group Permissions © Local Accounts Network Accounts © Printer Credentials Miscellaneous

User Name/Password (1 a Name; ol Groups User name
[eamn Al i oo

1 username/password accounts

Save Changes | Discard Changes

BRI AR, HRIRESEDDREDT M, LASLRA FTEHURTBR ) A 3K il OB o I 5245

Ko TSP H 50 ST« BEARAR AN D) BE VT [ 4]~ .

Advanced Security Settings

oup P ns © Local Accounts. Network Accounts © Printer Credentials
Groups (3) Admin Permissions (52)
T [Cancel Jobs
\Card Copy
. (Change Languages
(Color Copy

(Color Dropout
2 Admin " bropoy
|Copy

(Create Bookmarks
(Create Profiles

Device Menu

E-mail

a

Fax

Firmware Updates

Flash Drive Color Printing
Flash Drive Printing
Flash Drive Scan

Forms and Favorites
Held Jobs

Import/Export Settings
Manage Address Book
Manage Shortcuts
Network/Ports Menu
New Solutions

CEA AL PRI B2 A, SR R B T EDBLSEAE

ocal Accounts Network Accounts @ Printer Credentials

Name. E-mail Groups User name

admin All Users, Admin admin

Advanced Security Settings

Group Permissions ® Local Accounts Network Accounts

Select the appropriate authentication method and enter the credentials. These credentials will be used by Markvision to communicate with the sec

configuration is assigned

Authentication method

Save Changes | Discard Changes

Miscellaneous

Miscellaneous

Password
70

@ Printer Credentials
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] B B T BRAR ) 5 6 B T
e A LR BB BB B T AP S AN, LT AT S A

Access Controls

Group Authorization Setwp

Wb 22 SRR 3 RAT Uy 1 425 1 -

o [l 5

o mREE

o WU A

Hop i miEhl s B et (H2, B2 n] DO AL BT BDHLRC B B0 S ] 22 B A LLSRAS B 2 {4
Po WMFA RV RN E LML, 2SR50 1R« BEARAERAN D) REDT [ 45 ” .

TN HALPE R DN 2 B, 0 B AT BN BLAE

Advanced Security Settings

O Ppr Templatess ~ Access Controls Miscellaneous
Admin Password Password
Advanced Security Settings
@ Local Accounts Network Accounts @ Printer Credentials Security Templates

Select the appropriate authentication method and enter the credentials. These credentials will be used by Markvisic
configuration is assigned.

Authentication method

[rorsnr 70
Save Changes Discard Changes

FEARA IR FOThEE VT m) 55
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G B UF T RAR Y U ) FTENHL I BE BOAL PR o ZERIHFIFTENHLEL 5, m] DB 2t Y FH T ShBE Vi Tl 425461
(FAC).

TR ATEINT ENPLE R e, ARIHATEIPL S, MVE 2588 FAC.

NRMERE TAE MVE Hn] LU BEBLE ST EDHL BT BE, LA SEMR LA R 51 FAC.

TER, HuREHZ RN, MVE T5 85 g0kt S H A S R BN v 46 B PR 2% FAC 32 ER 4,
W R PR 22 frd e A5, MVE EiAHATIX LT fE

LRI RE VT 5 HIAE MVE FRAEIIUE SONBRIN I g s as iy, T BU e il B A . e e 245
Ko TSP 48 TR A BOARCEORYITEIBL” .

WA BAT N BOA I R 2 LA, VST ORAEST ENHL T-Sh e B I LE BRI REVT %0, AR,
W2 51 LR “PUEITEINL etk .
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HFREL FAC Eiiipy

wiEEH

RS BB IIRES) . WARBR S K LA SLMA R FAC 2088, NI FE B 20052 (R4 .

[ 1 58

MAEAT 5 3 3EOFT A F I RE T -

R E AT BRI RS B IR Y, DL ROHs N PR PP S RO A 1T ETHLIRIRE D) o

FNFHIERE | KIARCE AT ENLIRRE

il

EEXHIANFH

TEFR
9

TRERERE

B PR SR TR ARC B AT BB 22 A IO E

FE MVE HERPEHT T ENALIL S5, 1528 P 20 FE 5 BRI 22 4 S B U (A A Je g i) o 6F T 488 TH IR 4T ER ALY
5o VR AR N TR R EE FAC,

FCEITEIpl =2t

1 MATEIFLSCR, T EIRLEIR.
2 PRATEOHLE IP Huhik, SR)5HGFTIT “HRAK Web R558%”
3 Al EmAE.
4 HUREIATEINEL S, SATEL IR Al
o lige > BRITIE, RIaPAT FIIERAE:

R T BT EHLEL S

a

b
c
d

- JQ = 0

Moy, QUG RTTi%.

$$*%ﬁ&%ﬂmmﬁﬁWﬁjmﬁﬂw
EHSRR, RGP e,

%ﬁﬁ%%ﬁ,%ﬁﬁ%uTﬂﬁ:

- EREEH

- BEFEH

- NHREFRE

- RAIRHERE

TRAE

WALy, B EAUR .

JEITEHEIE, R RERE.

JEOTRAEE, RREREREH.

HTRAE

o fidigd > ZARBNRBRERE, REPUT T
Xt FIHFKAT Eﬂﬂi%

a
b
c

R A E Ry, A ] AR RN 2 AR
LS5 ravi) EE At %Fﬁﬁ%ﬁﬁﬁo
FEITRE & A SR, IR P2 AR
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d FEIFEE, AR LTI R S AR
- RARFEE
- EREn
~ FFEH
~ BB G
e iR,

ORI B A A HIFT ENYLE AR

1 KM ZERATERL. MHE2ER, HS 08 30 I ER “RIITEIPL” .
EE:

o UITEINLZ A H I ﬁ B, BEEE RN A RRPHITENLNE R, 1520
help document.

o WA RATEHL L ADRSIE A5 S, THS A 48 LR “HARITEINL 2 4R o
2 MITEINLEIERE . WFE2EE, W2 WA 61 TR “ MITEIPLAERCE” .
3 RKECENICA VIS WHFLELEL, ESME 54 vUER “RCHCE FITEINL” .
4 PATHE . MFHFEZHELE, EHSWE 54 TR “PUTRLE” o 2T PSS s B — BT

ORI IT ENHLR HAR 5 ¥%

WA RICEST I R E 25 R, S TTEINL A 20 Web JKZ545 5 HE 53 751
Kr A AT EIHLA LA BEA
o WA nE O A .
o LR i H 32 BRI
— TCP 79 (Finger)
TCP 21 (FTP)
UDP 69 (TFTP)
— TCP 5001 (IPDS)
— TCP 9600 (IPDS)
— TCP 10000 (Telnet)
o IRINNIHIL YK & OWASP 15 “B” .
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6 iyt
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7 EEBETCR T, RS AEIES (FQDN).

8 TERPIEIR T, EPFAERHAT FH.

9 M > At

T e, BT LR AR L PEX R U3 & e
1 RfiER > rEEs > 2.

2 BT > 2, FHAHA.
3 BT —.

4 BENK SR A .
5 ki F—.

6 (EUET S O IEHE T T S04
7 BT > Bk

Ao B M 2456 5 A Bk

fidE CEP

Install-AdcsEnrolimentPolicyWebService cmdlet fid & “iF 17 /1 5 Web 245 (CEP)” . ‘& i T-4E8L
A e P g IR 25 I A S

1 1§/} CEPAdmin H /" 4% 5% 5] CEP R4 2%, RJ5 UL HEE L5 5 PowerShell.
2 121774 Import-Module ServerManager.

3 iZ174 Add-WindowsFeature Adcs-Enroll-Web-Pol.

4

Z21T#7% Install-AdcsEnrollmentPolicyWebService -AuthenticationType UserName -
SSLCertThumbprint “sslCertThumbPrint” .

MBRFRSUE 2 R HE JG K <ssICertThumbPrint> 2454 4 CEP JIR 25 25 G 1) SSL Uk 15 1)+

R

IR Y 5L A SR5E R EH,
A “NS FREgsim G .
EEREER T, BITHL CEP 1) Web R4 2%

JEITHE R, ETTBRIN Web 35 £, SR 5l i) 222 e AU T RE 1y 44 7«
ADPolicyProvider_CEP_UsernamePassword.

9 {£4 4 Home (KN HFE P, Xk VR » &, S8)5 X7 FriendlyName.
10 7ifH RN —N2FK, ARG RHIZ .
11 Xk URLL &5 2 HME.
o WIREAER)— CEP RS54 LRCE 7 — MB350k, WAZIE X ID.
* It URL 71 MVE 8RAT-Ar[ 2 P i i IR PP A
12 A G, sk N AR,

0 N O O
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13 i%#% WSEnrolimentPolicyServer, X5 M\ A%, P > BRRE.
14 GEREBEBRL N AR IR T B

15 e R IR PR ORERED, 2B #% F e Xk, AR5 #E N cEPSve.

16 SCHHFTATHTHE, ARG M IS & B 84t 5 10 AT B A% [l 1S

17 J\ PowerShell, #A iisreset >KEH/H4) IS,

fCE CES

Install-AdcsEnrolimentWebService cmdlet it & “ilE 1571t Web %5 (CES)” . ‘BiEH THEIA 22254 4l
FE IR 25 1 LA 5451

1 fiiff] CESAdmin f] )" 4 &5k 3| CES figs#s, X5 LU BRI )H 5 PowerShell,
2 iZ1THr% Import-Module ServerManager.

3 174 Add-WindowsFeature Adcs-Enroll-Web-Svc.

4

iZ1THr % Install-AdcsEnrollmentWebService -ApplicationPoolIdentity -CAConfig
“cAl.contoso.com\contoso-CAl1-CA” -SSLCertThumbprint “sslCertThumbPrint”
AuthenticationType UserName.

R
o JMERIRSUEZ RS48G5, B <sslCertThumbprint> 44 3 CES R 45 43 8IE) SSL iE P R4,
* % cAl.contoso.com &t %K) CA THENLAFR.
* % contoso-CALl-CA i AN CA AL4,
o RS TN PEE T —FSRAE %, M2+ ApplicationPoolIdentity.
T ERE Y 5L A SRSERE %,
JAH “NS FHESEHE” .
TEIEREERG T, JRITHEE CES 1) Web JIR55 4%

JETTYEf, EITERIA Web 5 &, AR5 Fiil 24 10 2235 i S A2 P 4 K. contoso-CA1-
CA_CES_UsernamePassword.

9 Wk, HdiN BRI,

10 it WSEnrolimentPolicyServer, sRj5 M\A 71, FdigfdE FHEERE > RmEERE.
11 BRI N 1 bR IR B

12 76 RHIFRFPBAR ORERE D, B9 H e kP, RIS cESSve 1ENIHI P 4.

13 SCHIFTATAIEHE, SRJE A IS B ER 2 il & 1047 B #& [l 1S .

14 )\ PowerShell, ##A iisreset *KEHI/H4) lIS.

Ac & MVE

7E MVE hlic & A S00E 1545 B S 2 B, 4 24i7E platform.properties It & S0 #F k47— 2o HoAth B 5
LSRRI B S <MVE install dirs/Lexmark/Markvision Enterprise/apps/dm-mve/WEB-INF/classes .

0 N O O
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PAT LA TP RR:
1 7% Notepad++ BURALI SCA 4 2% P LU HE B 4TI platform.properties SC 1.
2 k%) mscews.ces.hostname i, RJ5{li[i] CES Jkd5#% i) M4 B AR
HE: BUAMER cesserver.
3 k%] mscews.cep.templateName #, 5X 518 H OO RCAR (19 44 ) 5T 0 HA
HEE: WTBIMELINE S CEPWebServer.
4 LRA7SCAT, ARG HHTR 3 MVE %5
5 3| MVE, #INEBBURNM UL, S5 4 Bk i S R 55
TR
o U AETHRIE FI 2P il 1 S AR SR TR TR, LA CA SRAFAT K% 7 itk 15
o (EUEFZ P uiE B S g st # iR A EKU.

1§ F OpenXPKI ik 54 & ML B Bk
AT S Gy a4 67 BASIE P R MY (SCEP) it & OpenXPKI CA 2.5.x A (Ui B o
HE:

o Tfif4E 4% H Debian 8 Jessie #:4F &%t .
* A% OpenXPKI [ 25 &, E% | www.openxpki.org.

fic & OpenXPKI CA

274 OpenXPKI CA

1 M PUTTY 80— A% BB LA

ME S, 21T sudo su - A AR .
AL

7t nano /etc/apt/sources.list 1, B &z HOH K5

OB Bl
#

a b ODN

# deb cdrom: [Debian GNU/Linux 8.11.1 _Jessie_ - Official amdé64 CD Binary-1
20190211-02:101/ jessie local main
# deb cdrom: [Debian GNU/Linux 8.11.1 _Jessie_ - Official amd64 CD Binary-1
20190211-02:101/ jessie local main

deb http://security.debian.org/ jessie/updates main
deb-src http://security.debian.org/ jessie/updates main

# jessie-updates, previously known as 'volatile'

# A network mirror was not selected during install. The following entries
# are provided as examples, but you should amend them as appropriate

# for your mirror of choice.

#

deb http://ftp.debian.org/debian/jessie-updates main
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deb-src http://ftp.debian.org/debian/jessie-updates main
deb http://ftp.us.debian.org/debian/jessie main

6 frR173CIE.
7 BTN

® apt-get update
® apt-get upgrade

{#iH apt-get install ca-certificates THIRS2: 1 CA IEH4FE.

9 i/ dpkg-reconfigure locales % en_US.utf8 locale.

10

11

1EF en_US.UTF-8 UTF-8 X ik &, A5 A RAE R BN IR E .
HERE: TH Tab Ak ik £ -5
KEECLMH locale - a AR X5 E

Sample output

C

C.UTF-8
en_IN
en_IN.utf8
en_US.utf8

POSIX
12 ffi{] nano /home/Release.key & ilil OpenXPKI A LIFRSL. X T IbsEf], S| /Ihome %4,
13 ## A\ 9B156AD0 FOE6A6C7 86FABE7A D8363C4E 1611A2BE 2B251336 01D1CDB4 6C24BEF3 ff
VORI
14 29T M4
gpg --print-md sha256 /home/Release.key
15 fiil wget https://packages.openxpki.org/v2/debian/Release.key -0 - | apt-key

16

17
18
19

20
21

22
23

24

add - IR,

{#H] echo "deb http://packages.openxpki.org/v2/debian/jessie release"
> /etc/apt/sources.list.d/openxpki.list, R)5/¥/ aptitude update, FiAEMEETINE]
P (jessie) H'.

{fil] aptitude install mysgl-server libdbd-mysql-perl %% MySQL 1 Perl MySQL 455 .
{f /] aptitude install apache2.2-common %% apache2.2-common.
7t nano /etc/apt/sources.list 11, ‘%3 fastegi FEL LT S A
HE: BATEBEH mod_fegid.
LE AN deb http://http.us.debian.org/debian/jessie main 17, RG1RLE.
BATLL 4

apt-get update

aptitude install libapache2-mod-fcgid

{fH a2enmod fcgid Ji A fastcgi Fibk,

{#H] aptitude install libopenxpki-perl openxpki-cgi-session-driver openxpki-
i18n %3 OpenXPKI WAZHAEA.

{filf] service apache2 restart Hi)ii%) Apache® iii%5%s.
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25 {# /] openxpkiadm version A 3L Il .

HER: WERZRET), WARS S Bon C 228 OpenXPKI A, #lln: A (RE) : 2.6.5.

26 Qs , RIGMHH mysql -u root -p HCHEIEEH
EE:
o LA WINAER P i BN . R, SEICTE N R
o HEN MySQL 1%, X1 ks, root & MySQL H .
® openxpki it % %% OpenXPKI JH F' .

CREATE DATABASE openxpki CHARSET utf$8;

CREATE USER 'openxpki'@'localhost' IDENTIFIED BY 'openxpki';
GRANT ALL ON openxpki.* TO 'openxpki'@'localhost';

flush privileges;

R MySQL IR KHIE1T, NEIEIT /ete/init.d/mysql start KA 3)R5 .

27 N quit LUEH MySQL.
28 KAfi I ALIE Ak 7 Jetc/openxpki/config.d/system/database.yaml .

Sample file content

debug: 0

type: MySQL
name: openxpki
host: localhost
port: 3306

user: openxpki
passwd: openxpki

ERE: T user Al passwd UAJLAL MySQL H /" % R0,

29 {RAFICIFS

30 XS EE PR, 1 IR LI ZE M SCHI21T zcat /usr/share/doc/libopenxpki-
perl/examples/schema-mysql.sql.gz | \mysgl -u root --password --database
openxpki.

31 G N

fif BRI\ AL E OpenXPKI CA
EE: BOAA RN & BRI, ca-one. ANid'E CDP f1 CRL.

1 {# gunzip -k /usr/share/doc/libopenxpki-perl/examples/sampleconfig.sh.gz fii/k

i AR IR B IAS o

2 fff/fl bash /usr/share/doc/libopenxpki-perl/examples/sampleconfig.sh BT HIA,

3 fiifH openxpkiadm alias --realm ca-one Wi\ X HE.

Sample output

=== functional token ===

scep (scep):

Alias : scep-1

Identifier: YsBNZ7JYTbx89F_-Z4jn_RPFFWo
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40
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vault (datasafe):

Alias : vault-1

Identifier: 1ZILS116Km5aIGS6pA7P7azAJic
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

ca-signer (certsign):

Alias : ca-signer-1

Identifier: Sw_IY7AdoGUp28F_cFEdhbtI9pE
NotBefore : 2015-01-30 20:44:40
NotAfter : 2018-01-29 20:44:40

=== root ca ===
current root ca:
Alias : root-1

Identifier: fVrgdAlpotPaisOAsnxa9cglXCc
NotBefore : 2015-01-30 20:44:39
NotAfter : 2020-01-30 20:44:39

upcoming root ca:
not set

4 ff/l] openxpkictl start fu 3 iE ).

Sample output

Starting OpenXPKI...
OpenXPKI Server is running and accepting requests.
DONE .

5 HAT LA N EAELIYT M) OpenXPKI ik 55 4% :
a M Web MIE2%, # AN http://ipaddress/openxpki/.
b UEBERSG I ESR. BIAKILE openxpki.

HE: “EAERY BSAPA T E MEAE LK, raop fil raop2.
6 BRI, REREATINE.

F 3l E OpenXPKI CA

id

R IR, E R B A 64 OpenSSL ik H i AEA A

TR E OpenXPKI CA, i AI# DL %

1 W CAIEH. WFHFLEZHEL, ESMEE 89 vt Ly “AId CAIER” .

2 CAZAHIUEY, MR CAZEH. T HZER, WSHH 89 il iy “GIEBAFIUEL” .
3 BRI, A%4. MKHEEZEL, WS 90 vl b “OI R IEIE” .

4 SCEP ik, HBLFIUETESH,

EE:
o LB LA, TEfH SHA256 ot SHA512,
o AP AN ERTIERT

ST sE, FATME ] letc/certs/openxpki_ca-one/ H s pE . S, Al LUE FATAT H 5.
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f1]% OpenSSL Bt & 314
1 BT a4
nano /etc/certs/openxpki_ca-one/openssl.conf

FER: WERE RSS2 rT LAEH S8 e A% k44 (FQDN) BEAT V5 ), UM FT AR 55 %5 (1) DNS T A2 1 1P b
fik

Sample file

# x509_extensions = v3_ca_extensions

# x509_extensions = v3_issuing extensions

# x509_extensions = v3_datavault_extensions

# x509_extensions = v3_scep_extensions

# x509_extensions = v3_web_extensions

# x509_extensions = v3_ca_regexts # not for root self-signed, only for issuing

v3_datavault_regexts # not required self-signed
v3_scep_regexts
v3_web_regexts

## x509_extensions
# x509_extensions
# x509_extensions

[ reqg ]
default_bits = 4096
distinguished_name reqg distinguished_name

[ reg_distinguished_name ]
domainComponent
commonName

Domain Component
Common Name

[ v3_ca_regexts ]

subjectKeyIdentifier hash

keyUsage digitalSignature, keyCertSign, cRLSign
[ v3_datavault_reqgexts ]

subjectKeyIdentifier = hash

keyUsage = keyEncipherment

extendedKeyUsage = emailProtection

[ v3_scep_regexts ]

subjectKeyIdentifier = hash

[ v3_web_reqgexts ]

subjectKeyIdentifier = hash

critical, digitalSignature, keyEncipherment
serverAuth, clientAuth

keyUsage
extendedKeyUsage

[ v3_ca_extensions ]

subjectKeyIdentifier = hash
keyUsage = digitalSignature, keyCertSign, cRLSign
basicConstraints critical, CA:TRUE

authorityKeyIdentifier keyid:always, issuer

—

[ v3_issuing extensions

subjectKeyIdentifier = hash
keyUsage = digitalSignature, keyCertSign, cRLSign
basicConstraints = critical, CA:TRUE

authorityKeyIdentifier
crlDistributionPoints
authorityInfoAccess

keyid:always, issuer:always
URI:http://FQDN of the server/CertEnroll/MYOPENXPKI.crl
calssuers;URI:http://FQDN of the server/CertEnroll/MYOPENXPKI.crt

[ v3_datavault_extensions ]

subjectKeyIdentifier = hash

keyUsage = keyEncipherment
extendedKeyUsage = emailProtection
basicConstraints = CA:FALSE

authorityKeyIdentifier keyid:always, issuer

[ v3_scep_extensions ]
subjectKeyIdentifier
basicConstraints
authorityKeyIdentifier

hash
CA:FALSE
keyid, issuer
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[ v3_web_extensions ]

subjectKeyIdentifier = hash

keyUsage = critical, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth, clientAuth

basicConstraints = critical,CA:FALSE

subjectAltName = DNS:stlopenxpki.dhcp.indiadev.lexmark.com

crlDistributionPoints URI:http://FQDN of the server/CertEnroll/MYOPENXPKI_TISSUINGCA.crl
authorityInfoAccess calssuers;URI:http://FQDN of the
server/CertEnroll/MYOPENXPKI ISSUINGCA.crt

2 AT VA 1P bR CA IE A4 7K
3 RIS

AR B S A 3 B R S A
AT M
nano /etc/certs/openxpki_ca-one/pd.pass

2 AR,
3 fRAF I

BIEMR CAEP
VERE: ST LLOIEE F 240 CA TE T/ EBGE ik, SRJG A6 il CA %544,
BT R

W ISR B P . S A STERE B4R

1 openssl genrsa -out /etc/certs/openxpki_ca-one/ca-root-1.key -passout
file:/etc/certs/openxpki_ca-one/pd.pass 4096

2 openssl req -new -key /etc/certs/openxpki_ca-one/ca-root-1l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-ONE/CN=MYOPENXPKI_ROOTCA -
out /etc/certs/openxpki_ca-one/ca-root-l.csr

3 openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -extensions
v3_ca_extensions -x509 -days 3560 -in /etc/certs/openxpki_ca-one/ca-
root-l.csr -key /etc/certs/openxpki_ca-one/ca-root-1l.key -
out /etc/certs/openxpki_ca-one/ca-root-l.crt -sha256

BB ZH UL
VR EUIOE B AR, B2 SRR B4R

1 B4 N
openssl genrsa -out /etc/certs/openxpki_ca-one/ca-signer-1l.key -passout
file:/etc/certs/openxpki_ca-one/pd.pass 4096

2 fifH openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -regexts
v3_ca_reqgexts -new -key /etc/certs/openxpki_ca-one/ca-signer-1l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-ONE/CN=MYOPENXPKI_ISSUINGCA -
out /etc/certs/openxpki_ ca-one/ca-signer-1l.csr, H CA {5 55T S50t >R H it 3= 78,
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3 f#iH openssl %509 -req -extfile /etc/certs/openxpki_ca-one/openssl.conf -

extensions v3_issuing extensions -days 3650 -in /etc/certs/openxpki_ca-
one/ca-signer-1l.csr -CA /etc/certs/openxpki_ ca-one/ca-root-l.crt -

CAkey /etc/certs/openxpki_ca-one/ca-root-l.key -CAcreateserial -

out /etc/certs/openxpki_ca-one/ca-signer-1.crt -sha256 3H R CA ZLZHE.

AERE FEIET

ERE:

o REFIEZ ABAI.
o AIEMIMERHE PR 4 FEANE B4 FK

1BAT LA
openssl genrsa -out /etc/certs/openxpki_ca-one/vault-1l.key -passout
file:/etc/certs/openxpki_ca-one/pd.pass 4096

2 fiil] openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -regexts

v3_datavault_reqgexts -new -key /etc/certs/openxpki_ca-one/vault-l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-

ONE /DC=STLOPENXPKI_INTERNAL/CN=MYOPENXPKI_DATAVAULT -

out /etc/certs/openxpki_ca-one/vault-1l.csr, H CA {5 55 &0 KA i) 3 @t

3 1Ll h
openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -extensions
v3_datavault_extensions -x509 -days 3560 -in /etc/certs/openxpki_ca-

one/vault-l.csr -key /etc/certs/openxpki_ca-one/vault-l.key -
out /etc/certs/openxpki_ca-one/vault-l.crt

iz SCEP iFH

HR: SCEP FPBHZEAFIERIEAL.

AT

HEE: RE UM E S HKE ., B4 EEANEB A,

1

2

openssl genrsa -out /etc/certs/openxpki_ca-one/scep-l.key -passout
file:/etc/certs/openxpki_ca-one/pd.pass 4096

openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -regexts
v3_scep_regexts -new -key /etc/certs/openxpki_ ca-one/scep-l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-ONE/CN=MYOPENXPKI_SCEPCA -

out /etc/certs/openxpki_ca-one/scep-l.csr

openssl x509 -req -extfile /etc/certs/openxpki_ca-one/openssl.conf -
extensions v3_scep_extensions -days 900 -in /etc/certs/openxpki_ca-
one/scep-l.csr -CA /etc/certs/openxpki_ca-one/ca-signer-l.crt -
CAkey /etc/certs/openxpki_ca-one/ca-signer-1.key -CAcreateserial -
out /etc/certs/openxpki_ca-one/scep-l.crt -sha256

S HIE A QIR SRR

1

B 4S04 1) %) Jetc/openxpki/ca/ca-onel.
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ER: A OpenXPKI Ak,

cp /etc/certs/openxpki_ca-one/ca-signer-1.key /etc/openxpki/ca/ca-one/

cp /etc/certs/openxpki_ca-one/vault-1.key /etc/openxpki/ca/ca-one/

cp /etc/certs/openxpki_ca-one/scep-1.key /etc/openxpki/ca/ca-one/

BT 5554z

VERE: TS RER R INARLE M 04

In -s /etc/openxpki/ca/ca-one/ca-signer-1.key /etc/openxpki/ca/ca-one/ca-signer-1.pem
In -s /etc/openxpki/ca/ca-one/scep-1.key /etc/openxpki/ca/ca-one/scep-1.pem

In -s /etc/openxpki/ca/ca-one/vault-1.key /etc/openxpki/ca/ca-one/vault-1.pem

FAUESH

fit

-
1

5

RUE 4000 MRS 2843045 BRITHEIE-1SA1 SCEP U5 9 A e
FPLAF e

openxpkiadm certificate import --file /etc/certs/openxpki_ca-one/ca-
root-l.crt

openxpkiadm certificate import --file /etc/certs/openxpki_ca-one/ca-
signer-l.crt --realm ca-one --token certsign

openxpkiadm certificate import --file /etc/certs/openxpki_ ca-one/scep-l.crt
--realm ca-one --token scep

openxpkiadm certificate import --file /etc/certs/openxpki_ca-one/vault-l.crt
--realm ca-one --token datasafe

{# 1 openxpkiadm alias --realm ca-one ITr AL ).

Sample output

sc
Al

= functional token ===
ep (scep):
ias : scep-1

Identifier: YsBNZ7JYTbx89F_-Z4jn_RPFFWo

No
No

tBefore : 2015-01-30 20:44:40
tAfter : 2016-01-30 20:44:40

vault (datasafe):

Al

ias : vault-1

Identifier: 1ZILS116Km5aIGS6pA7P7azAJic

No
No

tBefore : 2015-01-30 20:44:40
tAfter : 2016-01-30 20:44:40

ca-signer (certsign):

Al

ias : ca-signer-1

Identifier: Sw_IY7AdoGUp28F_cFEdhbtI9pE

No
No

tBefore : 2015-01-30 20:44:40
tAfter : 2018-01-29 20:44:40

= root ca ===
current root ca:
ias : root-1

Al

Identifier: fVrgJAlpotPaisOAsnxa9cglXCc

No
No

up

tBefore : 2015-01-30 20:44:39
tAfter : 2020-01-30 20:44:39

coming root ca:
not set
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J2 3 OpenXPKI

1 21T openxpkictl start @iid-

Sample output

Starting OpenXPKI...
OpenXPKI Server is running and accepting requests.
DONE .

2 PATLL N EAE LTI ) OpenXPKI 4545 -
a M Web WiE2%, %A http://ipaddress/openxpki/.
HE: BRI RS 251 FQDN, 1fi AN ipaddress.
b VRS ESR. BIAKILE openxpki.
HR: “ERERY BT E MEE LK, raop fil raop2.
3 OlE—AMEFIER, REEATIN.

4 i CRL 15 &
ER: WRER RS AT LA FQDN ZH4705 0, Wi AR 25 #5110 DNS 1A 22 1P k.
1 {{i/f] openxpkictl stop 15 i OpenXPKI k%5 .

2 7t nano /etc/openxpki/config.d/realm/ca-one/publishing.yaml }', 4 connectors: cdp i) HHT
ML N2

class: Connector::Builtin::File::Path
LOCATION: /var/www/openxpki/CertEnroll/
file: "[% ARGS.0 %].crl"

content: "[% pem %]"

a 7t nano /etc/openxpki/config.d/realm/ca-one/profile/default.yaml ', FHiLLT 4%
e crl_distribution_points: ¥f7)

critical: 0

uri:
- http://FQDN of the server/CertEnroll/[% ISSUER.CN.O %].crl
- ldap://localhost/[% ISSUER.DN %]

® authority info_access: &7

critical: 0
ca_issuers: http://FQDN of the server/CertEnroll/MYOPENXPKI.crt
ocsp: http://ocsp.openxpki.org/

PRI 1) CA M55 #% B 040 1P Huhi R CA GIE -1 48K o
b 7t nano /etc/openxpki/config.d/realm/ca-one/crl/default.yaml 1, 471 T #4k:
o NIRTE, 15 ¥ ¥ nextupdate fl renewal.
® ¥ ca_issuers NINFILL N EB4

extensions:
authority_info_access:
critical: 0
# ca_issuers and ocsp can be scalar or list
ca_issuers: http://FQDN of the server/CertEnroll/MYOPENXPKI.crt
#ocsp: http://ocsp.openxpki.org/

MR CA I s5 as T IP sk Al CA AES A FK.
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3 fii[{] openxpkictl start )iz OpenXPKI /55,

A& CRL A ]t

1 {li/f] service apache2 stop {5 I- Apache /It

2 1t Ivar/www/openxpki/ HzxH 4 crl 64 CertEnroll H k.

3 # openxpki BE UL H P14, ARG lcEAR LA SLVF Apache BEHUIEAT, JF HIHARIRSS 9 Hk.

chown openxpki /var/www/openxpki/CertEnroll
chmod 755 /var/www/openxpki/CertEnroll

4 ffH nano /etc/apache2/mods-enabled/alias.conf ¥ /[IX] Apache alias.conf SCAF 115 H .

B 7f <Directory "/usr/share/apache2/icons"> U\ )5, WINLL NN :
Alias /CertEnroll/ "/var/www/openxpki/CertEnroll/"
<Directory "/var/www/openxpki/CertEnroll">
Options FollowSymlinks
AllowOverride None
Require all granted
</Directory>

6 1i/l] nano /etc/apache2/apache2.conf 7 apache2.conf XA ING | .

7 1f Apache2 HTTPD server 7T INLL A :

<Directory /var/www/openxpki/CertEnroll>
Options FollowSymlinks
AllowOverride None
Allow from all

</Directory>

8 il service apache2 start )iz)) Apache J#55.

J& Fl SCEP fR%

1 /] openxpkictl stop 15[ OpenXPKI k% .

2 ff/H] aptitude install openca-tools “%Z% openca-tools 1.

3 fifi/l] openxpkictl start Jizl OpenXPKI Jilz5%.

{F AT s (A SSCEP [ certnanny) ARG .

HER: SSCEP /& SCEP i &17% i, #0LIA https://github.com/certnanny/sscep % SSCEP.

BHEZERR GEMRE) IR
ST AEERER, FA1EH OpenXPKI ff) “2544 #A0K 7 B4
1 1§i/l] openxpkictl stop {51l OpenXPKI k%5,

2 7t nano /etc/openxpki/config.d/realm/ca-one/scep/generic.yaml ', ) authorized_signer: i
g, R UE I T A RS I
rulel:

# Full DN
subject: CN=Markvision_.*
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HE:
o FEHINIH, fTfTLL Markvision_ JTSLIUIUET CN & “BXHER” WEP.
o {E MVE Hi&'E FBAFLLAER “B42 5K IEH.
o AT EIAS AR R Ak NG
o WIRAE MVE HH KT CN, NIZE OpenXPKI Hifs il 587 CNo
o WHA R E —MIEBN “BaHRK” , RiEfaE6HEr CN.
3 fRAFSCAE
4 fii[f] openxpkictl start )iz OpenXPKI %5 .

7t OpenXPKI CA T 3 FHiE 155K #) B h#ibiE

1 fiiff] openxpkictl stop {51 OpenXPKI k%5 .

2 7t nano /etc/openxpki/config.d/realm/ca-one/scep/generic.yaml ', H}i eligible: {4} :

Old content

eligible:
initial:
value@: connector:scep.generic.connector.initial
args: '[% context.cert_subject_parts.CN.O0 %]°'
expect:
- Build
- New

New content
eligible:
initial:
value: 1
# value@: connector:scep.generic.connector.initial
# args: '[% context.cert_subject_parts.CN.0 %]
# expect:
# - Build
# - New

HE:
L a1 N s RN et i S Epei
BFHMAEUES, THER value: 1, AR5 HOH DARTERS ) HARAT A0 RE o
3 RAFCAF.
4 {1 openxpkictl start izl OpenXPKI fii%5 .
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3 5% — A4

#£ OpenXPKI H1, @] LIAER]— RGUHECE 24> PKI 45, LUK E8 W A 4 44 4 ca-two £ MVE 614 J)
N

RHEPGFREHX

1 ¥ /etc/openxpki/config.d/realm/ca-one 7] H s b 52 il 24035k H 5% 4 18 H 3% (cp -
avr /etc/openxpki/config.d/realm/ca-one /etc/openxpki/config.d/realm/ca-two) .

2 1 letc/openxpki/config.d/system/realms.yaml /1, T LU #5):

Old content

# This is the list of realms in this PKI
# You only need to enable the realms which are visible on the server

ca-one:
label: Verbose name of this realm
baseurl: https://pki.example.com/openxpki/
#ca-two:

# label: Verbose name of this realm
# baseurl: https://pki.acme.org/openxpki/

New content

# This is the list of realms in this PKI
# You only need to enable the realms which are visible on the server

ca-one:
label: CA-ONE
baseurl: https://pki.example.com/openxpki/
ca-two:

label: CA-TWO
baseurl: https://pki.example.com/openxpki/

3 {RAF LI

AIRIES

L 5] G T 2 PR 44 U 15 (P 15 SCEP GE 15, M CA A BA AT 13, AR A4 3
# SCEP iF-15. (HEHEIET 2 A% 410

1 Bk, RRZBEIES. WHEZEE, WSHE 87 i B “ T E OpenXPKICA” .

HE: WUGERE A, DERH P T A T A R AN FE . 0T LY pe=ca-oNE Tk
DC=CA-TWO. iF 15 14k 61/ /etc/certs/openxpki_ca-two/ H ¢,

2 B 2 letc/openxpki/ca/ca-twol .
HE: HYCwsim OpenXPKI il i,

cp /etc/certs/openxpki_ca-two/ca-signer-1.key /etc/openxpki/ca/ca-two/

cp /etc/certs/openxpki_ca-two/vault-1.key /etc/openxpki/ca/ca-two/

cp /etc/certs/openxpki_ca-two/scep-1.key /etc/openxpki/ca/ca-two/
3 QTR b, AR CA UE MRS 8EHz.
HER: 58S BN EAE 14
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ln -s /etc/openxpki/ca/ca-one/ca-root-1l.crt /etc/openxpki/ca/ca-two/ca-root-1l.crt
ln -s /etc/openxpki/ca/ca-two/ca-signer-1.key /etc/openxpki/ca/ca-two/ca-signer-1.pem
In -s /etc/openxpki/ca/ca-two/scep-1.key /etc/openxpki/ca/ca-two/scep-1.pem

ln -s /etc/openxpki/ca/ca-two/vault-1l.key /etc/openxpki/ca/ca-two/vault-1.pem

4 i1} ca-two M YL HUETS . PRATEUETS A1 SCEP IE-H- 3 A B T .

openxpkiadm certificate import --file /etc/certs/openxpki_ca-two/ca-signer-1l.crt --realm
ca-two -issuer /etc/openxpki/ca/ca-two/ca-one-l.crt --token certsign

openxpkiadm certificate import --file /etc/certs/openxpki_ca-two/scep-l.crt --realm ca-
two --token scep

openxpkiadm certificate import --file /etc/certs/openxpki_ca-two/vault-l.crt --realm ca-
two --token datasafe

5 {iif] openxpkiadm alias --realm ca-two 7 S AL L.

Sample output

=== functional token ===

scep (scep):

Alias : scep-1

Identifier: YsBNZ7JYTbx89F_-Z4jn_RPFFWo
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

vault (datasafe):

Alias : vault-1

Identifier: 1ZILS116Km5aIGS6pA7P7azAJic
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

ca-signer (certsign):

Alias : ca-signer-1

Identifier: Sw_IY7AdoGUp28F_cFEdhbtI9pE
NotBefore : 2015-01-30 20:44:40
NotAfter : 2018-01-29 20:44:40

=== root ca ===

current root ca:

Alias : root-1

Identifier: fVrgdAlpotPaisOAsnxa9cglXCc
NotBefore : 2015-01-30 20:44:39
NotAfter : 2020-01-30 20:44:39

upcoming root ca:
not set

fEMSEE|h, ca-one Fl ca-two MR CA {5 BAHIA .

6 1 RAEAEUE B I B T UE A Y, 15 8T nano /etc/openxpki/config.d/realm/ca-
two/crypto.yaml.

7 ERIAIE ) CRL. MR 2GR, WS 92 T i) “4 i CRLAGE” .
8 AnMAE) CRL. MFEHE 2 F R, EZ0YH 93 vl by “Fid® CRL it .
9 ffi/l] openxpkictl restart I )Hs) OpenXPKI % .

Sample output

Stopping OpenXPKI

Stopping gracefully, 3 (sub)processes remaining...
DONE .

Starting OpenXPKI...
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OpenXPKI Server is running and accepting requests.
DONE .

10 AT LR ERAE LT ] OpenXPKI il 4545 :
a M Web MIE2%, AN http://ipaddress/openxpki/.
b UEBERSG I ES. BIAKIDE openxpki.
HE: “BAER” SERAMATECE MR R, raop 1 raop2.

AL PURELE SCEP i 13

BRI A, SCEP i 42 http://<ipaddress>/scep/scep. 1 FLEA 2 AN, )4 RE—/NATe ic & mE—
SCEP iy it CANFEIBCE XA o 7 RIS+, TAMEHMA PKI 4, ca-one il ca-two.

1 %1 cp letc/openxpki/scep/default.conf /etc/openxpki/scep/ca-one.conf [ ER AL & S 1.
HE: B F@4 N ca-one.conf.

2 7t nano /etc/openxpki/scep/ca-one.conf ', ¥4l ¥ 4 realm=ca-one.

3 £ cp letc/openxpki/scep/default.conf /etc/openxpki/scep/ca-two.conf 41 7 — AN & S
HE: B4 N ca-two.conf.

4 7F nano /etc/openxpki/scep/ca-two.conf 11, 44 ¥ Xh realm=ca-two.

5 ffi/l] openxpkictl restart i )Hs) OpenXPKI il .

SCEP i iz LA T N2
* ca-one—http://ipaddress/scep/ca-one
* ca-two—http://ipaddress/scep/ca-two

AR SR AL I3 AN TR] PRI AU 6 s FEUEANER DA E TO AR, 8 mT R 228 ve 2 5

SV RN 77 AL A A R R S ANE BIE S

ERINTE LY, 75 OpenXPKI i — U K RERE— AN HAAH [H 3B AR IAE o (HE, 4o ifilhdT 2 Ay 44
I, A2 ] IS A H AT A ) 2 AL PR ) 22 AN B S

1 £ /etc/openxpki/config.d/realm/REALM NAME/scep/generic.yaml |1, M policy %,
max_active_certs HfEM 1 FEHUCH 0.

HE:
e REALM NAME &4k 1 F5. #l41: ca-one.
o O A PHIAS SCA A A A A RN g 13k o

2 ff/{] openxpkictl restart )5 OpenXPKI % .

& OpenXPKI CA & &AM 15
BRINE UL N, Apache il 115 80. & OpenXPKI CA & ER A 5 DL b 58
1 7t /etc/apache2/ports.conf ', 7S INEE . Ul: Listen 8080.

2 7t letc/apache2/sites-enabled/000-default.conf ', 7SINEE N VirtualHost Fi47) DL B . 5
U: <virtualHost *:8080>.
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3 fii/l] systemctl restart apache2 )iz Apache Jk%5#s.

PRI AR, 151217 netstat -tlpn| grep apache. OpenXPKI SCEP URL Ji{t /& http://ipaddress:
8080/scep/ca-one, Jf-H Web URL j& http://ip address:8080/openxpki.

7E OpenXPKI CA 935 48 75 5 v 25 B 1) E 51 K
BRINTE UL T, OpenXPKI 20 >R AN 28 i 65 . IRl sRA St 4s, JF H CA F1 CA B R g 15
HEAEBAE LT K o il i AR 22 A, AR R, DU SZ RIFE 26 B 00 B e A8 A Il B k. 7
MVE 7, A B A B I A5 2 p i 5
1 £ etc/openxpki/config.d/realm/REALM NAME/scep/generic.yaml '}, M policy #4r, ¥
allow man_authen [fJ{EHM 1 FX N 0.
HEE:
* REALM NAME &4 ()44 FK. ll: ca-one.
o A A SR IR A A Ak

2 ffi/l] openxpkictl restart i )Hs) OpenXPKI % .

FEUEH A INZE 7 3w 5 4 Kk EKU
1 7t letc/openxpki/config.d/realm/REALM

NAME/profile/l18N_OPENXPKI_PROFILE_TLS_SERVER.yaml F1, M extended_key usage: iff
vy ¥ client_auth: M{EHEMCH 1.

EE:
e REALM NAME /2 %ilk 114 #%. #lan: ca-one.
o R A JHIAS SCAH R A A RN g 13k o

2 ffi/l] openxpkictl restart )15 OpenXPKI il .

N S N, ‘EI:‘: AY / ,i_, » » »

HiE 1T SCEP & kiR E#MEHRIH

BRAIANEI T, OpenXPKI A SEHGEH RUET ) F 8 CN. HAGEE, mEZK. X F DC, #S/E&mdgmidnr .
i, WEREP 8L c=US. ST=KY. L=Lexington. O=Lexmark. OU=ISS.
CN=ET0021B7C34AEC.dhcp.dev.lexmark.com, N|{Fifiil SCEP ZFUr b2 5, T MY DC=Test
Deployment. DC= OpenXPKI. CN=ET0021B7C34AEC.dhcp.dev.lexmark.com.

#E: REALM NAME 2480k 114 5. #l4n: ca-one.

1 7t letc/openxpki/config.d/realm/REALM
NAME/profile/l18N_OPENXPKI_PROFILE_TLS_SERVER.yaml #', M enroll {4}, ¥ dn [{EH &

AL A

CN=[% CN.O %][% IF OU %]

%] [% FOREACH entry = 0O %],
% IF ST %],ST=[% ST.0 %
entry = DC %],DC=[% entr

y %] [% END %][% END %][% IF O
IF L %],L=[% L.0 %][% END %]

END %][% IF DC %][% FOREACH

] [% FOREACH entry = EMAIL

REACH entry = OU
% entry %][% END
ND %]1[% IF C %],C=

% END %][% END %][% I
[$ END %]

K

2 {RAFSCAE
3 1t letc/openxpki/config.d/realm/REALM NAME/profile/template H =%+ 64— 44 Lyaml (1304
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4

WL 25

id: L
label: L
description: I18N_OPENXPKI_UI_PROFILE_I._DESC

preset: L

type: freetext

width: 60
placeholder: Kolkata

TRAE ST

6 1t letc/openxpki/config.d/realm/REALM NAME/profile/template H % aild—/N44 4 st.yaml (1301
7 ISINELCR A

id: ST
label: ST
description: I18N_OPENXPKI_UI_PROFILE_ST_DESC

preset: ST

type: freetext

width: 60
placeholder: WB

TRAZ ST

EE: OpenXPKI AZHHA XA, I HAUL B, Al BRI HHAT .

i openxpkictl restart H [ )iis) OpenXPKI k% .

MAHIEF I &4 CRL

1

0 N o a A~ WODN

9
10
11
12

i) OpenXPKI JIk%5 %% .
a M Web JiE2%, A http://ipaddress/openxpki/.
b DBERSMHES. BIA%IL)E openxpki .

HE: “EAREL G PIATICE R EAE IR, raop Al raop2.

ol TAERMER > SLHEER.

P A IE TS, AR SR TR R

MBS 5y, ki RAETER

SENIE MM, ARG ligkgE > RATIER.

00k, HEHMERE R UET AN AR Ik CRL KA
M PKI RS, Hh RAUEF M 44512 (CRL).

i REI AR MR > 4k,

M PKI #4557, ikt CAICRL.

ik TERER > LHER.

i Bf certificate_revocation_request_v2 257 {1 L H A5 IE TS .

P ol B B e R

FEBF CRL Hh, w] AR O A UE - A 5105 A A T D
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BHATEIHLE R
RS

AFTEIHLAR ZEOCUEI Al A B . S I BRI, SRR b A 5 TR LT A B AT AR . i ey e
IAH SN HATORLERRAT . EMITEDHLE M &R, S OISR, SRR e S AR K rh il s 2
FEIFTEIRL

R BRPEAG T2 29T EnpL.

pllfEE3 (e

FAE PR s A A H . 2 BT BT VBRI % 2y B 25 A F (KR4
1 MATEINLE R, RS RReE > B4F > Bl

2 BENRAR I E— A BR S A o

3 EFRRAMRM,

HL T R
VR 7RI, WAL TR AL, IR E SR, WS B AT R R T
WE” .

a {EREEH A, LR,

b 7E7 BTG MR . Sk w] DU AT R o5 LA D 3 bl ) 4 Bl — B0, B AT D 1 R AF
HR Y. MHFEZHER, WSHEA01 5UER AR A

Type
‘ E-mail - ‘

From (Optional)

l admin@mycompany.com ‘

To

‘ scott.summers@mycompany.com ‘

CC (Optional)

Subject (Optional)

‘ S{alert.type} ‘ ‘ alert.type - ‘
Body
${alert.type}${alert.location}${alert.name} ‘ alert.name - ‘
Create Action

c B,
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HEF 4
a ERAEN, P E AR

b WAL, Bk n] UAE T RS g T S AT i 25 6, 122 101 JU B “ 2
R AT

General
Name

’ New Action - 2019-12-09T14:08:02+08:00

Description (Optional)

Type

{ Log event

Event parameters (Optional)

’ ${alert.type} ‘ -
Maximum length for field is 255 alert.type
alert.location
Create Action alert.state

alert.name

configurationltem.manufacturer I

About

c PiliElEERLE.

BARBRAE LAY

FE T R R Bl H 7 IS B A T R A SR e AR R AR T EE, S I AT S B B e
¢ ${eventHandler.timestamp}—MVE AbEE=FAFRG H AR [A]. #l4n: 2017 &£ 3 B 14 HTH
1:42:24,

* ${eventHandler.name}—= {1} (K] 4 ¥ .

* ${configurationltem.name}—fil & &4 {1+ EDHLIKY R G L FK -

* ${configurationltem.address}—fil &z 4 [{)4] ENHLIK) MAC Hihk.

* ${configurationltem.ipAddress}—fii & E (1141 ENHLIY IP Hbhk .

* ${configurationltem.ipHostname}—fif & 4 (14T ENHLIG EHL4

* ${configurationltem.model}—fil & L4k [¥1 4T ENHLI TS5 4 FK

* ${configurationltem.serialNumber}—/il &% 245 {11 4T ENHLI 51 5

* ${configurationltem.propertyTag}—/il &% 24 {141 ENHLI J& PEFRIC o

* ${configurationltem.contactName}—fil }z - 13T ENHLIIIBE R A4 FK o
* ${configurationltem.contactLocation}—fil & & ()T ENHLAIEE R AL E .
* ${configurationltem.manufacturer}—fil & 4R (3T ENHLI) 7 .

* S${alert.name}— I fil & IR 24 FK o

* ${alert.state}—EZ4RIFPIRA . BRI HE &GS EL CIE R

o ${alert.location}—7+] E[AL P 58 SR i A 24 11 407 ¢ o

* S${alert.type}—fil & ZAR ¥y FH P, N BB R T
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BB
1 CHTEINL” S, i RERAE > B4k,
2 HAT NI R AEAT R

TR LR AE

a At MRAE, R i
b fLH B

c HdRIEER.

MR R 1E

a Mt B AR

b AR, AR5 AR

WA LA

a A MRME, RUF IR,

b ZRIRAR, WAL H .
MR

s MHLELER, HSPIHE 108 T L “HHHE” .
o WURGEINA L T IR ERA, TEAR S HL 1 B AF e B AR i N

ollfz=2 05

AT LR TEDURE R (. B E0F, RRBEE R ERE BRI BT IR . AR AT EIHL A
IS o

1 CHTEIRL” S, Bl aEmsE > B4 > Al
2 BENEFRE 2R I
3 N CERT By, EFADEEBANER. WHEZER, WSHE 103 SUER CHRITEINLER”
4 I\ CERAET By, WA ERAEAE L B E RS S I AT
HE: WHRELAEE, WSRH100 7R “BIERAE” .
5 ERGRENS AEST EDHL I BR BRI AT I E A B AT
6 BLEAENATAEATIERE SR 11 T8 PRI o
ERE: WSRO SRR, AN HAT R ERAE.
7 RihAlEEs.
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BT EDHLE IR

FTEIHLTT EOIE A B . LA NER T LS MVE R KSR R
* HA3hCREIAE (ADF) RE—4UK 7L ADF th, WA B8 kL .
— 1% ADF HH-R4T
— I ADF HE4R 3SR 4R
— FII{X ADF S AH 38R 4R
— I ADF 4G5k Ui 21
— X ADF G/ gtk
— I ADF Ti0x R 4R
— X ADF X ¥R 4L
— FMACEAR - WA RS, WERE T
o Wl VEEARIT AT EIHLLRIG T THT T, 205G H]
— K [ I/wi b - WA

- @ 14TIF

— i MCEAR

— @RS

— W ATIT

— ST T EE D Ao
— X FTER S5 AR 4T IT

— 451 ADF 25 47T

— AR AR IE S AT T

o NIEFEIS BRI BB —IEAEFTEDARME,  SERAE-EAR I APk € 1 4RK o

— AIERRAEE RS
- ANIERI T3t 4a%
— ANIEFIIN R
— ANIEFIIN TR
— A
* WACIRBEE IR —ITEINLAAEANAL, A28 T B .
— BRI
— SRR HOIMBR
- BTEIAfFAL
— B NAERE R A AN A
- AL
- WAL
— WAL - HEEE AT REE K
— TR A LA L
- WAL
- PS WAEAE
— FRPORZ BT - AR G
— PR
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o EMFEPE—ERETEIHLIIE M T DORAS . IEMFEIRMAIESE, FrliErE. PR PR,
T8 B o

A2 T/
AT B
HL 1T 58 et/ S A 2235
KT R YA
BURIET

A7 R R F
Iy
RYQHERREIE &

e AXXITT B REAC
A8 I 5% T G i 25 2R
SR E AR

SR [ TEC AT T
eI ARG T T
AR T BN B 7%
ANHER AN B
ANSHER [ e
AHER I AR RN e e
ANIERIRE A 223
BN EAR

i N\ TE L R

AT EAR

AR

AR R

o G AR
A

e

D BEARHLAY

A EIRFT B
HUP B %
FOFTE A B
ZHEMAKRZ
ZRIRAE R 2
2R i K %
G/ LA [

FEIN F 3 e gyl 2D LA [
TR [ AGT I £ %

R 'RLE YN

AMg AT F
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— NSRRI
— EOFERE A B
o RE—ARKRAEATEINLA, LI HERL R .
- WER4R
— R
- R4
o PR IR R
— FHCE AR LS DU
— PG EB0E
— FHRGH PR AT 4%
- Pt
— FHRACHREEARATIT
— AT L AT S R
— FACTERU OO HE
o FEMER—ITEIHUREM AT 1) /o
- SRR
— BB AR M X AN DL
— AT RE KIAERS
— BRDE R A R A A
— oAk (K 2 RN
— oAk A RN
- TERARIRER
- IR
— FEMER
— FEM R
- BREM
— BRI T A
— BB G LA I
— RIHERIAERS
— RVFATHIAERS
— ASCFFRIFERS
o FEMEHARM BE— L AUEHAT EIHLIEH -
- WmACs
= A DA
— TEIHLAE& L e
- ey
- MEMeE
— FEM
— FEM il
ER: ITENUR B R AOE A RAE & o WERIL A —NER A, A KRR 2 R A IR
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o FEMEHFE MR EONUREM L RIAE
— i
- FH—AARE
— AR
— (s
— B
— RPRA 2
- FEMA
— FEAFEDHL

o RBHEBEMLM
— (R IE R
— HE e R
— 5]% CRC K
— SR
- RIEE LR
— UL
e WA Ciic )
— FEARMATEP T4 “ 5]
- AR
— A IS oA 4 T T A A%
— BRI
- AL
— Wil LR
- BRAERIN
— PR TR
— U R
— ity R
— i L IEAE R
- SO E2AH
— A
— HYECH
— PS {EMb#
— PS F3hiEmnf
- ZERWHE
— SIMM 56 Fit i
— FEMEHE
— BB AN TR R
— RENITEAR AT
— RENINCE
— RENIFHE SR A
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- A HEE

i

B

1 CATEINL” S, iR RIERAE > FF.
2 GEPAT N HEIAE A

G BB A

a WRAIE, RS i
b AUEBH,

c HidiREER.

R 2
a At B AR
b dER, A5
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BEEFIRSIICR
ik

fE55 7 AE MVE A AT AT ATST ENHLE B3, dTEDHUAR DL, SRR E AT . IR TS T IEAEIEAT 1Y
P AES5 HPIRAS LU AE R 2 72 /NI IsAT AR S5 . 4 IE AR AT AR S5 A B gdm A 2 H St . i 72
NI S5 U REAE H S DU A A b H S AT, JF BT UMEHIESS 1D TR

HEEFTRE

ARG e, HARES.
ERE: SRS ST EH .

& IbAES

1 ARG SR, REs.
2 D\ “CHFPSATIES T oy, A EEAMES
3 ik,

#EHE

1 AR SR, AR,
2 PRSI ARSI Bl R B
TR

o MR FBORIERZAMMES ID. HTIE S5 RDPMGZAMES ID Sl AR IR VEH . Bl
11, 23, 30-35.

o WIMRAR, WL FHE CSV,

iR kR H &

1 M ARSS” S, R E.
2 gk AR, Raikse A H.
3 PiERHER.

FHHE

1 MRS, HdiHE.
2 GEFAESTRG . ARSI BN R BL
3 i Hi® CSV.



AT S5 109

RS
BRI )2

1 MRS, Pl R > a2 .
2 WHEME Y, BEATUE RS IIME— 2K &I
3 MAESSHIY, PATEL M AL

T e B A%
a EPFFEZ.
b &HE AR,

e —HMHmE
a ERF—BH.
b EH - MEEHE.

T AT ENHLR SR A
a EELERE.

b &&FE - MEEHR.
c P AMELE.

el E#E

a EIEETLE,

b i AMAFEE.

C WSO, ARIEERSCAERL,

d WURTEE, W EE AR L

BRI
a EFRIMN.
b AR E S

il xe i B AT

a EFEPIT.

b &HE AR,

T e ik HEE
IR

HE: (ERUEHIE, MVE 5 CA RS54 LU R 8Ol EEFIEF M AT 513 (CRL). i&/E B E MR HHIE
5o BEAEFIE CA ed5 2 RENS 15 F MVE.



(% 0

e AT
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FEE H A

1 fETHA B, Q‘

2 PER, RIEERE AN,
o ITEMHL—RZENFTEIHIA R EHLA
o 2[5 DNS Z#H— &S IP Hiti- . DNS FkE R EHL4.

3 BLEEAREPE R

WR: AT E S CEF RS R N, STEIHUAT RE s E R EHRENPIRE . MVE /e B IR
TEMHIAR e 1) R AN 2 B S I ADRES

4 P RFEHR.

Ao & BT IR E

AU R SMTP it Bk ik MVE S fL 1 B AF A s Hodls T Hh SR Aad e

1 fEH AT B, ﬁﬁao

2 iR TEME, RJSIERR BT EE SMTP BCE.

3 BN SMTP HISf i 55 s Al o

4 BENFAF NI IE

S WAL AL FHEPE S, IHERRREER, KRR,
6 HlifRAFEK.

N = 4=
IS At
AT LA B 5 B P T B 5, P (600 ) MVEE 2 B AU )

1 ZEum A B, Q‘

2 P RITEN, R REERZIWRHARITEY.
3 HEARTIFWISCAR,

4 P fREFER.

2 MVE iE$H

CusERT R (SSL)” B “AR)E A (TLS)” Je—Mrag i, A H G I FE B g i kR Ry IR %S
PR-B P IEAS o AE MVE H, TLS H T4 MVE JRR4525F1 Web 3] 55 2% 2 [ L = F UK S . 2RI HE R
A DL FTEINLEE NS, 22 g . MVE H P B ak T EpALEGIF (5 S (1 LDAP &%, Kerberos) .
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TLS £ MVE 55 #2A1 Web 31 % 2% BEWS 72 A8 Bodls 2 e e N, SRJa el 2 8o J5 s Fofii s . SSL ik
TR MR S5 4% 1) Web & A EAS, IEWIIR S5 452 € P ARINRT R o SRR B 2844 1 sl I 32 A5 AR 5 =0
CAZ% 4. BRMELLT, MVE BB AEH A% 4IUE.

1 FEIERZEAE K.
a eI AT b st Q‘
b i TLS > F#.
C EFHEHEREK.
HR: IFPBBAEREHE “ FEAH AR (SAN)” .
2 G CA B FIEBAAE R,
3 w3 CABLIE.
LRI A b A Fa Q‘
Hiidi TLS > REEZUEH.
L CA BT, RE RS,
HERE3) MVE RS .

ERE: B3I MVE IRGSSFFASI RS, A4 T REAESL TR IL B A JCIEER] . AEF0T R 3h
MR 55 2R, W ORBEAT T IEAEBAT AR5

BEH P EM5IH

MVE 55 “ - Bda frd 4541 (GDPR)” N AIER ORI . MVE R LARCE B It AL BRI R e
W ERA N A5 B

B

1 Eﬁﬁﬁ@tiﬁaiﬁao
2 i, RRIERE - AEE AT
3 AdMER > WMERAF

¥k LDAP A 51 H

1 7E Ui AT B A el Q‘
2 iifi LDAP.

3 BRI RIS B P T FH PR
BERE T IR S/ E A 5IH

1 Eﬁﬁﬁ‘]ﬁiﬁaﬁfﬁao
2 iR TR
3 BRI T 7 MR R S5 AT B O S AR AR AT DGR R, W e

Q O T o



PAT AR BT S5 113

BEMESHEFHOA5IH
MEEL L, WS 08 LK “WHRHE” .
BERECE A5
1 NRLEAR, Sl .
2 i E AR
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BRRRELEHETR A5
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2 Mkl R

3 WEGL ALY, BIRAER 5 R AR

BERRFRRP M5 M

1 MITEHLER, iR R,

2 ifidi MY

3 B BRAEHIAT AT P A AT R IR A4 BRI R A8

BB FH A5 H

1 AITEIHLE S, AT EIRLEIR.
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5 AL [ AR
Markvision Enterprise & . Jn] BUfi# &
A ARA GEAE QI AC B ISR B 5 51 R ik R 2 S 4TEIL?

FTENHLIY 5 22 [A] B C & Y B i A T AN AL

oAt 7 RS Uh R B IRAF IR R G ?
Jff. AP AT LA (R AR

Hen] DATEWE LR 2 H &S 30 ?

1B LAFE 2228 MVE IR 7 RS H s b #3122 H & 0. #lll: ¢:\Users\Administrator\AppData
\Local\Temp\mveLexmark-install.log.

& W LAYE installation_dir\Lexmark\Markvision Enterprise\tomcat\logs X {| ¥+ ## *.log
MR H & Scf:, Hh installation_dir j& MVE ()20,

FEHL4Ff 7] DNS B2 (7] ) X 5 24 2

TG A HCE ML LFTEDHLIAME— 2K, B — D EHAR N T —A 1P Hibk.  “Jx ) DNS &if” #iH T
e s € P Huhik 4 2 FH P A 44

7E£ MVE 1, BRE RS “x [\ DNS &if]” ?

A UAZE S BB P AR R “ e a) DNS &l o WA E 2GR, WS 111 B0 R 0 i

IR - BhEs N 2] Windows B K H5 ?

DU PR 5 iz AT i 48R AT, SRS BEA LN A2
firewall add allowedprogram "installation dir/Lexmark/Markvision
Enterprise/tomcat/bin/tomcat9.exe" "Markvision Enterprise Tomcat"

firewall add portopening UDP 9187 "Markvision Enterprise NPA UDP"
firewall add portopening UDP 6100 "Markvision Enterprise LST UDP"

Hrp installation dir 7= MVE W2 i3z,

W ¥ & MVE DU A om0 443 LLAMR) o 2
1 {%1E Markvision Enterprise Il45.
a ISt X iEHE, RGN services.msc.
b x4 % o Markvision Enterprise, A5 i1k,

2 /7T installation_dir\Lexmark\Markvision Enterprise\tomcat\conf\server.xml [

4,
H installation dir /& MVE W) sof-32,



LR U

115

3 KBRS SO Iy — AR A3

<Connector port="443" protocol="org.apache.coyote.httpll.HttpllNioProtocol"
sslImplementationName="org.apache.tomcat.util.net.jsse.JSSEImplementation"
SSLEnabled="true" scheme="https" secure="true" clientAuth="false"
compression="on" compressableMimeType="text/html, text/xml, text/plain, text/css,
text/javascript,application/javascript,application/json" maxThreads="150"
maxHttpHeaderSize="16384" minSpareThreads="25" enableLookups="false"
acceptCount="100" connectionTimeout="120000" disableUploadTimeout="true"
URIEncoding="UTF-8" server="Apache" sslEnabledProtocols="TLSvl,TLSvl.1l,TLSv1.2"
sslProtocol="TLS" keystoreFile="C:/Program Files/Lexmark/Markvision Enterprise/
../mve_truststore.pl2" keystorePass="markvision" keyAlias="mve" keyPass="markvision"
keystoreType="PKCS12" ciphers="TLS_ECDHE_RSA_WITH AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_128_ CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA" />

¥ redirectPort {i 5 A 4 v L AL HIAH [F] 13 5 .

<Connector port="9788" maxHttpHeaderSize="16384" maxThreads="150" minSpareThreads="25"
enableLookups="false" redirectPort="443" acceptCount="100" connectionTimeout="120000"

disableUploadTimeout="true" compression="on" compressableMimeType="text/html, text/xml,

text/plain, text/css, text/javascript, application/javascript,application/json"
URIEncoding="UTF-8" server="Apache"/>

1A 8l Markvision Enterprise %5 .

a s T EE, ARG services.msc.

b R4 s Markvision Enterprise, 2R )5 i mEH R E).

A4 FH Bty 11977 7] MVE

B, $79F Web %%, 4X5% N\ https://MVE_SERVER:port/mve.

M+ MVE_SERVER /24T MVE [IRZ 851 =LA 58 1P Hutik, 1 port &% 115,

B %2l MVE 1 B i) 25550 TLS hiuads?

1

1 1F: Markvision Enterprise JIli%5
a I T IEE, ARG services.msc.
b I ilbs4 8 % Markvision Enterprise, X5 i1k,

I installation dir\Lexmark\Markvision Enterprise\tomcat\conf\server.xml

o

HH installation dir J& MVE 123043k,

i B 20 A TLS A,

MFEA LB ENE 25, #5204 Apache Tomcat SSL/TLS configuration instructions.
WMFEA I FEMENE 2R, ESH

Apache Tomcat SSL support information documentation.

1A 8l Markvision Enterprise %5 .

a I T EE, ARG A services.msc.

b M Ebr4 % v Markvision Enterprise, A5 it ERHEE).

ffF] Microsoft CA MV ki i i & ¥ CRL 30442

1

M CA k%55 3KE CRL X ff.
EE:
e %fT Microsoft CA iMV ik, CRL A~<xHzhiliit SCEP F#i.


https://tomcat.apache.org/tomcat-9.0-doc/ssl-howto.html#Configuration
https://tomcat.apache.org/tomcat-9.0-doc/config/http.html#SSL_Support
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o WIFEHZ(EH, S Microsoft iF 13 Pl &5

2 ¥ CRL XXfH{Rf¢ff installation_dir\Lexmark\Markvision Enterprise\apps\library\crl
A, Hip installation dir & MVE 2230 fd,

3 7t MVE " lC & UE B UL .
R S REOGE M T 1 SCEP Bl
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SEMERR L
H P EL G ie %

HEMH N
T A BB A e T B

1 fEstimm A B, $ﬂi¢'o
2 PiEARP, REIEFE A
3 ubigmiE, ARG ECER.
4 BPEHREEN.
WMRAEISIE T HORSE, EHRAT R AT HAE:
o IR —AME LG ok D
* ER Lexmark %7 L,

H%F E'A _'I:JL;\ %_:E—E:’l

GRS —NMEBERH, REME LTIk~

e LI “Markvision Enterprise Z 6052 HFEF” G5 — AN ELG .
W B 2226 Markvision Enterprise (3043 .

. c:\Program Files\

S

—r

i3l Lexmark\Markvision Enterprise\ H 3% [¥] mvepwdutility-windows.exe 3 1.

2
3 EFHEE, REREHE > T—F,

4 EFMAPRS > T2

5 HAHEIE

6 i t—P.

7 Uil MVE, 85 MR LU B 51T

ER: WREZEE, WSHE27 1R RN
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T AR R 2K

U R IEAE AR B IS LT OGH T Web I BE2S, WTRESS HILI ) &
R IIMEF I — DA

TERREETE, FMIFR Web 3% 231 cookie
Piln MVE &%, REHHEREIEER

FTHF Web 3% 8%, SR54EN https://MVE_SERVER/mve/login, 7' MVE SERVER /Z4L% MVE (1
R4 25 B EMLA B 1P Huhl,

ANBER I AT ERL
it SR FAIIME AR A
BENIT EIHLK IR 24T IF
R FEL R £ 2 [ b4 A\ T EIVHTLA TE R 42 1 S F Y o o
BENIT BN SR 2 P 4%
R ST EIHL
HNEERIFTEINL L2 TCPAP

A MVE {# F i35 0 24775, 3+ H SNMP fl mDNS 2.3 H
MHEELZER, WSS 122 T EK “ PR LR

EX % Lexmark &

A IEFHBIFTEIHUE B
PATH
WHEL R, W5 58 UL AL

MVE SR RHT BIHLURA N 22 24T Bl

HOTEIHLR Z AR
WIFHA RARPITEWLIE 245 K., &S5 Markvision Enterprise 177 5 4143 RS
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Btk mDNS CHT7F HARYFH 1

MIERFTEINL, )5 EFIBITITEIHLA I
INFELAEE, WS 30 JU LM “RIFTEINL” .

X2 AN AR HATEC EAES —IK =R R B A /)
ZRAH RT)

B neE st
1 3% %3E Markvision Enterprise ({30435 .
f%1: c:\Program Files\

2 T2 Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes {3,
3 Ml A SE, F1JT platform.properties At
4 %% cdcl.ws.readTimeout fH.
FR: ZEUZEM R AL, Fill, 90000 =4 T 90 5.
5 Ml A SE, 1T devCom.properties SU1:.
%% 1st .responseTimeoutsRetries {H.
ER: ZMEUER AL, i, 10000 =745 T 10 7.

f5ilt: 1lst.responseTimeoutsRetries=10000 15000 20000. i —XKEFHETEIRME 10 2 )5,
B UGERERE 15 2R, S UCERE R 20 2 5.
7 WIRTE, HE{FH LDAP GSSAPI i, iiG)H parameters.properties 1.
WWILL X E: lst.negotiation.timeout=400
HER: U A AT
8 TRAFHI.

i T ERHLIE BHATECE R

A FERAT AR B UE S o

B nvE M BRI S
7t platform.properties C/FHR N R 8

enrol .maxEnrolmentRetry=10

FAEHLIUNT 5,
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OpenXPKI iE 4 & W14

ffF OpenXPKI CA JRk4528 40 & UEF5 R

Wk MVE 11 “REZRE” BHS CA REBHIITRNELEFHAILE
Bl
W LL N & MVE # platform.properties -] ca.onBehalf.cn %1/],

ca.onBehalf.cn=Markvision SQA-2012-23AB.lrdc.lexmark.ds

M2 LA R e CA JIjs#5H generic.yaml U] authorized_signer % .

rulel:
# Full DN
Subject: CN=Markvision_SQA-2012-23AB.lrdc.lexmark.ds

WA GRS OpenXPKI CA 45 a5t 8E 215 8., W52 OpenXPKI il 1200 & WL & 75 7 -

KRR S5 A R

235 en_US.utf8 XIREZE
1 iZ4T dpkg-reconfigure locales fii% -

2 % en_US.utf8 (locale -a | grep en_US) [X 1 i '

FRIIRBA I

i in) http:/lyourhost/openxpki/ v}, & 23k Open Source Trustcenter i, 147 &R R,

B fcgid
BATLL 4
1 a2enmod fcgid

2 service apache2 restart

KAEBH R BREERRHIR

1E /usr/share/perl5/Connector/Multi.pm % 201 17_I 1 Il EXCEPTION: Nested connector without
class (scep.scep-server-1.connector.initial) 4ix.

H ¥ scep.scep-server-1

1t letc/openxpki/config.d/realm/REALM/scep/generic.yaml ', i scep.scep-server-1 &%)
scep.generic,

ER: SRS 2 AR B REALM, F100, A BN, 71 ca-one.



eligible:
initial:
value@: connector:scep.generic.connector.initial
TEFHMAEIES
YFGMATE TR, Tt A S I,
W scep.scep-server-1

1t letc/openxpki/config.d/realm/REALM/scep/generic.yaml ', i scep.scep-server-1 %}

scep.generic.
ER: T HE AU A REALM. BT, M HERASEE, T ca-one.
eligible:

initial:

value@: connector:scep.generic.connector.initial

SHAEEM IS RIS KA Perl #1%

H ¥ scep.scep-server-1

7t letc/openxpki/config.d/realm/REALM/scep/generic.yaml ', } scep.scep-server-1 &t

scep.generic.
VERR: MG SURA A B e REATM. DIt SR SURI, ] ca-one.
eligible:

initial:

value@: connector:scep.generic.connector.initial

ca-signer-1 fll vault-1 &AL
REGIRESTLE/R ca-signer-1 fil vault-1 &b,
W FAINER A
B SUE B # AR
7t letc/openxpki/config.d/realm/ca-one/crypto.yaml 5 Bl 5 25 5 5

IR IER AT 5 B I K B E Y1300
NFHEEZAER, WS WA 90 TR “SHIE P A IFQIE AT SRR .

HRE SIS B OpenXPKI w3
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LEpord
PR v 1 R
MVE WA H] (1) U AERSOH T LR R I 45 8 45, i B B s

Microsoft SQL Server
and Firebird database

i
(C

TCP 443 TCP 3050 (Firebird)
MVE server User-defined port (Microsoft SQL Server)

UDP 69, 161, 5353, ’m!

6000, 6100, 9187,
9300 TCP 21, 80, User-defined port
5000, 6110, 9100 User-defined port
I (e*c m] Mail server
Network devices &0

LDAP or
Kerberos server

ERE:
o i HEXUR K, I HA A TP s A fig ik MVE IE#EAT. i 4T Enplam H# 28 M.

o UUIRAE LN g L, XL RSs A by B AT R Y e 2% i R I I A I, RS A
SrBC— A B L4 e i FAERLIN TR AT 28, 2 2 AR 2 1l BT IR e m] AR DAy ml Y A 58

i
k5525 24T ERNLESE
E MVE JiR55-25% 21 W 25 T BRI 0 38 15 397 180 458 FH 3 2 R Bip i
X MVE fg454% TEL AT
P25 +T E[NER B 3 (NPAP) UDP 9187 UDP 9300 | 55 Lexmark [W£%3T ENHLAEAS .«
XML P& &% (XMLNT) UDP 9187 UDP 6000 | 15 —4% Lexmark %% 4T ENHLIESS o
Lexmark Z 451 (LST) UDP 6100 UDP 6100 | 55— Lexmark [W£%3T ENHL 2240105 .

{[ﬁﬁﬁ#iﬁﬁﬁ%ﬂmb‘( (TCP) | TCP 6110
i € =D
JEF
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171358 MVE k4548 FTEIML BT
Z S5 42Z £ 4 (MDNS) I s P AR B i UDP 5353 | & IN Lexmark P £&FT ERHLIHH 8 FT ENHLIG 224
(UDP) 3 [ PERE.
R WA LR A VF MVE 5243 B
HLIEAE
T B 4 P T 1 (SNMIP) It UDP 3 UDP 161 | KINIF5S Lexmark FNEE =5 L8 FT EPHLIALE o
SCAHEAEETEM (FTP) I TCP % 1 TCP 21 5 SCA
TCP 20
XA AL (HTTP) I} TCP 3 11 TCP 80 | &4BE SCAFEMAT L
TCP 443 | #2830 o AT & o
L SSL KB AL S B Il B TCP 3 11 TCP 161 | #& SC sl A T & o
(HTTPS) TCP 443
RAW I TCP 3 11 TCP 9100 | & s A TR &
FTENDLEI AR S5 25 1815

FEMPIZRFTENHLE] MVE Jiz 545 i 85 193 180 458 FH B3 AT

BMY  FTEIHL MVE fi&438 BT
NPAP | UDP 9300 | UDP 9187 | 2E Al R4 IS 24

W 55 4 B B A5
72 MVE IR 55 55 B0 5cHm P2 (K38 £ 391180 6 R 02

MVE fR&a%  $RE
Y TCP % O | )™ s X . BRAEG & TCP 1433, |5 SQL Server $¥s FEiE 5 .

| &M TCP % 0 | TCP 3050 5 Firebird ¥4 i £ .

& v B A 55 2% B A5
FEMBI B33 % 7 S 5] MVE JIR 558 03012 39104 PR (0338 EL AR it

B AR MVE RS2
Wi SSL B A4L%rtMY (HTTPs) | TCP i 1] TCP 443

55 25 2 MR A 5 A% B =
FEM MVE [} 4558 5 1155 552 (03 £ 391180 66 PR 0 2 1R

MVE Jk%4%  SMTP jk43%

TR ERAAER MY (SMTP) | I TCP it 11 | HI ™ % XA . BRI & TCP | $ ity FilisEshfe, T MFTENHLEE
25, AR
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FR&-523 LDAP R4 S5Sf =
fEM MVE R4 252 LDAP AR4-23 K045 K& 7 AR AN BUE T 8 A0 18 15 B B4 A B 2 AT B

1713 MVE k45 2% LDAP f%53% il

2B HFV5 RN (LDAP) | Ik TCP i [ FH 7758 SCRYSR 11 BRiASG 1 | 4 LDAP R4S 2%564F MVE

J& TCP 389. Fr

TLS BELHFUFRPMY | IGK TCP 4 FH/ 5 SRS . BRiAsm 0 | 43 LDAP R4 2%t TLS
(LDAPS) J& TCP 636. I53E MVE 5.

Kerberos IsH UDP 3% 1 8 SRS . BRI ﬁiﬁﬁ Kerberos ¥t MVE JH

& UDP 88.

Fo

7£ Microsoft CA # /3 FiE 515 kK 1) B sh it

BOAEOLR, Frf CA JIRSS as#lib T Holt B, BT St R AN LAk i1 T eI o0 TR TR
ANEAT, PR A UE Y A shitk i

1 M “HRG A, Bl TR > IERBMANIM .

2 A, H AR CA, AR5 B > SRERIE R

3 MIEFSALHIENR, HmEGER, BFIEFERTRBE, K5 e
EE: WRIEFERIETERRSBE N EA, WL TahttfEiE1s.

4 FFr Az CA MRS .

A IE

HR: EIFRZRT, MRS CRLECE T CA s #s it He il .

1 M CA Jikg54s, $TTHERBENM .

2 MZEMEIR, &I CA, ARG DRAMIES.

3 bR RS RAIE S, A5 REEES > REIETS.

4 EHE I AACHS LK 8 10 IR ], AR B

5 WZcimtk, AR EREIES, N5 RhraEs > k.
W MRS MR RE R mAE .

AT LfE CRL & 2 C MANIE B P51
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AIII“I

ERFEIN
RASE I

2022 4 H

LR CF RS LA BB PR, WA EH THEHX . LEXMARK INTERNATIONAL, INC. DL
DURFRAL LT, AT ARAE ORISR R, BFE, (EAR T DAILR 2 H k4784 8 A0E H
G RARAIE o B ] A SR X I EANHE VR R SR 2840 B rh R DR A RS /S O ARAIE s DR, 340 7 B AT RE AN T T
PRI

AT WPl e A BOR EIAMER R EN RIS % . 28 Tk, AT A BOr s ST, IXSe sl 2 AL
FELLS I RRCA 7= dh BB A W] RE s BEIN 2, ksl AN AT A

AT SR BIIAT R b FEFPBUIR S5 S5 P AR A2 | 9T SR8 i RE e BUIR 55 17 T AT 1) [ X4
Bt WAEWE X R b BEPERSS . ARMTIIRE R RS, HREAMR LA AR
B #ATCLRBR B A o S5 FAb ™ s RERP iR gs CBRT R WIEAR 140 ) SRR E TR T P0G S B 2 H
JHBHE.

W5 Lexmark HiAR S H, 1453 http://support.lexmark.com.

Wt A R BAS A T 1Y) Lexmark B FASKEIE IRI{5 B, 154 1) www.lexmark.com/privacy .
WNHAT KA N BRI, 155 3] www.lexmark.com.

© 2017 Lexmark International, Inc.

TREPTAEBUR .

[
Lexmark. Lexmark #txF1 Markvision J& Lexmark International, Inc. 7535 [ /s Hofth B 55 (R R bR el i ra b o

Windows. Microsoft. Microsoft Edge. PowerShell. SQL Server 1 Windows Server &l 5 4 A & 117
*i:o

Firebird J& Firebird Foundation f33: 1} s .
Google Chrome /& Google LLC [ #7 .
Apple F Safari & Apple Inc [KJVEM Fbr.
Java /& Oracle F1/EICSCHRA UL HIVE M AR o
JT A HAb B AR I T AR Te Al 14 AT 4 .

GOVERNMENT END USERS

The Software Program and any related documentation are "Commercial ltems," as that term is defined in 48
C.FR. 2.101, "Computer Software" and "Commercial Computer Software Documentation," as such terms are
used in 48 C.F.R. 12.212 or 48 C.F.R. 227.7202, as applicable. Consistent with 48 C.F.R. 12.212 or 48 C.F.R.
227.7202-1 through 227.7207-4, as applicable, the Commercial Computer Software and Commercial Software
Documentation are licensed to the U.S. Government end users (a) only as Commerical ltems and (b) with
only those rights as are granted to all other end users pursuant to the terms and conditions herein.


http://support.lexmark.com
http://www.lexmark.com/privacy
http://www.lexmark.com
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JMDNS License

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General
Public License as published by the Free Software Foundation; either version 2.1 of the License, or (at your
option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser
General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not, write
to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Arthur van Hoff

avh @strangeberry.com
Rick Blair
rickblair@mac.com
**JmDNS

WRER S

FITAT 55 07 b QIR RV P R ] UM P S B
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L BRI AN A AT HR A . 2 H LT EDH VBRI A o3 O 2 A F R4
W ARAT ENHLECHE ,  WATENHLIRES . FEM NI REMIE S5 -

BEEMES, W ROIF AT B ST ENPLE— AT EPHLAY S . AERCE
BT DME ST ED LB BT R N AR VRRE, [ CA RS 2
FTEIHL,

WE—HSH HTAEMS EASATEPLIRCE SO, el fgid 5 Hile
SHIBCE, AT LAE AL R A 320 BT AT 2 TEIAL

S8 SAERS R EARE B I AT I LA

SYBCZ AT EIHLA B SOCA, 0T DU /e R G0 H R IX AT EIRL. 8]
R TIRIEI RIS, RS oR BUZ ISR TARic MAT EIBL.
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A

i 5] MVE 20

e

A 101

BAE AR

PHf#E 101

e

fE 100

MEx 102

Yl 102

102

A 102
INIE R TTHE 111
FEUES FRaS N 7 iy 4 4 B0
EKU 98

EHAHP CLBICEN 117
[ e oAk
B 61

AES256 Jin#5

BlE 114

AlA

il g 71
MR H &S
ENL 114

VRSN

4, 56

I A

B4 63
SrEOCEE Y 57
SYHCRC & BIFTENHL 54
SRR RHTEIL 56
HAZFTEINL 53

BAIF
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