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o QUEET ZIE
ER: CUF 2N ELRR . R ] ARt B 58 U EHE E 42 7K
- FRAMEWORK
— MONITOR
— QUARTZ

o L HLIEAE I Aiv 4L, 14 Microsoft SQL Server Browser il & b A& EE). &0, {F TCP/IP &%
T EWRCE ARSI .

o QI — AT AR EE dbowner BRI K, MVE HEkIEBA G E SR E. WA &
hgﬁlngro”sc;g JSQQL Server Ik /', 1&7E Microsoft SQL Server I Ji3 H Microsoft SQL Server i1 “Windows £ />
LY I\ o

HE: HEACE N Microsoft SQL Server ] MVE A2 bR OB (8 b sk Bl . a2 5, 70
T2 FRAMEWORK. MONITOR Al QUARTZ $Hi e .

* 5 dbo AR ML Bt AT 7 ARJEKE dbo BB E N BRIA A .
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¥ & run-as f /-

FEZFEIIA], T LARAE MVE VR AR GUk P sl Sl - ik - AT VR4 run-as S804 ik ™ $ 4T MVE w Bl
PR 2. ARG MIEL, S iR I A R ABCRR -

run-as & ik P run-as A R4

A H R GA R o RN LATR AT U5 ) BB« AL
— $MVE_INSTALL/tomcat/logs
— $MVE_INSTALL/tomcat/temp
— $MVE_INSTALL/tomcat/work
— $MVE_INSTALL/apps/library
— $MVE_INSTALL/apps/dm-mve/picture
— $MVE_INSTALL/../mve_truststore*
— $MVE_INSTALL/jre/lib/security/cacerts
— $MVE_INSTALL/apps/dm-mve/WEB-INF/Idap
— $MVE_INSTALL/apps/dm-mve/download
H $MVE_INSTALL & 2% H %,
* Windows 534{: LOGON_AS_A_SERVICE

BOREEEBMPIAE | o 14 Microsoft SQL Server [ Windows & #}4:ii | SQL & 43 56:3IF
e SQL G4

AeE TE 2228 2 T U C B 1E IR A B0
AR MVE BEE Y run-as Sk, WIZE MVE JIegs s AH TR b gt il .

234 MVE
1 B PAT S PRI S AT SR 4%
2 LUEBL R B isiT Sorf, SRV SN L5 5 i) 1 B EA T A o

HE:
o ERUWH I L A . BT A AN RS, TE A BIC A S, B eI
—ANA I
o IR “Windows &4y 5E” %3] Microsoft SQL Server, IS4 7E 223 RIS AT EBIGAIE .
48 AT MVE windows JIR%- 1111 F* 7& Microsoft SQL Server SE{i| b ELAGAH N [k 2 o $552 (I
W FRAMEWORK. MONITOR F1 QUARTZ #4 ZE i) dbowner AR .

T~ %3 MVE
AR BRI R

--help WIRBRUEIN K o

‘ --version IR iE .

‘}l
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w®E ik {i=A
--unattendedmodeui To NAE PR ST ¥R\: none
<unattendedmodeui> PN

® none

®* minimal

® minimalWithDialogs
--optionfile <optionfile> LRSI A 2RI :
--debuglevel <debuglevel> PR BRI FE ) . 2Rk 2

fnitl::

*0

e 1

* 2

3

® 4
--mode <mode> 2R ¥RIA: win32

ftliq::

® win32

® unattended
--debugtrace <debugtrace> R4 . RN
--installer-language B SR #Xik: en
<installer-language> o

® en

® es

® de

* fr

® it

® pt_BR

® zh CN
--encryptionKey . s 54 .
<encryptionKey> LN
--prefix <prefix> 2 H 5 ¥XiA: C:\Program Files

--mveLexmark_ runas
<mveLexmark_runas>

run-as fl J1 T

#X\: LOCAL_SYSTEM
BINAE

® LOCAL_SYSTEM

¢ SPECIFIC_USER

--serviceRunAsUsername run-as H /4. M.
<serviceRunAsUsername> BRI
--serviceRunAsPassword run-as J ) &40, B,

<serviceRunAsPassword>

NN
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w®E ik {i=A
--mveLexmark_database B R, BRI :
<mveLexmark_database> U

¢ FIREBIRD

® SQL_SERVER
--firebirdUsername Firebird £z 5 H 7 4 . HP4:
<firebirdUsername> RN
--firebirdPassword Firebird £z /4 %15 . A
<firebirdPassword> LI
--firebirdFWDbName FRAMEWORK (1] Firebird %4t e 44 | $icdhs 2 44 8k -
<firebirdFWDbName> *l/j(o Eﬁy\ FRAMEWORK
--firebirdMNDbName MONITOR [ Firebird $d&FE & FR . ERI\: MONITOR
<firebirdMNDbName>
--firebirdQzDbName QUARTZ ) Firebird %4 FE 44 FK #Ri\: QUARTZ
<firebirdQZDbName>
--databaseIPAddress A 1P okl 14 . IP Huhikak FH14 -
<databaseIPAddress> BRI :
--databasePort B e v 115 o Ui 1452
<databasePort> LN
--instanceName S 4 S 4
<instanceName> BRI
--instanceIdentifier S #%iA: databasePort
<instanceIdentifier> T

¢ databasePort

® instanceName
--databaseUsername BIRERF 4 M4
<databaseUsername> BRI
--databasePassword B R . BN
<databasePassword> LN
-- Microsoft SQL Server %3 /772 NN
sglServerAuthenticationMetho sglServerDbAuthentication
a St

<s@glServerAuthenticationMeth
od>

® sglServerDbAuthentication

® sglServerWindowsAuthentic
ation

--fWDbName <fWDbName>

FRAMEWORK [1) 44 £ 44 75 o

Kol A4 F -

ERi\: FRAMEWORK

<mveAdminUsername>

--mNDbName <mNDbName> MONITOR [0 ZE 4 FR ERiA: MONITOR
--gZDbName <gZDbName> QUARTZ 1503 22 44 R 2X1\: QUARTZ
--mveAdminUsername EHAHP 4. M 4.

2RIA: admin
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--mveAdminPassword SRl AP A,
<mveAdminPassword> RN

Viial MVE
B MVE, 3548 5 15 22 285 B 1) 61 2 () B s S E . S m] A% B oAt 2 5% 771, 1 LDAP. Kerberos i
fliA K . WIFHHEZEE, WS 26ﬁLE’J “EEMPUINT .

1 T7IF Web %525, SRJ54EN https://MVE_SERVER/mve/, .7 MVE SERVER Z-{E1 MVE iR 45 4%
I EHLA B IP Shhk .

2 IR, TR oA W
3 AN HISEIE

4 iR,

R

o CJE, TR A I R A T S, WSS 21 S
B

o IR MVE Wit 30 70%f, M4 B shidss.

v
HES
1 $7TF Web 3% 8%, SR54EN https://MVE_SERVER/mve/, L™ MVE SERVER ‘&4C%F MVE [R5 48
M ERLA B 1P Mk,

2 W, 2 AT
3 WA B, ERRES.

B U R

1 $77F Web %25, 858N https://MVE_SERVER/mve/, L' MVE_SERVER /&40 MVE [k % %%
N4 L P k.

2 WMRFELE, HEZ BRI

3 K ANEAEIE

4 R,

5 feutimnmA B, R H 4, RS R R .

6 HUE.
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#3 N R
F2% %] MVE 4.1

TETHRTTRZ AT, EHRAT LU T 4k
o KB PER SRR SO IR AR, S 22 GU RN A Oy ANE I A .
o WURTE, URedt A EEE LK

UER A X BT, WS SETH R 2.0 iCAS,  FETHE 3.3 JRAS, ARJATHELE] 4.0 AS, #HTHE] 4.1 A
FMSIER S FEAAETH 23] MVE 2.0 I $147.

EEEEtE 3.3 5] 4.0 5] 4.1
TR TR R AT 1.6.x | 4.1
2.0 ¥/ 4.1

1 2 B R AT N IR SO o AT T s B 2 3 J AN W] PR s 25 2R AU o I R R K, AT L
A58 P 26 43 SCAT A I R Py sk BT RS o

BE—ARERIARIR: TS MVE I, s R e R AR AR o ANBEIE J SIS T RSCAS QS PR 308k P 4547 o
HR: WHEZER, ESHE 22 7 RN “ &M Rud AW E” .

2 g AT RAT S R RS N A

3 LU B B B i AT RERE Y, SRR SO LR O WA T 4 A
TR

o STHEEI MVE 2.0 I, SMRLLTTELIOANE AT B BI5—AMT BB S —RLE . i,
SAETC, SLEL, RSKNIT EVAER WAL X792 $TEIBL, IS4 K80 2 b 2 9F 51 X792 1.
FERARA R T AR AR EN LI 0 . MVE ZEi GO, iAo ORI SR .
LR, HEME 14 GUEKN “R DA R A

o THRZIR, AV BT 2 R R

* 4 MVE JH405] 3.5 SUBRINUARI , 2 RALFRNE NFTERRLE T b B ok, A sk
R AL, eI BT QUL e AL A ) S0 B 0 5 AL
i

B A T8 SR B R

ER: TR O AL RN T RE 2 R B . ISR IE A T I LD IR

20y B A N AR P A

FRAT T U 4 0 5 R 50 P

1 {%ik Firebird /IR 451 Markvision Enterprise JIk45 .
a s T IEE, ARG A services.msc.
b JH R brti% 7 Firebird Guardian - Defaultinstance, X5 fidif& 1k,
c FHRFrf s Markvision Enterprise, 2R J5 ik,
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2 %z Markvision Enterprise [ 30132 .
4. c:\Program Files\

3 A N R e A S AT

A N AR PR oA

R LR SO S B AN 2 AR

* Lexmark\mve_encryption.jceks

® Lexmark\mve_truststore.p12

® Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties

* | exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\encryption.properties

* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\platform.properties

* |exmark\Markvision Enterprise\apps\library

* | exmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties
* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\encryption.properties
* Lexmark\Markvision Enterprise\jre\lib\security\cacerts

® Lexmark\Markvision Enterprise\tomcat\confiserver.xml

VR WX eSO E % . A mve_encryption.jeceks U ISR BT, WITEIRKE LIS k%
S AFAE LB 22 R SO R G P R

AR B A
AT AT 454
FER: DU SO BRI A2 PR X ey B T i i) B0 P2 44 R o
o U Firebird HOHRIE, RKLL R SCHESE IS AN A TOTP IR . AR A (IS LA 5 2
i E K.
— Lexmark\Markvision Enterprise\firebird\security2.fdb
I R AT B € SCBHE FEAARR, 15 S8 LR ST
* Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties
¢ Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties
¢ Lexmark\Markvision Enterprise\apps\mve-data-service/WEB-INF\classes\application.yml
* | exmark\Markvision Enterprise\firebird\aliases.conf
— Lexmark\Markvision Enterprise\firebird\data\QUARTZ.FDB
— Lexmark\Markvision Enterprise\firebird\data\MONITOR.FDB
— Lexmark\Markvision Enterprise\firebird\data\FRAMEWORK.FDB
o W RIEAEH Microsoft SQL Server, iffld FRAMEWORK. MONITOR F1 QUARTZ (14171
MFHE LR, E 5% Microsoft SQL Server & H IR .
4 T3 535 Firebird k45 #1 Markvision Enterprise %5 .
a I T EE, ARG services.msc.
b R Frti% 4 Firebird Guardian - Defaultinstance, X5 i EH B,
c R4 s Markvision Enterprise, 2R )5 i EH B E).
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I J B B R0 N R ST
BE—ARERBIA: T MVE I, B0 B aT BE S cide o ANSEIE Ji A 56 T AR Bt P 5t 2 4 40
1 {%1E Markvision Enterprise Il%5.
M EZAE R, S 22 T ER) % Bodha AN R e SCfE” 195 1 00
2 W% 22 Markvision Enterprise 130413 .
4. c:\Program Files\
3 IS N R S
At AR AE A A DR P DR AT B SCA R 4 R 21 S A
* |exmark\mve_encryption.jceks
* |exmark\mve_truststore.p12
* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties
* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\encryption.properties
* |exmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\platform.properties
* Lexmark\Markvision Enterprise\apps\library
* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties
* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\encryption.properties
* |Lexmark\Markvision Enterprise\jre\lib\security\cacerts
* | exmark\Markvision Enterprise\tomcat\conf\server.xmil

HE: FU BT MVE 223 AH m RCAS IR, S84 BE 25080 P 45 03 38 S A8 i) MVE 2223
4 & E g S
AT I T AT 45 A -
o UUREAL Firebird £fla 72, 1 AL A O i B A DR AT 1 BT SCA
FE: LR SO HTERA R B PR AL FR o I ud I3 i H T 1 0 25080 JE 44
Lexmark\Markvision Enterprise\firebird\security2.fdb
I A A B € CEHRPEAARR,  WIBLR SO gt -

¢ Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes\database.properties

* Lexmark\Markvision Enterprise\apps\mve-data-service\WEB-INF\classes\database.properties

* Lexmark\Markvision Enterprise\apps\mve-data-service/WEB-INF\classes\application.yml
* | exmark\Markvision Enterprise\firebird\aliases.conf

Lexmark\Markvision Enterprise\firebird\data\QUARTZ.FDB

Lexmark\Markvision Enterprise\firebird\data\AMONITOR.FDB

Lexmark\Markvision Enterprise\firebird\data\FRAMEWORK.FDB

o A& H Microsoft SQL Server, i1 &% 1) Microsoft SQL Server &2 i1

5 ¥ )1%) Markvision Enterprise A% .
MFTEFLZEL, ESRH 22 TR “ & Bl FEANY IR SO (5 4 0.
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) Iy = N
e BN 7B RE
“Markvision Enterprise #%5 FHFE 7 fo VRS BB O A5 2228 9 1A) id & 1¥) Microsoft SQL Server &&, ik

ity BT 2 MVE. 256 FHREFPE SR VFRE SE B run-as F sk P AE3IE, Al . A2 A0t . 2R 7 BLATH
PG PAEE,  SIE ] LA R SE AR R o — M L R

1 30 22%: Markvision Enterprise #1303
4. c:\Program Files\
2 i3 Lexmark\Markvision Enterprise\ H 3% [f] mvepwdutility-windows.exe 3 1.
3 wRET, AEREHE > T2,
4 IR SLBERE LU AT R
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A} AYA ) A )

wE P UimE

Wk

MVE i85 a8 BEAS N2 MVE A 55 #s a3 A HIZE LDAP HiR 55 28 HHyE M FH ik o dnds 45 s N

MR AR, WSS 27 R AN o Ri A RAER] LDAP K T I E AR, S
%27 vy Bi) “JHH] LDAP RS EEIUE”

UL, A . MG AR, ES0H 26 [ ER “BEH 0 .

FERIERRE R, RGrakr s MVE g5 & srAF AR A BT 1O P AR IE. W2k MVE GRS e 6y, A4
ERZIRIUE LDAP 55 a8 HHIT o W RAE MVE g5 451 LDAP Jle g% ds Rl A7 A2 H] 7 44, WAEA] MVE
Hi 55 4 R R o

HEH P AT

MVE JH 7w A B S A s AN . MREE A, A AT BL RS

o BHE AV HIFPAT I AT RS . MATEAS AR, Wi SR icE R g v E. AR
A EERT ORI A R IR EAEE AT RS, T ANE R SIS I P 2R e A 4

o FTEIHL

— BRI E ST
BEEITEIHUIRAS
PATH .
(EEEIRIPS =

— PUEH . Bl T UL AT BT L
e LE

- FEACE, OIS AMGHECE ST,

— RESCIE R B

— MBI TRC E BT EIHL

— FiE — 2k ke A A B AT

— HRESCAFEIHTEIML.

— OB ATEIHLI fF .

— AETEIHLE B4 K

— FEATEINLEREAE K,
o HFEHRE

— R

— PECFAERHTEINL

— DA
* kG

- HBATEINURES .

— HOB R BT B L.

— BT EE R .

— PATHCERFTEINL,
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EE:

* MVE " R al AR FTEIHLE B0, 5 PO AR AL
o WA RABCH I MOEZEE, WSHE 27 sUEl “FHP,” .

EHEH

1 A B, Q’
2 iR, R IAT T T A 4R

A A
a iiflg.
b WM 4. M ID R,
c EFESM,
HE: WHEZER, ESME26 JU LK “HRHP MO
d mhggAEr.

G 28 FH

a P4 D,
b AUEBH,

c HdRAEER.

e A P
a At AmB A
b gy, AJEHHIAME.

R A = YOE R U, IR S giie . R BB BT RERS EOFHGE ik .
RCEE MPREUE, KRGS S PR EZJJE%EJ?{&&@

J2 Fl LDAP JiR45285603F

LDAP et -hrtfe. #5165 AP RPN, EHEAL TCPAP (WIZIE1r. S T-Ui R H % H %L
P

A EGAES AN ARLE, S0 DT A W] LDAP JIRZs 2 KIUEHI 7 1D R hs.
VER ez tl, LDAP R4S #5 L AVEE 5 BT f P AN P 4. TR sE 245 6, W2 P 26 1L LY
“HRAEHL O .
1 R AT b A Q
2 i LDAP, SRJEE£ERHRAE S A LDAP.
3 7t LDAP fiR55 % BN FBUT, AT S I UER LDAP JIR45 431 1P Huhik sl 30144
HE: WARKREAE MVE RS540 LDAP IR 454% 2 [RAE A N2 845, 168 58 25584 (FQDN).
A AR IR0 I U iSCHR IR A A i 1
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5 EEINE L
* I
-ﬂs—m~ﬁﬁQWM A5 FH 5 o 2 RUE S 50 IE R AR B R 254 A1 2% i 2 TR) PRI o R B ik
MRS ISR S, % START_TLS @A Ri% % LDAP IR #%. i SL3iim ki 11 389 #2441z,
i%zﬁﬁﬁﬁti&zﬁo
® SSL/TLS—& - Flac i, Al 2 BH s ot iR 45 s AV i 2 6] R A BEAT S B0 E . i 2N
LDAP 48 5E T aAHE T 204030, 18 F e ail . I 000 5 FH 3 11 636 mk HiAth 22 42 1) LDAP i 11 .

6 EPGR TR,

o EBZ—IRYGEFILIETT . MVE RS 28 A2 4l ] LDAP AR 45 28 75 H6 00 it 11ty 7 4 3 5 47y il A2 41E 1) LDAP
M54 . (EJL T 1 LDAP sz, kI s, JIf Hake AN EAE A

o RE—MVE 5528 4l H] LDAP Il 45 %% i $ 8t i 7= A= 46 52 SEUE 2] LDAP IR 45 2%
a A EH 4.
b A, RIGHIAE.

o Kerberos— Ll B iX e B, IEHAT N IHIII4ERAE:
a A EH 4.
b A EE, RGN,
c ik EEH, RGN E krb5.conf A,

e SPNEGO—Zit B X S 38 'E, W4T L Nk
a HANRS EARLTR.
b EEFEICH, ARJE A krb5.conf 1.
C HREFEICHE, ARG AE Kerberos %414 i,
PEIE T TRCE Mo HAZ /Y7 1) GSSAPI B Lkl (SPNEGO)” , DASCHE “Hupli Bk Thig

7 WSk sy, Ho DO wCE

o WRE—R S HFERIT LR (DN). 7E LDAP #IX RS #8 /220, A s 200 H P = s ALy
FHAHSE. #ll: de=mvptest, dc=com.
HE: M4 DN K, MR de il o JEAR DN —3% . WK ou 5% en /& H 7 FIZL Y A A
58, WM P A R EHEH ou B( en.

o FHPHRE— LDAP LIX R4S a5 H H X S AFAE T p o B S &1 T P 19 s 4R DN R T
H75 5. . ou=people.

o HFHRITIES—H T7E LDAP #X R S#s e H P X S 5. Fl: (uid={0}).

SRR B FAMBZRIAX BT

HRMEH FER PR ERTET, BA

wH 4 (CN={0})

kA (sAMAccountName={0})

H P A2 R (userPrincipalName={0})
RS (telephoneNumber={0})

Gk A4 | (] (sAMAccountName={0}) (CN={0}))

ER: WAL (0}, XK MVE #% MVE I S Rk44
o R EAX ZAMBA TR — R GRS HLRIE T P R

o HAEERE—MEE MVE A AR 1 P 201K LDAP #EX R4 b 1749 o 67T KU AR H AT 20779
SR DN R 141 ou=group.




BCEM ViR 29

o AWRIIER—H TE—5 MVE J i U BRI A € 0 - IS4

HERE: A oy 1 g1y B, WiREH oy, HP4 MVE ##% LDAP H /" DN. i {13,
W4 MVE 482 MVE [\ &5k 4

s HABREH AL 24N LDAP B, LDAP B HATR & & 3, I Hag LT @Itk Beia bR 1]
et an, LDAP J&E en 54244 7 BAHKIEK. LDAP J&1E commonname HILE )42 44 7 By, il
W, WEPERITH en MERAMEIUE .

o R EAX GABAN TR — ARG RAERE TP .
8 J\ LDAP 41%] MVE i taipt 5y, A5 MVE i (X VK LDAP 411 44 FR .
HR:
s MFEXER, WESMH 26 vl L) “PHEH - .
o A LLK—AN LDAP 4143 Bih £/~ MVE fiifh . b m] LIEM B BN 24~ LDAP 41, ffiH B2k

2 S5y

T () ﬂ%/\ﬁng/\éﬂ Blhn, PR M EOARE admin Al assets 41, IHAEE B R A A
LDAP 41 fita 5B\ admin|assets.

o WURGE BTV E B A0, 1 AZHAlL MVE firth, TRIX L7 BUR 2
9 P fREFENR.

‘23 LDAP JR4251F

PLE MVE IR %5 %5 A1 LDAP JIRk 45 %% 2 A1 37 N2 185, MVE (51T LDAP JiR45 8k 15 . f MVE ZE#)
24 MVE 5 LDAP %5 25 3E4T Sy BiE N, MVE 2%, 11 LDAP IRSS 55 4 01 25 R 45 78

1 Eﬁﬁﬁ‘ﬂiiﬁ%ﬁﬁao

2 i LDAP, RJANCE LDAP ¥E . W 2E L, 2 27 s K “Ji/] LDAP fR5SE5HAE" .
3 il ik LDAP.

4 AT LDAP I A4 MU RS, AR5 ST i il

5 WMEIEBMANNE, REkzE
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RILAT EIHL
s R BURC B S

A8 A IUBC B SR B R M 45 R AT BN LR EN TSI B AR S8 A2 OUEE B SO, fm] LU $h AT R A —
BAERARE R 1P Hhidik 5 N4 17 R EGE

o BRI I AT

o ffiJH] TXT 5k CSV 3L N AT

BRI LL B 37 Bo PTG B BGHCAR ST BN 5 BE & P REAL &5 n] LLEESE 2T EHLINIT ENBL A N HIRE
Jeo VERIIE. [ AT CA GIES,

1 WTELE R, W RBUEEICE > AR
2 WHHLHSY, BNRILILE SCPE0E— % BRI, AR JF IR LR R
o I —RGEHHT EDHLN SN
o« ERRY ARG FTEHURRIO AL
o EEEEERIUTEN G RIMITENLL A < DA KA, T B RS R R

ki
3 HBHERRSY, PAT R EAT — A
Nt

a EHEREHER.
b APk, EHLA. TR IP HhkiEH .

Addresses

Include - ‘ =] Import
Examples: 10.20.xx.xx, myprinter.domain.com, 2001:dbX:x:X:X:X:X:X,
2001:dbx::x:x

Search Address/Range

Address/Range Include/Exclude

10.195.%.X-10.195.X.XX.XXX Include

FERLRER I — AT 1548 FH LR R 2 i -

® 10.195.10.1 (¥4 IPv4 il

* myprinter.example.com (FAEHL4)

® 10.195.10.3-10.195.10.255 (IPv4 $uhikysHD

® 10.195.*.* GHESH)

® 10.195.10.1/22 (IPv4 JoE 3% fhik#¢ 5k CIDR #Frid)

® 2001:db8:0:0:0:0:2:1 (5E¥EH IPV6 Hidik)

® 2001:db8::2:1 (J1E IPv6 Hutik)

HER: WRAFE—SFTELT IPve Huhk Rl 1Pv4 Btk 7 5w 2 IRECE SO, I S 7s d5 5 R I

Hohko U, WERAEH] IPve ABUHTEINL, JF HAEA] IPv4 FEUCRIATEINL, B2 AT IPv4 sl 7
FEATENHLAZR
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c s,

SR
a filigA.
b PP RE S AT EEER (P k.

Import Addresses from File

-1

Include Addresses in Discovery

Include Addresses in Discovery

Exclude Addresses from Discovery

C UMD ML B SOA S 45 A ML N T BT T
TN SCAS A
10.195.10.1
myprinter.example.com
10.195.10.3-10.195.10.255
10.195.*%.%
10.195.10.1/22
2001:db8:0:0:0:0:2:1
2001:db8::2:1

d fHFEA

4 M) SNMP #5y, EFERRA 1. 2¢ BARA 3, SR 5 BEE U7 AR .

HE: A SNMP A 3 RILFTEINL, TEFEFTEIHLE) “Hk AX Web JIRZ545 7 thald H -~ 4 Fisas,
RGBT BT ED L. R IoyR I, WIE B R IATEINL. W25, ES TP
Embedded Web Server—Security Administrator's Guide (/#A (" Web JR##— & E P G5 ) .

5 WERFE, THMRAEUERS Y, EPEFTEIHL IEAEAEH 0 S Rl vk, R A SE

TR SRR LA R B A 5 2 AT EPH U S A o R (AR A (0 FEUE A REAE 22 44T EDHL BT AT
55, W %*E%‘ﬁﬁlﬁﬁﬁ%‘ﬁ

6 WIRTE, N ECECE Ry, AR RICRHTENL 5. IR R B B R, TES I H 59 1k
H‘ “ﬁl E”

7 R AL B S R A B AT BB S
R KB UTUE N AT, i E AR, WS 109 s R AR .

BE R E A

1 M HTEIRL” S, i KRB E .
2 PAT MR ERAR
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9 78 T B S A

a WP AMELE I, ARUE i

b fLE B,

c Wl RAFR BRI TR E S -
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Printers~ Configuratio|

All Printers -

~ Keywords

[ INo keywords (4)

~ Subnets (1) Clear

157184.205* (4)
[10195.7% A3)
110194.29* M
[10195.0% 0]

_110195.6* 0}

~ Supply Status Severity (1) Clear

Unknown supply status 4
~ Printer Status Severity
| Unknown printer status ~ (4)

+ Configuration Conform... /-

» Model Names

Filters: 157184.205* (4) %

& Printer ~

4 total items
| IPAddress
[] 157184205135
| 157184.205186
| @157184.205.212
| 157184.205.250

= Configure ~

Unknown supply status (4) %

» Assign~ @ Security v

Model
Lexmark B2236dw

Contact Name
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Printers~

Configuratio
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+~Key Run Saved Search ‘ i
[E Configurev = # Assign~ | @ Security ~
One |
~suff All Printers Model Contact Name
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|10:
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0 Managed (Found) Printers
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~ Sug |
29 Ls k MX431adi
Retired Printers | exmar adn
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Clsu Unmanaged Printers PO Lexmark MX321adn
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~ Printer Status Severity (/oo
[“]unknown printer status ~ (10)
[ printer error Q)]
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View Columns
Select the information you want to view for each printer.

Column 1

IP Address

Host Name

System Name

Serial Number
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d WERERIZIER Y, JEITIN, PR B APRER, RIFHd >,

Possible columns Remaining columns
» Capabilities : > Color Capability
¥ Configuration Information
Configuration Name
Conformance State
» Dates
» Events
» Firmware
» Identification
» Input Options
» Options

¥ Printer Statistics
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Run Saved Search

| [search ‘

| All Printers
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- Create a configuration
from the printer

- Enter credentials
Missing in MVE
credentials

- Create a

- Enter invalid configuration from - Enforce an - Enforce a secured
credentials the printer unsecured configuration
- Enter credentials configuration
in MVE
- Enter invalid
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credentials —

FERDL F % IRAHORr . — B AG  sle E AT R A B EUEJC R, AT EIHLAL T IR SRR
AE R DU AT EPHULAN T ZLEUERS, 3TEDRLAL T AN 2 2R3 .

ZRPRE A LR 24, AT LR E.

LD FEUE B SEURIRASHE HATEIHL, 15 7E MVE T3l A\ FEUEsE 3T EDPLE il e

fi BRI BC & (R T ENAL

FERLSATEINL S b, BT BOAMAE B G . R HP BATITIRU AR, JF B8 S LR ER T
F U5 1] B T EHUBCRRAT D7 T 42 AR . MVE S BN RC B AR B S . ax ek dn, A Esh B P4
LA BEASALAEARAL S BRI 22 A i BN TOUE B O A M B B P o ST LA €0 S e P A P T e 22
AAE, SRJE R E B BT DL s AT



YT ENHLIE

49

MBCE S, T R g et

onfigurations

Advanced Security Components

=1 import
Name. Descrprion e Aoignes
© Simple account based sthertcation Parilcecount basea utnentcatn te
 imple templce besed outheticatin Partil tmpiote based authenticotion N

7 BRI T (9 56 B
e A LA A BB PP /T A P

Advanced Security Settings

Lase Moo
0ct12,2020, 100879 Am
Oat12,2020, 100578 AM

Group Permissions © Local Accounts Network Accounts © Printer Credentials Miscellaneous

User Name/Password (1 a Name; ol Groups User name
[eamn Al i oo

1 username/password accounts

Save Changes | Discard Changes

BRI AR, HRIRESEDDREDT M, LASLRA FTEHURTBR ) A 3K il OB o I 5245

Ko TSP H 50 ST« BEARAR AN D) BE VT [ 4]~ .

Advanced Security Settings

oup P ns © Local Accounts. Network Accounts © Printer Credentials
Groups (3) Admin Permissions (52)
T [Cancel Jobs
\Card Copy
. (Change Languages
(Color Copy

(Color Dropout
2 Admin " bropoy
|Copy

(Create Bookmarks
(Create Profiles

Device Menu

E-mail

a

Fax

Firmware Updates

Flash Drive Color Printing
Flash Drive Printing
Flash Drive Scan

Forms and Favorites
Held Jobs

Import/Export Settings
Manage Address Book
Manage Shortcuts
Network/Ports Menu
New Solutions

CEA AL PRI B2 A, SR R B T EDBLSEAE

ocal Accounts Network Accounts @ Printer Credentials

Name. E-mail Groups User name

admin All Users, Admin admin

Advanced Security Settings

Group Permissions ® Local Accounts Network Accounts

Select the appropriate authentication method and enter the credentials. These credentials will be used by Markvision to communicate with the sec

configuration is assigned

Authentication method

Save Changes | Discard Changes

Miscellaneous

Miscellaneous

Password
70

@ Printer Credentials
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Access Controls

Group Authorization Setwp
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Advanced Security Settings

O Ppr Templatess ~ Access Controls Miscellaneous
Admin Password Password
Advanced Security Settings
@ Local Accounts Network Accounts @ Printer Credentials Security Templates

Select the appropriate authentication method and enter the credentials. These credentials will be used by Markvisic
configuration is assigned.

Authentication method

[rorsnr 70
Save Changes Discard Changes
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BB M A 5 A Rk

0 N O O

i & CEP

Install-AdcsEnrolimentPolicyWebService cmdlet [id & “1E 133 /M 5 Web 245 (CEP)” . ‘& i T-7E8L
A e g IR 25 I AR S

1 fiiff] CEPAdmiIn f] /7 42 &5k 31 CEP Jilids#%, X5 LU BEAE S A 5 PowerShell,
2 iz1THr% Import-Module ServerManager.

3 21T % Add-WindowsFeature Adcs-Enroll-Web-Pol.

4

Z1Tfr% Install-AdcsEnrollmentPolicyWebService -AuthenticationType UserName -
SSLCertThumbprint “sslCertThumbPrint” .

HE: MEBRTRSUE MR G, # <sslCertThumbPrint> 4k k) CEP %5 #5611 SSL iE 45
2o

5 GlREFE Y B A SKIERZR
6 A “NS BRI EHIA” .
LT, EITHEE CEP i) Web Jlg545

N
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JETTEE R, JETTERIN Web 3450, AR 5L o3d 24 10 22 2B e UL TR 44 7K«

ADPolicyProvider_CEP_UsernamePassword.

9 74k Home [{RESUN HIFE P, X RS P s, SRS XLk FriendlyName.
10 7 MRS AR, ARG RHHZAE.
11 Xk URL, AR5 RHHE.
HE:
o WURZEAE— CEP kd5as LECE S —Fh S It Jrik, WA 1D,
* It URL 7E MVE s ATAm 25 7 dim B R e A
12 W Aetdks, s HEER.
13 3% WSEnrollmentPolicyServer, &j5 MAi% L, HdidE > BEKE.
14 EFERAEE T AR IR B
15 7E M R FPibbR PO IR RE T, 4% H e ik, ARG CEPSve.
16 SCHIFTAXTURHE, AR5 NS B ELE IR0 & 140w #% ml 1S.
17 J\ PowerShell, #A iisreset *KEHI/H4) IS,
Ao E CES
Install-AdcsEnrollmentWebService cmdlet fiil & “iF 157 it Web k%% (CES)” . ‘B T L3 61
RS R At S
1 fitH] CESAdmIn )" 4 6 53 CES k554, ARJa LUE A0S 3 PowerShell.
2 2174 Import-Module ServerManager.
3 121714 Add-WindowsFeature Adcs-Enroll-Web-Svc.
4 Jéﬁ % Install- AdcsEnrollmentWebServ:Lce —Appl:Lcat:LonPoolIdent:Lty -CAConfig
“CcAl.contoso.com\contoso-CAl1-CA” -SSLCertThumbprint “sslCertThumbPrint”
AuthenticationType UserName.
R
o MERFREUEZ MIIEHE )G, ¥4 <ssICertThumbprint> #5424 ) CES li45-#s B 1% SSL iE 15 1R 4.
* } cAl.contoso.com FH %K CA IHHAHLAFK.
* % contoso-Cal-Ca i &) CA A4,
o IR OALE TN EE T —F BB IUE /75, 16 M2 Rk ApplicationPoolIdentity.
5 JHabiiE Y B A REpi R
6 JiMH “IS FHAEHIG” .
7 TGRS, RITEE CES ) Web k554t .
8 JEJTuL R, FETTERIA Web ¥, AR5 Fiiidi i) e iR 40N HI 2 44 7K. contoso-CA1-

CA_CES_UsernamePassword.

9 WAriHs, N AR

1%+ WSEnrollmentPolicyServer, X5 \Ai % 11, HidfE FiiEgE > mRkRE.
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11 GEFRRAEE T AR IR B

12 72N U PR PO AE S, k% H 2 K, ARG HEN cESsSve fE NI 44
13 CPPTAXTUEHE, RGN 1S A B a0 & 1A B g I IS,

14 )\ PowerShell, B iisreset KEH i3] IIS.

ficE MVE

7 MVE mHCE [ Shilk 545 B 2wy, 4175 platform.properties Bt & S {4 iE 4T — 86 HAth 35 14
AR E 2 <MVE install dirs/Lexmark/Markvision Enterprise/apps/dm-mve/WEB-INF/classes.
PAT LU AP BR:
1 7t Notepad++ BRIBLI) SCA G 485 v LU B SR CHT IT platform.properties SC 1.
2 %] mscews.ces.hostname , RJ5{{iH CES k45451 EHLA S AR
HE: BUAEA cesserver.
3 k7| mscews.cep.templateName #, 5X 5 fif F OG0 AR 1) 44 AR B 5 LA
TR WFBIMBLNE S CEPWebServer.
TRAFSCIE, ARG EFT A3 MVE k%5
B F MVE, e RUEBBURNA GTIR, AR5 4% U Wk e Bk 55

TR

4
5

o WURBETHRIE A E P Bl S SR IR UE TS, MU CA ZRAFA R % ) S lE 15 o
o FEUEP M iE B S IRAET, Wi fR)A T EKU.

i/ OpenXPKI iE-FAUAN I E EIEF
AR ST A P 55 AR VE A X (SCEP) i OpenXPKI CA 2.5.x FRAS I35 .
HRE:

* Hi{f# Al F Debian 8 Jessie #:1E R5:.

* WIFFAH K OpenXPKI 245 ., 1% | www.openxpki.org.

fic & OpenXPKI CA

‘%% OpenXPKI CA

1 A PUTTY 55— A% P imiE bl as .

2 K, 1217 sudo su - A LU .

3 AR,

4 7t nano /etc/apt/sources.list ', B S0 BRI
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5 Rt Bilhn:

#

# deb cdrom: [Debian GNU/Linux 8.11.1 _Jessie_ - Official amdé4 CD Binary-1
20190211-02:10]/ jessie local main

# deb cdrom: [Debian GNU/Linux 8.11.1 _Jessie_ - Official amdé64 CD Binary-1

20190211-02:10]/ jessie local main

deb http://security.debian.org/ jessie/updates main

deb-src http://security.debian.org/ jessie/updates main

# jessie-updates, previously known as 'volatile'

# A network mirror was not selected during install. The following entries
# are provided as examples, but you should amend them as appropriate

# for your mirror of choice.

#

deb http://ftp.debian.org/debian/jessie-updates main

deb-src http://ftp.debian.org/debian/jessie-updates main

deb http://ftp.us.debian.org/debian/jessie main

6 TRAFICAF

7 BT N4
¢ apt-get update
® apt-get upgrade

8 ffi/{]l apt-get install ca-certificates H k55251 CA IEH45E.
9 ffff] dpkg-reconfigure locales %% en_US.utf8 locale.
10 L+ en_US.UTF-8 UTF-8 X UE, Rl ol R BRI I
HER: (I Tab FI7AS ks BEIEFERI T B2
11 AEKCEMNH locale -a AR IR E .

Sample output

C
C.UTF-8
en_IN

en_IN.utf8
en US.utfs8
POSIX

12 {{i/f/ nano /home/Release.key K| OpenXPKI KW HIFEA. XFTbses], =il /home %4,

13 ## )\ 9B156AD0 FOE6A6C7 S6FABE7A D8363C4E 1611A2BE 2B251336 01D1CDB4 6C24BEF3 {f
JAH
14 217D M4
gpg --print-md sha256 /home/Release.key

15 f{iffl wget https://packages.openxpki.org/v2/debian/Release.key -0 - | apt-key
add - IR,

16 1§/l echo "deb http://packages.openxpki.org/v2/debian/jessie release"
> /etc/apt/sources.list.d/openxpki.list, RJ5{iH aptitude update, ¥1AfifiZEVSINE
PEHZ (jessie) Ho

17 {iH] aptitude install mysqgl-server libdbd-mysql-perl %Z% MySQL ! Perl MySQL 4f5& .

18 fii/l] aptitude install apache2.2-common %‘%}% apache2.2-common.
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19 7 nano /etc/apt/sources.list 1, %% fastegi Bib LN H F St
EE: BANEVUEH mod_fcgid.
20 SN deb http://http.us.debian.org/debian/jessie main 1T, R)G1FAFE.
21 I24TLA M4
apt-get update
aptitude install libapache2-mod-fcgid
22 {{{] a2enmod fcgid Ji/l] fastcgi Fibk.
23 f#i{] aptitude install libopenxpki-perl openxpki-cgi-session-driver openxpki-
i18n %%% OpenXPKI %14
24 {fi/f] service apache2 restart i/} Apache® fIli55 2.
25 fi{iJ}] openxpkiadm version 7% 4H 2K .
W MRERT), WAL Won T 2% OpenXPKI fiiA. #illn: WA () : 2.5.5.
26 QB A, RAMH mysql -u root -p JMECEUEIFEI )T
TR
o Ui AR BN . I, TEVE N A
o HA MySQL %, X T ks, root it MySQL HiJ.
* openxpki /&% % OpenXPKI [ H .
CREATE DATABASE openxpki CHARSET utf8;
CREATE USER 'openxpki'@'localhost' IDENTIFIED BY 'openxpki';

GRANT ALL ON openxpki.* TO 'openxpki'@'localhost’';
flush privileges;

R MySQL k%% 1217, WIZAT /ete/init.d/mysql start KJA3IRS -
27 B quit LUEH MySQL.
28 Al HI I AEIE A7 % {E Jletc/openxpki/config.d/system/database.yaml .

Sample file content

debug: 0

type: MySQL
name: openxpki
host: localhost
port: 3306

user: openxpki
passwd: openxpki

HRE: ¥ user il passwd LAJLEL MySQL H J* 4 F1 205
29 fRAF AT

30 X SR, TS MIRAE I ZEM) SCAFIZ 1T zcat /usr/share/doc/libopenxpki-
perl/examples/schema-mysql.sql.gz | \mysql -u root --password --database
openxpki.

31 G N
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i BRI\ AT E OpenXPKI CA
VER: BROAA N & B IA YK, ca-one. AiL'E CDP f1 CRL.

1 {#/ gunzip -k /usr/share/doc/libopenxpki-perl/examples/sampleconfig.sh.gz f#/k
i BT R A

2 {§if] bash /usr/share/doc/libopenxpki-perl/examples/sampleconfig.sh iz HI4,

3 fiif openxpkiadm alias --realm ca-one i\ X & .

Sample output

=== functional token ===

scep (scep):

Alias : scep-1

Identifier: YsBNZ7JYTbx89F_-Z43jn_RPFFWo
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

vault (datasafe):

Alias : vault-1

Identifier: 1ZILS116Km5aIGS6pA7P7azAJdic
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

ca-signer (certsign):

Alias : ca-signer-1

Identifier: Sw_IY7AdoGUp28F_cFEdhbtI9pE
NotBefore : 2015-01-30 20:44:40
NotAfter : 2018-01-29 20:44:40

=== Yoot ca ===
current root ca:
Alias : root-1

Identifier: fVrqgJAlpotPaisOAsnxa9cglXCc
NotBefore : 2015-01-30 20:44:39
NotAfter : 2020-01-30 20:44:39

upcoming root ca:
not set

4 1{}{] openxpkictl start {2 L.

Sample output

Starting OpenXPKI...
OpenXPKI Server is running and accepting requests.
DONE .

5 WATLLF#AELIY i OpenXPKI 55 45 -
a M Web WE2%, # A http://ipaddress/openxpki/.
b U#ER G Mm%, BNFIDE openxpki.
HR: “ERERT BT E MEE K, raop fil raop2.
6 @l —MEIER, REHATIHA.

F Il E OpenXPKI CA

d
VERE: (EIFIAZA, WHIRIE AT G122 OpenSSL HiE 13 A St
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T E OpenXPKI CA, iGIH LI A Z:

1 R CAIES. WFHEELHEL, 1

2 CAZEAHFIES, Mk C

3 Bl tRiE IR, A% . WFHEZEL, 1

4. Wi

4 SCEP iE+f, MM HIERES.

ERE:

Z| 5 88 UL iy “EIHR CAUEF” .

2R, WS 89 WL OIS HUES”

o ERZELMATI, AT SHA256 = SHA512.

o AP EATIER

T bS], A1 H letc/certs/openxpki_ca-one/ H sk ERGE T

f1]E OpenSSL At & X4
1 ST M4

nano /etc/certs/openxpki_ca-one/openssl.conf

ER: WSS 25 w] DU Se s i ks sk 4q (FQDN) 2E47 511,

tho

Sample file

x509_extensions
x509_extensions
x509_extensions
x509_extensions
x509_extensions
x509_extensions
## x509_extensions
# x509_extensions
# x509_extensions

H o

[ req ]
default_bits
distinguished_name

[ req_distinguished_name ]
domainComponent
commonName

[ v3_ca_regexts ]
subjectKeyIdentifier
keyUsage

[ v3_datavault_regexts ]
subjectKeyIdentifier
keyUsage
extendedKeyUsage

[ v3_scep_regexts ]
subjectKeyIdentifier

[ v3_web_regexts ]
subjectKeyIdentifier
keyUsage
extendedKeyUsage

[ v3_ca_extensions ]
subjectKeyIdentifier
keyUsage
basicConstraints
authorityKeyIdentifier

4096
req_dist

Domain C

v3_ca_extensions
v3_issuing extensions
v3_datavault_extensions
v3_scep_extensions
v3_web_extensions

v3_ca_regexts # not for root self-signed,

A2, 4

Z e 89 v i) “OIF IR FEUES” .

&l LM HIAEAT H 3%

SIS T R 5545 () DNS T A2 3 1P

only for issuing

v3_datavault_regexts # not required self-signed

v3_scep_regexts
v3_web_regexts

inguished_name

omponent

Common Name

hash
digitals

hash
keyEncip
emailPro

hash

hash

critical,

ignature, keyCertSign,

herment
tection

serverAuth, clientAuth

hash
digitals

critical,

keyid:al

ignature, keyCertSign,
CA: TRUE
ways, issuer

cRLSign

digitalSignature, keyEncipherment

cRLSign
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[ v3_issuing extensions

subjectKeyIdentifier
keyUsage
basicConstraints
authorityKeyIdentifier
crlDistributionPoints
authorityInfoAccess

L I T

[ v3_datavault_extensions

subjectKeyIdentifier
keyUsage
extendedKeyUsage
basicConstraints
authorityKeyIdentifier

[ v3_scep_extensions ]
subjectKeyIdentifier
basicConstraints
authorityKeyIdentifier

[ v3_web_extensions ]
subjectKeyIdentifier
keyUsage
extendedKeyUsage
basicConstraints
subjectAl tName
crlDistributionPoints
authorityInfoAccess

hash
digitalSignature,
critical, CA:TRUE
keyid:always, issuer:always

URI:http://FQDN of the server/CertEnroll/MYOPENXPKI.crl
calssuers;URI:http://FQDN of the server/CertEnroll/MYOPENXPKI.crt

keyCertSign, cRLSign

1

hash
keyEncipherment
emailProtection
CA:FALSE
keyid:always, issuer

hash
CA:FALSE
keyid, issuer

hash
critical, digitalSignature, keyEncipherment
serverAuth, clientAuth

critical,CA:FALSE

DNS:stlopenxpki.dhcp.indiadev.lexmark.com

URI:http://FQDN of the server/CertEnroll/MYOPENXPKI_TISSUINGCA.crl
calssuers;URI:http://FQDN of the

server/CertEnroll/MYOPENXPKI ISSUINGCA.crt

2 AR EAE B IP HhEAN CA ETR 44K

3 fRArICE.

A PG B i St

BT T4

nano /etc/certs/openxpki_ca-one/pd.pass

2 AR,
3 RIS

BB CA IEP

ERE: BTLLEIE B CA UE-F e il ik,

BATUL R

EE: IS ER R P

A EE IR CA 244,

ET A R IS PR

1 openssl genrsa -out /etc/certs/openxpki_ca-one/ca-root-1.key -passout
file:/etc/certs/openxpki_ca-one/pd.pass 4096

2 openssl req -new -key /etc/certs/openxpki_ca-one/ca-root-1l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-ONE/CN=MYOPENXPKI_ROOTCA -
out /etc/certs/openxpki_ca-one/ca-root-l.csr

3 openssl req -config /etc/certs/openxpki_ca-one/openssl.conf
-x509

v3_ca_extensions

-extensions

-days 3560 -in /etc/certs/openxpki_ca-one/ca-

root-l.csr -key /etc/certs/openxpki_ca-one/ca-root-l.key -

out /etc/certs/openxpki_ca-one/ca-root-l.crt

-sha256
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b= o Nt
VR HE AR EPICE . B2 STANE AR,

1 BT a4
openssl genrsa -out /etc/certs/openxpki_ca-one/ca-signer-1l.key -passout
file:/etc/certs/openxpki_ca-one/pd.pass 4096

2 fiifH openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -regexts
v3_ca_regexts -new -key /etc/certs/openxpki_ca-one/ca-signer-1l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-ONE/CN=MYOPENXPKI_ISSUINGCA -
out /etc/certs/openxpki_ca-one/ca-signer-1.csr, i CA {5 8B SUGERT I,

3 f#iH openssl %509 -req -extfile /etc/certs/openxpki_ca-one/openssl.conf -
extensions v3_issuing extensions -days 3650 -in /etc/certs/openxpki_ca-
one/ca-signer-1l.csr -CA /etc/certs/openxpki_ca-one/ca-root-l.crt -

CAkey /etc/certs/openxpki_ca-one/ca-root-l1l.key -CAcreateserial -
out /etc/certs/openxpki_ca-one/ca-signer-1.crt -sha256 3H R CA ZLZHE.

SR LRE FEIET

HE:

TRE PRIE At A

FHOE Y S e 2 K S 2 A ANE AR

1 ETUU a4
openssl genrsa -out /etc/certs/openxpki_ca-one/vault-1l.key -passout
file:/etc/certs/openxpki_ca-one/pd.pass 4096

2 {1l openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -regexts
v3_datavault_reqgexts -new -key /etc/certs/openxpki_ca-one/vault-l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-

ONE/DC=STLOPENXPKI_ INTERNAL/CN=MYOPENXPKI_DATAVAULT -
out /etc/certs/openxpki_ca-one/vault-1.csr, H CA {5 550 uiF kA i) 31,

3 BT M
openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -extensions
v3_datavault_extensions -x509 -days 3560 -in /etc/certs/openxpki_ca-
one/vault-l.csr -key /etc/certs/openxpki_ca-one/vault-l.key -
out /etc/certs/openxpki_ca-one/vault-l.crt

f% SCEP i+
FER: SCEP iF P& HiF 4.
BATUL R4
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HEE: HEUME S HKE ., B4 EEANE A,
1 openssl genrsa -out /etc/certs/openxpki_ca-one/scep-1.key -passout

file:/etc/certs/openxpki_ca-one/pd.pass 4096

2 openssl req -config /etc/certs/openxpki_ca-one/openssl.conf -regexts
v3_scep_regexts -new -key /etc/certs/openxpki_ ca-one/scep-l.key -
subj /DC=COM/DC=LEXMARK/DC=DEV/DC=CA-ONE/CN=MYOPENXPKI_SCEPCA -
out /etc/certs/openxpki_ca-one/scep-l.csr

3 openssl x509 -req -extfile /etc/certs/openxpki_ca-one/openssl.conf -
extensions v3_scep_extensions -days 900 -in /etc/certs/openxpki_ca-
one/scep-l.csr -CA /etc/certs/openxpki_ca-one/ca-signer-l.crt -
CAkey /etc/certs/openxpki_ca-one/ca-signer-1.key -CAcreateserial -
out /etc/certs/openxpki_ca-one/scep-l.crt -sha256

YIS IR SR
1 B9 042115 lete/openxpki/ca/ca-one/.
EE: B2 OpenXPKI Ak,
cp /etc/certs/openxpki_ca-one/ca-signer-1.key /etc/openxpki/ca/ca-one/
cp /etc/certs/openxpki_ca-one/vault-1.key /etc/openxpki/ca/ca-one/
cp /etc/certs/openxpki_ca-one/scep-1.key /etc/openxpki/ca/ca-one/
2 IR,
TR AT SRR BN B A 14
In -s /etc/openxpki/ca/ca-one/ca-signer-1.key /etc/openxpki/ca/ca-one/ca-signer-1.pem
In -s /etc/openxpki/ca/ca-one/scep-1.key /etc/openxpki/ca/ca-one/scep-1.pem

ln -s /etc/openxpki/ca/ca-one/vault-1.key /etc/openxpki/ca/ca-one/vault-1.pem

SIS

TG 2 12 FERRRIEAS . B4 IR IR PEUEF AT SCEP k45 3 A B
IBATLL N g

1

openxpkiadm certificate import --file /etc/certs/openxpki_ca-one/ca-
root-l.crt

2 openxpkiadm certificate import --file /etc/certs/openxpki_ca-one/ca-
signer-l.crt --realm ca-one --token certsign

3 openxpkiadm certificate import --file /etc/certs/openxpki_ca-one/scep-1l.crt
--realm ca-one --token scep

4 openxpkiadm certificate import --file /etc/certs/openxpki_ca-one/vault-l.crt
--realm ca-one --token datasafe

5 {#i/H openxpkiadm alias --realm ca-one T S AT,

Sample output

=== functional token ===
scep (scep):
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Alias : scep-1

Identifier: YsBNZ7JYTbx89F_-Z4jn_RPFFWo
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

vault (datasafe):

Alias : vault-1

Identifier: 1ZILS116Km5aIGS6pA7P7azAJic
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40
ca-signer (certsign):

Alias : ca-signer-1

Identifier: Sw_IY7AdoGUp28F_cFEdhbtI9pE
NotBefore : 2015-01-30 20:44:40
NotAfter : 2018-01-29 20:44:40

=== root ca ===

current root ca:

Alias : root-1

Identifier: fVrgdAlpotPaisOAsnxa9cglXCc
NotBefore : 2015-01-30 20:44:39
NotAfter : 2020-01-30 20:44:39

upcoming root ca:
not set

J23h OpenXPKI

1 iZ4T openxpkictl start %

Sample output

Starting OpenXPKI...
OpenXPKI Server is running and accepting requests.
DONE.

2 PATLLU R #EAELLU IR OpenXPKI filk4s 4
a M Web JiE2%, A http://ipaddress/openxpki/.
HR: BT DA H RS #5 1) FQDN, 1A & ipaddress.
b DBERSHES. BRIAEILE openxpki .
HR: “ERERT BSAMA TN E MEAE LK, raop Fil raop2.
3 Gl —MIEIER, RJERATIN.

A m% CRL 15 &
ER: WHREPIRS 2T LMEH FQDN JEATU5 M), WMEH AR S5 2511 DNS 1A & 1P ik,
1 {{H] openxpkictl stop 151 OpenXPKI k%5 .

2 7t nano /etc/openxpki/config.d/realm/ca-one/publishing.yaml 4, % connectors: cdp i) ¥ #T

A EUR

class: Connector::Builtin::File::Path
LOCATION: /var/www/openxpki/CertEnroll/
file: "[% ARGS.0 %].crl"

content: "[% pem %]"
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a 1t nano /etc/openxpki/config.d/realm/ca-one/profile/default.yaml ', FHi LT 4%
® crl_distribution_points: ¥/
critical: 0
uri:
- http://FQDN of the server/CertEnroll/[% ISSUER.CN.O %].crl
- ldap://localhost/[% ISSUER.DN %]
® authority info_access: #li4)

critical: 0
ca_issuers: http://FQDN of the server/CertEnroll/MYOPENXPKI.crt
ocsp: http://ocsp.openxpki.org/

FRPE I CA 4545 5004 1P HuibFl CA EF & K.
b 7t nano /etc/openxpki/config.d/realm/ca-one/crl/default.yaml =, $fT LT #4%:
o NI TEE, 15 ¥ ¥ nextupdate fll renewal.
* ¥ ca_issuers NINFILL R4

extensions:
authority_info_access:
critical: 0
# ca_issuers and ocsp can be scalar or list
ca_issuers: http://FQDN of the server/CertEnroll/MYOPENXPKI.crt
#ocsp: http://ocsp.openxpki.org/

P A 1 CA MRS a3 5o 1P Huhb AT CA E 27K,
3 fii[l] openxpkictl start iz OpenXPKI %5 .

ficE CRL Al a4
1 {{i}l] service apache2 stop fil: Apache %5 .
2 1t Ivar/www/openxpki/ HzkH 4 crl €)% CertEnroll H k.

3 % openxpki W E NI HRFITAE, ARG ER R LRV Apache S2HUCRIHAT, IF HIHABMRS b Hk,
chown openxpki /var/www/openxpki/CertEnroll
chmod 755 /var/www/openxpki/CertEnroll

4 ff}{ nano /etc/apache2/mods-enabled/alias.conf /NJIX} Apache alias.conf SCAFHI5]H .

5 /% <Directory "/usr/share/apache2/icons"> ¥/ )5, WILL T NZ:

Alias /CertEnroll/ "/var/www/openxpki/CertEnroll/"
<Directory "/var/www/openxpki/CertEnroll">
Options FollowSymlinks
AllowOverride None
Require all granted
</Directory>

6 {i ] nano /etc/apache2/apache2.conf 7t apache2.conf L HH NG H .

7 1f Apache2 HTTPD server ul\7) TVRIILL TN :

<Directory /var/www/openxpki/CertEnroll>
Options FollowSymlinks
AllowOverride None
Allow from all

</Directory>

8 fii/l] service apache2 start Jiz)) Apache J#%5.
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JA F SCEP R4

1 fiiff] openxpkictl stop {51 OpenXPKI k%5 .

2 ffff] aptitude install openca-tools %3 openca-tools A,

3 fiHH openxpkictl start )izl OpenXPKI k%5,

i FATART % 73 (hnati 4 SSCEP 1) certnanny) iR 45

H=: SSCEP /& SCEP A 47% i, £ A LA hitps://github.com/certnanny/sscep #; SSCEP.

BHZZERR GEMARE) EH
ST ASAER R, AL OpenXPKI ] “%544 # 0K UE4 .
1 fii/{] openxpkictl stop {51 OpenXPKI k%5,

2 7t nano /etc/openxpki/config.d/realm/ca-one/scep/generic.yaml ', ) authorized signer: il
g5, NREAFUEAS ) 3 A PR AR
rulel:
# Full DN
subject: CN=Markvision_.*
HEE:
o TEULBNF, (L) Markvision JFkMJUETS CN & “Z48ER" UEf.
* £ MVE W&’ E F LRI “BENRER” i
o A A SR R A Ak
o WIRAE MVE 8T CN, NIZE OpenXPKI Hifs il 587 CNo
o HAERE —MIETN “BHEMREK” , RIEHRETEEN CN.
3 RAECAT .
4 fiif] openxpkictl start )iz OpenXPKI %5 .

7t OpenXPKI CA T 3 FHiE 155K #) B Sh#ibiE
1 fiiff] openxpkictl stop {51 OpenXPKI k%5 .

2 7t nano /etc/openxpki/config.d/realm/ca-one/scep/generic.yaml ', H}i eligible: {4} :

Old content
eligible:
initial:
value@: connector:scep.generic.connector.initial
args: '[% context.cert_subject_parts.CN.0 %]°'
expect:
- Build
- New
New content
eligible:
initial:
value: 1

# value@: connector:scep.generic.connector.initial
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# args: '[% context.cert_subject_parts.CN.0 %]
# expect:

# - Build

# - New

HE:
o A A SO R A Ak
o BIFAHALED, AR value: 1, SRJ5HUGH LLATH R HARAT IR
3 RAFCAF.
4 {§ff] openxpkictl start Jiizl) OpenXPKI %5 .

B3 5 AN,

7F OpenXPKI w1, %A LIZER— RGP ECE Z A PKI 458, LUF FR I anf 4 MVE Gl % — 144 ca-
two )4

HHIFREHR

1 ¥ /etc/openxpki/config.d/realm/ca-one | H S 52 il 1145038 H 3% P 1937 H % (cp
avr /etc/openxpki/config.d/realm/ca-one /etc/openxpki/config.d/realm/ca-two) .

2 7 letc/openxpki/config.d/system/realms.yaml 1, 55 LU 43

Old content

# This is the list of realms in this PKI
# You only need to enable the realms which are visible on the server

ca-one:
label: Verbose name of this realm
baseurl: https://pki.example.com/openxpki/

#ca-two:
# label: Verbose name of this realm
# baseurl: https://pki.acme.org/openxpki/

New content

# This is the list of realms in this PKI
# You only need to enable the realms which are visible on the server

ca-one:
label: CA-ONE
baseurl: https://pki.example.com/openxpki/

ca-two:
label: CA-TWO
baseurl: https://pki.example.com/openxpki/

3 {rAr At
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AIEIES

L 5] G 2 PR 44 4TS (R HEE 150 SCEP 43, M CA A SBAE4 #IE 15, IRJE B i 138
# SCEP 13, [RIFFEIES & 24,

1 AW, REZEBIET. R EZER, ESHE 86 1l L “Fafil'E OpenXPKICA” .

WE: WHUGERE A, DER P aT R B T A R AN FE . %80T B pe=ca-oNE Tk
DC=CA-TWO. il 15346+ letc/certs/openxpki_ca-two/ H k.

2 Ko 3 letc/openxpki/ca/ca-twol
HEE: BP0 M OpenXPKI Al

cp /etc/certs/openxpki_ca-two/ca-signer-1.key /etc/openxpki/ca/ca-two/

cp /etc/certs/openxpki_ca-two/vault-1.key /etc/openxpki/ca/ca-two/
cp /etc/certs/openxpki_ca-two/scep-1.key /etc/openxpki/ca/ca-two/
3 GRS, Ji4h, QIR CAIE-BMFT S .
ER: AR BOARCE A 4 .
In -s /etc/openxpki/ca/ca-one/ca-root-1l.crt /etc/openxpki/ca/ca-two/ca-root-1.crt
1ln -s /etc/openxpki/ca/ca-two/ca-signer-1.key /etc/openxpki/ca/ca-two/ca-signer-1.pem
1In -s /etc/openxpki/ca/ca-two/scep-1.key /etc/openxpki/ca/ca-two/scep-1.pem
In -s /etc/openxpki/ca/ca-two/vault-1.key /etc/openxpki/ca/ca-two/vault-1.pem

4 i} ca-two MY AEL FUETS . IRAERUETSFI SCEP IE-H S BT .

openxpkiadm certificate import --file /etc/certs/openxpki_ca-two/ca-signer-1l.crt --realm

ca-two —-issuer /etc/openxpki/ca/ca-two/ca-one-l.crt --token certsign

openxpkiadm certificate import --file /etc/certs/openxpki_ca-two/scep-l.crt --realm ca-
two --token scep

openxpkiadm certificate import --file /etc/certs/openxpki_ca-two/vault-l.crt --realm ca-

two --token datasafe

5 {#ifH openxpkiadm alias --realm ca-two K S AT NI,

Sample output

=== functional token ===

scep (scep):

Alias : scep-1

Identifier: YsBNZ7JYTbx89F_-Z43jn_RPFFWo
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

vault (datasafe):

Alias : vault-1

Identifier: 1ZILS116Km5aIGS6pA7P7azAJic
NotBefore : 2015-01-30 20:44:40
NotAfter : 2016-01-30 20:44:40

ca-signer (certsign):

Alias : ca-signer-1

Identifier: Sw_IY7AdoGUp28F_cFEdhbtI9pE
NotBefore : 2015-01-30 20:44:40
NotAfter : 2018-01-29 20:44:40

=== Yoot ca ===
current root ca:
Alias : root-1

Identifier: fVrgJAlpotPaisOAsnxa9cglXCc
NotBefore : 2015-01-30 20:44:39
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NotAfter : 2020-01-30 20:44:39

upcoming root ca:
not set

LB, ca-one Fl ca-two HIHE CA 15 EAHA .

6 U1 AR TR IR S O T UE A Y, 1 BT nano Jetc/openxpki/config.d/realm/ca-
two/crypto.yaml.

7 A ) CRL. W25 E, B2 91 1 L) “A CRL{EE” .
8 AnMAE) CRL. MFEHE 2 EE, EZMUH 92 v by “Fid® CRL v it .
9 ffi/l] openxpkictl restart i /Hs) OpenXPKI .

Sample output

Stopping OpenXPKI

Stopping gracefully, 3 (sub)processes remaining...
DONE.

Starting OpenXPKI...

OpenXPKI Server is running and accepting requests.
DONE.

10 HATEA FEEELLVT 0] OpenXPKI il 4545 -
a M Web WiE2%, %A http://ipaddress/openxpki/.
b DEBERGMHEF. BRIA%EILE openxpki .
HR: “ERERT B WA TR E MEE Sk, raop fil raop2.

AL VURELE SCEP i i

BRI A, SCEP i 42 http://<ipaddress>/scep/scep. U1 FLEA AN, )4 AE— AT ic & mE— i

SCEP i il (ANFPECE S o B RS, JAMEHMW A PKI 4%, ca-one fil ca-two.

1 %1 cp letc/openxpki/scep/default.conf /etc/openxpki/scep/ca-one.conf [ ER AL & S 14
HE: B X4 N ca-one.conf.

2 7t nano /etc/openxpki/scep/ca-one.conf ', ¥4l ¥4 realm=ca-one.

3 £ cp letc/openxpki/scep/default.conf /etc/openxpki/scep/ca-two.conf G 7 — AN & S
HE: HXfa4H ca-two.conf.

4 ¥ nano /etc/openxpki/scep/ca-two.conf 1, JAilk A ¥ X h realm=ca-two.

5 ff/H] openxpkictl restart )5 OpenXPKI %% .

SCEP i i & LU A %
* ca-one—http://ipaddress/scep/ca-one
* ca-two—http://ipaddress/scep/ca-two

BRI DX I3 AN ] PRI AU 1 65 S SEUEANER A E TSR, 8 Pl RE R 2 e 2 C 5
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SV RN 77 AL A A R B S ANE BIE S

ERINTE UL, 75 OpenXPKI i — U K RERE— AN HA A [H 3B AR IAE o (HE, 4omifilhdT 2 Ay 44
I, A2 ] IS A A HAT A ) 22 A2 PR ) 22 AN B S

1 7 /etc/openxpki/config.d/realm/REALM NAME/scep/generic.yaml |1, M policy %,
max_active_certs HEM 1 FEHUCH 0.

HR:
e REALM NAME &4k 1 F5. #l41: ca-one.
o R A PHIAS SCA A 1 A A RN g 13k
2 ff/{] openxpkictl restart /5] OpenXPKI % .

& OpenXPKI CA & &AM 15
BRINE DL N, Apache il 115 80. & OpenXPKI CA & ER A 5 DL b 58
1 7t /etc/apache2/ports.conf ', 7S INEE . Ul: Listen 8080.

2 7t letc/apache2/sites-enabled/000-default.conf ', 7SI VirtualHost F4) DL B . 5
U: <virtualHost *:8080>.

3 fil systemctl restart apache2 Fijfi)is)) Apache k%5 %5

PRI EIRAS, 141217 netstat -tlpn| grep apache. OpenXPKI SCEP URL Hi{t /& http://ipaddress:
8080/scep/ca-one, FfH Web URL /& http://ip address:8080/openxpki.

7E OpenXPKI CA 935 48 A5 5 ) 25 B f)E F5 1 K

BRATEOL R, OpenXPKI 0 sK T A 2 2505 . TF il sk A Spdh 4, 31 H CA FI CA B I Y g &1
AR 4ok . BRI AE I RRR, TSR ULRRYE, DU ST B 48 B S AU T AR s SR . E
MVE 1, A4 iy AR BRI 5 I A 75 28 i 1) 25 0

1 7 etc/openxpki/config.d/realm/REALM NAME/scep/generic.yaml }', M policy 4, ¥
allow_man_authen [F{EM 1 2k 0,

HEE:
* REALM NAME 248U 475, #ilin: ca-one.
o A PAS SR I A A At
2 f§ff] openxpkictl restart FHi/is) OpenXPKI JIt% .

FEAE B a3 I % i 5 4 e iE EKU
1 7 /etc/openxpki/config.d/realm/REALM

NAME/profile/l18N_OPENXPKI_PROFILE_TLS_SERVER.yaml 71, M extended_key usage: i’
v ¥ client_auth: F{EHEMCH 1.

HE:
e REALM NAME &4k 1 F5. #l41: ca-one.
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o RS HIA SRR I A RN 1
2 {fi/f] openxpkictl restart = §i/i s OpenXPKI %5 .

S » . > » ‘/ ,___\‘_, » N »

Lifid SCEP iE K HRA[ B KIERHRH

BRANEEL R, OpenXPKI AGEBGE RIEB I F 8K CN. HAE R, mEZ. #iXFl DC, #EMgmidir. i
w, WAREP L c=us. ST=KY. L=Lexington. O=Lexmark. OU=ISS.
CN=ET0021B7C34AEC.dhcp.dev.lexmark.com, N|{EiHd SCEP &P 5, FHHTESCH DCc=Test
Deployment. DC= OpenXPKI. CN=ET0021B7C34AEC.dhcp.dev.lexmark.com.

F&: REALM NAME 24U 455, #lli: ca-one.

1 7 letc/openxpki/config.d/realm/REALM
NAME/profile/l18N_OPENXPKI_PROFILE_TLS_SERVER.yaml #', M enroll {{4), ¥ an {5 &

A EUR

CN=[% CN.O0 %][% IF OU %][% FOREACH entry = OU %],0U=[% entry %$]1[% END %][% END %][% IF O
%] [% FOREACH entry = 0 %], % entry %$]1[% END %][% END %][% IF L %],L=[% L.0 %][% END %]
% IF ST %],ST=[% ST.0 %] ND %$]1[% IF C %],C=[% C.0 %]1[% END %][% IF DC %][% FOREACH
entry = DC %],DC=[% entry %]1[% END %][% END %$][% IF EMAIL %] [% FOREACH entry = EMAIL

%] ,EMAIL=[% entry %][% END %][% END %]

2 fRAF3CAT
3 7t letc/openxpki/config.d/realm/REALM NAME/profile/template H 5% 6] —4~4 % Lyaml {30 4F

4 VRINLLF 7

id: L

label: L

description: I18N_OPENXPKI_UI_PROFILE_L_DESC
preset: L

type: freetext

width: 60

placeholder: Kolkata

5 fRAF3CAT.
6 1t Jetc/openxpki/config.d/realm/REALM NAME/profile/template H & aildE—/N44 4 st.yaml (¥ 301

7 LA A

id: ST

label: ST

description: I18N_OPENXPKI_UI_PROFILE_ST_DESC
preset: ST

type: freetext

width: 60

placeholder: WB

8 fRAF3Cft.
HEE: OpenXPKIl WIHHA XA A, IF HAAAUE W, SR AT .
9 i openxpkictl restart Hi/is) OpenXPKI % .
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MASIEF I &4 CRL
1 i) OpenXPKI k%5 %% .

a M Web JIE2%, # AN http://ipaddress/openxpki/.

b DBERSMHES. BIAEIL)E openxpki .

HE: “HER” BT E WEAE Rk, raop Fl raop2.

2 R TAERER > LHEER.
3 MR, AR5 REIE R
4 NHRAERSIy, i MEER.
5 HEANEMMME, AEHRdaks > #REK.
6 7o F—ul kb, fkiEiEsk. UEH AR F—Ik CRL KA.
7 M PKI Aoy, iR ARIES MH5IE (CRL).
8 il RHICIE MMFIER > dh%k.
9 M PKI #ff:iy, #.dik4m CAICRL.
10 R TAERER > LHIEER.
11 % Hf5 certificate_revocation_request_v2 257 (1) L i A5E 15 .
12 i mibingeg .
FEBTR CRL 1, AT ARSI Oy B RS 10 32 270 5 0 4 Jis BT
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BHATEIHLE R
RS

AFTEIHLAR ZEOCUEI Al A B . S I BRI, SRR b A 5 TR LT A B AT AR . i ey e
IAH SN HATORLERRAT . EMITEDHLE M &R, S OISR, SRR e S AR K rh il s 2
FEIFTEIRL

R BRPEAG T2 29T EnpL.

pllfEE3 (e

FAE PR s A A H . 2 BT BT VBRI % 2y B 25 A F (KR4
1 MATEINLE R, RS RReE > B4F > Bl

2 BENRAR I E— A BR S A o

3 EFRRAMRM,

HL T R
VR 7RI, WAL TR AL, IR E SR, WS B AT R R T
WE” .

a {EREEH A, LR,

b 7E7 BTG MR . Sk w] DU AT R o5 LA D 3 bl ) 4 Bl — B0, B AT D 1 R AF
HR Y. MHFEZHER, WSHEA01 5UER AR A

Type
‘ E-mail - ‘

From (Optional)

l admin@mycompany.com ‘

To

‘ scott.summers@mycompany.com ‘

CC (Optional)

Subject (Optional)

‘ S{alert.type} ‘ ‘ alert.type - ‘
Body
${alert.type}${alert.location}${alert.name} ‘ alert.name - ‘
Create Action

c B,
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HEF 4
a ERAEN, P E AR

b WAL, Bk n] UAE T RS g T S AT i 25 6, 122 101 JU B “ 2
R AT

General
Name

’ New Action - 2019-12-09T14:08:02+08:00

Description (Optional)

Type

{ Log event

Event parameters (Optional)

’ ${alert.type} ‘ -
Maximum length for field is 255 alert.type
alert.location
Create Action alert.state

alert.name

configurationltem.manufacturer I

About

c PiliElEERLE.

BARBRAE LAY

FE T R R Bl H 7 IS B A T R A SR e AR R AR T EE, S I AT S B B e
¢ ${eventHandler.timestamp}—MVE AbEE=FAFRG H AR [A]. #l4n: 2017 &£ 3 B 14 HTH
1:42:24,

* ${eventHandler.name}—= {1} (K] 4 ¥ .

* ${configurationltem.name}—fil & &4 {1+ EDHLIKY R G L FK -

* ${configurationltem.address}—fil &z 4 [{)4] ENHLIK) MAC Hihk.

* ${configurationltem.ipAddress}—fii & E (1141 ENHLIY IP Hbhk .

* ${configurationltem.ipHostname}—fif & 4 (14T ENHLIG EHL4

* ${configurationltem.model}—fil & L4k [¥1 4T ENHLI TS5 4 FK

* ${configurationltem.serialNumber}—/il &% 245 {11 4T ENHLI 51 5

* ${configurationltem.propertyTag}—/il &% 24 {141 ENHLI J& PEFRIC o

* ${configurationltem.contactName}—fil }z - 13T ENHLIIIBE R A4 FK o
* ${configurationltem.contactLocation}—fil & & ()T ENHLAIEE R AL E .
* ${configurationltem.manufacturer}—fil & 4R (3T ENHLI) 7 .

* S${alert.name}— I fil & IR 24 FK o

* ${alert.state}—EZ4RIFPIRA . BRI HE &GS EL CIE R

o ${alert.location}—7+] E[AL P 58 SR i A 24 11 407 ¢ o

* S${alert.type}—fil & ZAR ¥y FH P, N BB R T
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BB
1 CHTEINL” S, i RERAE > B4k,
2 HAT NI R AEAT R

TR LR AE

a At MRAE, R i
b fLH B

c HdRIEER.

MR R 1E

a Mt B AR

b AR, AR5 AR

WA LA

a A MRME, RUF IR,

b ZRIRAR, WAL H .
MR

s MHLELER, HSPIHE 108 T L “HHHE” .
o WURGEINA L T IR ERA, TEAR S HL 1 B AF e B AR i N

ollfz=2 05

AT LR TEDURE R (. B E0F, RRBEE R ERE BRI BT IR . AR AT EIHL A
IS o

1 CHTEIRL” S, Bl aEmsE > B4 > Al
2 BENEFRE 2R I
3 N CERT By, EFADEEBANER. WHEZER, WSHE 103 SUER CHRITEINLER”
4 I\ CERAET By, WA ERAEAE L B E RS S I AT
HE: WHRELAEE, WSRH100 7R “BIERAE” .
5 ERGRENS AEST EDHL I BR BRI AT I E A B AT
6 BLEAENATAEATIERE SR 11 T8 PRI o
ERE: WSRO SRR, AN HAT R ERAE.
7 RihAlEEs.
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BT EDHLE IR

FTEIHLTT EOIE A B . LA NER T LS MVE R KSR R
* HA3hCREIAE (ADF) RE—4UK 7L ADF th, WA B8 kL .
— 1% ADF HH-R4T
— I ADF HE4R 3SR 4R
— FII{X ADF S AH 38R 4R
— I ADF 4G5k Ui 21
— X ADF G/ gtk
— I ADF Ti0x R 4R
— X ADF X ¥R 4L
— FMACEAR - WA RS, WERE T
o Wl VEEARIT AT EIHLLRIG T THT T, 205G H]
— K [ I/wi b - WA

- @ 14TIF

— i MCEAR

— @RS

— W ATIT

— ST T EE D Ao
— X FTER S5 AR 4T IT

— 451 ADF 25 47T

— AR AR IE S AT T

o NIEFEIS BRI BB —IEAEFTEDARME,  SERAE-EAR I APk € 1 4RK o

— AIERRAEE RS
- ANIERI T3t 4a%
— ANIEFIIN R
— ANIEFIIN TR
— A
* WACIRBEE IR —ITEINLAAEANAL, A28 T B .
— BRI
— SRR HOIMBR
- BTEIAfFAL
— B NAERE R A AN A
- AL
- WAL
— WAL - HEEE AT REE K
— TR A LA L
- WAL
- PS WAEAE
— FRPORZ BT - AR G
— PR
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o EMFEPE—ERETEIHLIIE M T DORAS . IEMFEIRMAIESE, FrliErE. PR PR,
T8 B o

A2 T/
AT B
HL 1T 58 et/ S A 2235
KT R YA
BURIET

A7 R R F
Iy
RYQHERREIE &

e AXXITT B REAC
A8 I 5% T G i 25 2R
SR E AR

SR [ TEC AT T
eI ARG T T
AR T BN B 7%
ANHER AN B
ANSHER [ e
AHER I AR RN e e
ANIERIRE A 223
BN EAR

i N\ TE L R

AT EAR

AR

AR R

o G AR
A

e

D BEARHLAY

A EIRFT B
HUP B %
FOFTE A B
ZHEMAKRZ
ZRIRAE R 2
2R i K %
G/ LA [

FEIN F 3 e gyl 2D LA [
TR [ AGT I £ %

R 'RLE YN

AMg AT F
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— NSRRI
— EOFERE A B
o RE—ARKRAEATEINLA, LI HERL R .
- WER4R
— R
- R4
o PR IR R
— FHCE AR LS DU
— PG EB0E
— FHRGH PR AT 4%
- Pt
— FHRACHREEARATIT
— AT L AT S R
— FACTERU OO HE
o FEMER—ITEIHUREM AT 1) /o
- SRR
— BB AR M X AN DL
— AT RE KIAERS
— BRDE R A R A A
— oAk (K 2 RN
— oAk A RN
- TERARIRER
- IR
— FEMER
— FEM R
- BREM
— BRI T A
— BB G LA I
— RIHERIAERS
— RVFATHIAERS
— ASCFFRIFERS
o FEMEHARM BE— L AUEHAT EIHLIEH -
- WmACs
= A DA
— TEIHLAE& L e
- ey
- MEMeE
— FEM
— FEM il
ER: ITENUR B R AOE A RAE & o WERIL A —NER A, A KRR 2 R A IR
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o FEMEHFE MR EONUREM L RIAE
— i
- FH—AARE
— AR
— (s
— B
— RPRA 2
- FEMA
— FEAFEDHL

o RBHEBEMLM
— (R IE R
— HE e R
— 5]% CRC K
— SR
- RIEE LR
— UL
e WA Ciic )
— FEARMATEP T4 “ 5]
- AR
— A IS oA 4 T T A A%
— BRI
- AL
— Wil LR
- BRAERIN
— PR TR
— U R
— ity R
— i L IEAE R
- SO E2AH
— A
— HYECH
— PS {EMb#
— PS F3hiEmnf
- ZERWHE
— SIMM 56 Fit i
— FEMEHE
— BB AN TR R
— RENITEAR AT
— RENINCE
— RENIFHE SR A
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- A HEE

i

B

1 CATEINL” S, iR RIERAE > FF.
2 GEPAT N HEIAE A

G BB A

a WRAIE, RS i
b AUEBH,

c HidiREER.

R 2
a At B AR
b dER, A5
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BEES RS
ik

fE55 7 AE MVE A AT AT ATST ENHLE B3, dTEDHUAR DL, SRR E AT . IR TS T IEAEIEAT 1Y
P AES5 HPIRAS LU AE R 2 72 /NI IsAT AR S5 . 4 IE AR AT AR S5 A B gdm A 2 H St . i 72
NI S5 U REAE H S DU A A b H S AT, JF BT UMEHIESS 1D TR

HEEFTRE

ARG e, HARES.
ERE: SRS ST EH .

& IbAES

1 ARG SR, REs.
2 D\ “CHFPSATIES T oy, A EEAMES
3 ik,

#EHE

1 AR SR, AR,
2 PRSI ARSI Bl R B
TR

o MR FBORIERZAMMES ID. HTIE S5 RDPMGZAMES ID Sl AR IR VEH . Bl
11, 23, 30-35.

o WIMRAR, WL FHE CSV,

iR kR H &

1 M ARSS” S, R E.
2 gk AR, Raikse A H.
3 PiERHER.

FHHE

1 MRS, HdiHE.
2 GEFAESTRG . ARSI BN R BL
3 i Hi® CSV.
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RS
BRI )2

1 MRS, Pl R > a2 .
2 WHEME Y, BEATUE RS IIME— 2K &I
3 MAESSHIY, PATEL M AL

T e B A%
a EPFFEZ.
b &HE AR,

e —HMHmE
a ERF—BH.
b EH - MEEHE.

T AT ENHLR SR A
a EELERE.

b &&FE - MEEHR.
c P AMELE.

el E#E

a EIEETLE,

b i AMAFEE.

C WSO, ARIEERSCAERL,

d WURTEE, W EE AR L

BRI
a EFRIMN.
b AR E S

il xe i B AT

a EFEPIT.

b &HE AR,

T e ik HEE
IR

HE: (ERUEHIE, MVE 5 CA RS54 LU R 8Ol EEFIEF M AT 513 (CRL). i&/E B E MR HHIE
5o BEAEFIE CA ed5 2 RENS 15 F MVE.



(% 0

e AT

a GLFHESH.

b R MR

c R AMHLEBR.

d BN T SCHET RS EN T ISP %
4 WNRFIFESY, BB TS M BRI,
5 iRl HEES

BEM LS

1 MRS, iR .
2 EPAT R IAR R

R THE (L5

a Mt ME%, R i

b il B

c HdigEIEES .

VER: (EEPUE LS M ABR < LUOET R

BT 5%
a JEEAMES, RJE B
b i ERIEES
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AT FARE HALS
FEE H A

1 fETHA B, Q‘

2 PER, RIEERE AN,
o ITEMHL—RZENFTEIHIA R EHLA
o 2[5 DNS Z#H— &S IP Hiti- . DNS FkE R EHL4.

3 BLEEAREPE R

WR: AT E S CEF RS R N, STEIHUAT RE s E R EHRENPIRE . MVE /e B IR
TEMHIAR e 1) R AN 2 B S I ADRES

4 P RFEHR.

Ao & BT IR E

AU R SMTP it Bk ik MVE S fL 1 B AF A s Hodls T Hh SR Aad e

1 fEH AT B, ﬁﬁao

2 iR TEME, RJSIERR BT EE SMTP BCE.

3 BN SMTP HISf i 55 s Al o

4 BENFAF NI IE

S WAL AL FHEPE S, IHERRREER, KRR,
6 HlifRAFEK.

N = 4=
IS At
AT LA B 5 B P T B 5, P (600 ) MVEE 2 B AU )

1 ZEum A B, Q‘

2 P RITEN, R REERZIWRHARITEY.
3 HEARTIFWISCAR,

4 P fREFER.

2 MVE iE$H

CusERT R (SSL)” B “AR)E A (TLS)” Je—Mrag i, A H G I FE B g i kR Ry IR %S
PR-B P IEAS o AE MVE H, TLS H T4 MVE JRR4525F1 Web 3] 55 2% 2 [ L = F UK S . 2RI HE R
A DL FTEINLEE NS, 22 g . MVE H P B ak T EpALEGIF (5 S (1 LDAP &%, Kerberos) .
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TLS £ MVE 55 #2A1 Web 31 % 2% BEWS 72 A8 Bodls 2 e e N, SRJa el 2 8o J5 s Fofii s . SSL ik
TR MR S5 4% 1) Web & A EAS, IEWIIR S5 452 € P ARINRT R o SRR B 2844 1 sl I 32 A5 AR 5 =0
CAZ% 4. BRMELLT, MVE BB AEH A% 4IUE.

1 FEIERZEAE K.
a eI AT b st Q‘
b i TLS > F#.
C EFHEHEREK.
HR: IFPBBAEREHE “ FEAH AR (SAN)” .
2 G CA B FIEBAAE R,
3 w3 CABLIE.
LRI A b A Fa Q‘
Hiidi TLS > REEZUEH.
L CA BT, RE RS,
HERE3) MVE RS .

ERE: B3I MVE IRGSSFFASI RS, A4 T REAESL TR IL B A JCIEER] . AEF0T R 3h
MR 55 2R, W ORBEAT T IEAEBAT AR5

BEH P EM5IH

MVE 55 “ - Bda frd 4541 (GDPR)” N AIER ORI . MVE R LARCE B It AL BRI R e
W ERA N A5 B

B

1 Eﬁﬁﬁ@tiﬁaiﬁao
2 i, RRIERE - AEE AT
3 AdMER > WMERAF

¥k LDAP A 51 H

1 7E Ui AT B A el Q‘
2 iifi LDAP.

3 BRI RIS B P T FH PR
BERE T IR S/ E A 5IH

1 Eﬁﬁﬁ‘]ﬁiﬁaﬁfﬁao
2 iR TR
3 BRI T 7 MR R S5 AT B O S AR AR AT DGR R, W e

Q O T o
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BEMESHEFHOA5IH
MEEL L, WS 08 LK “WHRHE” .
BERECE A5
1 NRLEAR, Sl .
2 i E AR
3 WHEAKEIIR, BSRFTEIHLE AR AT 5 I, B R N A4 BRI R AL

BRRRELEHETR A5

1 NBCFESES, i R E et

2 Mkl R

3 WEGL ALY, BIRAER 5 R AR

BERRFRRP M5 M

1 MITEHLER, iR R,

2 ifidi MY

3 B BRAEHIAT AT P A AT R IR A4 BRI R A8

BB FH A5 H

1 AITEIHLE S, AT EIRLEIR.

2 AT EVHLII P RO B A T
3 MITEIHLIEE, il KT

4 FEBRALF ARG A B O AE T B 7o

BERBARBAE A 5
1 DATEIHISE S, S BRI
2 B BRSO P LT O S AT AT R4
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5 AL [ AR
Markvision Enterprise & . Jn] BUfi# &
A ARA GEAE QI AC B ISR B 5 51 R ik R 2 S 4TEIL?

FTENHLIY 5 22 [A] B C & Y B i A T AN AL

oAt 7 RS Uh R B IRAF IR R G ?
Jff. AP AT LA (R AR

Hen] DATEWE LR 2 H &S 30 ?

1B LAFE 2228 MVE IR 7 RS H s b #3122 H & 0. #lll: ¢:\Users\Administrator\AppData
\Local\Temp\mveLexmark-install.log.

& W LAYE installation_dir\Lexmark\Markvision Enterprise\tomcat\logs X {| ¥+ ## *.log
MR H & Scf:, Hh installation_dir j& MVE ()20,

FEHL4Ff 7] DNS B2 (7] ) X 5 24 2

TG A HCE ML LFTEDHLIAME— 2K, B — D EHAR N T —A 1P Hibk.  “Jx ) DNS &if” #iH T
e s € P Huhik 4 2 FH P A 44

7E£ MVE 1, BRE RS “x [\ DNS &if]” ?

A UAZE S BB P AR R “ e a) DNS &l o WA E 2GR, WS 111 B0 R 0 i

IR - BhEs N 2] Windows B K H5 ?

DU PR 5 iz AT i 48R AT, SRS BEA LN A2
firewall add allowedprogram "installation dir/Lexmark/Markvision
Enterprise/tomcat/bin/tomcat9.exe" "Markvision Enterprise Tomcat"

firewall add portopening UDP 9187 "Markvision Enterprise NPA UDP"
firewall add portopening UDP 6100 "Markvision Enterprise LST UDP"

Hrp installation dir 7= MVE W2 i3z,

W ¥ & MVE DU A om0 443 LLAMR) o 2
1 {%1E Markvision Enterprise Il45.
a ISt X iEHE, RGN services.msc.
b x4 % o Markvision Enterprise, A5 i1k,

2 /7T installation_dir\Lexmark\Markvision Enterprise\tomcat\conf\server.xml [

4,
H installation dir /& MVE W) sof-32,
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3 KBRS SO Iy — AR A3

<Connector port="443" protocol="org.apache.coyote.httpll.HttpllNioProtocol"
sslImplementationName="org.apache.tomcat.util.net.jsse.JSSEImplementation"
SSLEnabled="true" scheme="https" secure="true" clientAuth="false"
compression="on" compressableMimeType="text/html, text/xml, text/plain, text/css,
text/javascript,application/javascript,application/json" maxThreads="150"
maxHttpHeaderSize="16384" minSpareThreads="25" enableLookups="false"
acceptCount="100" connectionTimeout="120000" disableUploadTimeout="true"
URIEncoding="UTF-8" server="Apache" sslEnabledProtocols="TLSvl,TLSvl.1l,TLSv1.2"
sslProtocol="TLS" keystoreFile="C:/Program Files/Lexmark/Markvision Enterprise/
../mve_truststore.pl2" keystorePass="markvision" keyAlias="mve" keyPass="markvision"
keystoreType="PKCS12" ciphers="TLS_ECDHE_RSA_WITH AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_128_ CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA" />

¥ redirectPort {i 5 A 4 v L AL HIAH [F] 13 5 .

<Connector port="9788" maxHttpHeaderSize="16384" maxThreads="150" minSpareThreads="25"
enableLookups="false" redirectPort="443" acceptCount="100" connectionTimeout="120000"

disableUploadTimeout="true" compression="on" compressableMimeType="text/html, text/xml,

text/plain, text/css, text/javascript, application/javascript,application/json"
URIEncoding="UTF-8" server="Apache"/>

1A 8l Markvision Enterprise %5 .

a s T EE, ARG services.msc.

b R4 s Markvision Enterprise, 2R )5 i mEH R E).

A4 FH Bty 11977 7] MVE

B, $79F Web %%, 4X5% N\ https://MVE_SERVER:port/mve.

M+ MVE_SERVER /24T MVE [IRZ 851 =LA 58 1P Hutik, 1 port &% 115,

B %2l MVE 1 B i) 25550 TLS hiuads?

1

1 1F: Markvision Enterprise JIli%5
a I T IEE, ARG services.msc.
b I ilbs4 8 % Markvision Enterprise, X5 i1k,

I installation dir\Lexmark\Markvision Enterprise\tomcat\conf\server.xml

o

HH installation dir J& MVE 123043k,

i B 20 A TLS A,

MFEA LB ENE 25, #5204 Apache Tomcat SSL/TLS configuration instructions.
WMFEA I FEMENE 2R, ESH

Apache Tomcat SSL support information documentation.

1A 8l Markvision Enterprise %5 .

a I T EE, ARG A services.msc.

b M Ebr4 % v Markvision Enterprise, A5 it ERHEE).

ffF] Microsoft CA MV ki i i & ¥ CRL 30442

1

M CA k%55 3KE CRL X ff.
EE:
e %fT Microsoft CA iMV ik, CRL A~<xHzhiliit SCEP F#i.


https://tomcat.apache.org/tomcat-9.0-doc/ssl-howto.html#Configuration
https://tomcat.apache.org/tomcat-9.0-doc/config/http.html#SSL_Support

L ) LR 116

o WIFEHZ(EH, S Microsoft iF 13 Pl &5

2 ¥ CRL XXfH{Rf¢ff installation_dir\Lexmark\Markvision Enterprise\apps\library\crl
A, Hip installation dir & MVE 2230 fd,

3 7t MVE " lC & UE B UL .
R S REOGE M T 1 SCEP Bl
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SEMERR L
H P EL G ie %

HEMH N
T A BB A e T B

1 fEstimm A B, $ﬂi¢'o
2 PiEARP, REIEFE A
3 ubigmiE, ARG ECER.
4 BPEHREEN.
WMRAEISIE T HORSE, EHRAT R AT HAE:
o IR —AME LG ok D
* ER Lexmark %7 L,

H%F E'A _'I:JL;\ %_:E—E:’l

GRS —NMEBERH, REME LTIk~

e LI “Markvision Enterprise Z 6052 HFEF” G5 — AN ELG .
W B 2226 Markvision Enterprise (3043 .

. c:\Program Files\

S

—r

i3l Lexmark\Markvision Enterprise\ H 3% [¥] mvepwdutility-windows.exe 3 1.

2
3 EFHEE, REREHE > T—F,

4 EFMAPRS > T2

5 HAHEIE

6 i t—P.

7 Uil MVE, 85 MR LU B 51T

ER: WREZEE, WSHE27 1R RN
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T AR R 2K

U R IEAE AR B IS LT OGH T Web I BE2S, WTRESS HILI ) &
R IIMEF I — DA

TERREETE, FMIFR Web 3% 231 cookie
Piln MVE &%, REHHEREIEER

FTHF Web 3% 8%, SR54EN https://MVE_SERVER/mve/login, 7' MVE SERVER /Z4L% MVE (1
R4 25 B EMLA B 1P Huhl,

ANBER I AT ERL
it SR FAIIME AR A
BENIT EIHLK IR 24T IF
R FEL R £ 2 [ b4 A\ T EIVHTLA TE R 42 1 S F Y o o
BENIT BN SR 2 P 4%
R ST EIHL
HNEERIFTEINL L2 TCPAP

A MVE {# F i35 0 24775, 3+ H SNMP fl mDNS 2.3 H
WMTEELAEE, ESWE 123 TR “ P ORI .

EX % Lexmark &

AN IEFKITEIHLE B

PATHE %
NFLLER, ESFH 53 i b “H I EINL” .




B 19

MVE S R#4T EIHLR S8 %2 24T Bl

HTENHLR 21

WA AP ITERUNTE 25 R, ESITEINLY Embedded Web Server—Security Administrator's Guide
(AL Web JR%#5— ;zjéééﬁffaf’i)

i\ mDNS 2477, HHBEHHEHIE

MIERATEIHL, RJ5 EHIBATT BRI
AT A, S A 80 TULIY < RIATEINL” .

Xt AN R P HATEC BEAE SR — IR IR R, EFERE A
2R

Bk i

1 3% 2% Markvision Enterprise 303 .
#l4n: c:\Program Files\

2 5% % Lexmark\Markvision Enterprise\apps\dm-mve\WEB-INF\classes {3 .
3 fHH UGS, FTT platform.properties L1
4 %% cdcl.ws.readTimeout i,
HE: ELEM AR FW, 90000 =45 T 90 74,
5 ffifl A%, §1IT devCom.properties 1.
%% 1st .responseTimeoutsRetries {H.
s AX{H LR AT, i, 10000 =Z#P45T 10 7.

5. 1st.responseTimeoutsRetries=10000 15000 20000,
B WRIEREIRE S B2 G, B REETEIRIE 20 M2 )5 .

7 R, H&{EH] LDAP GSSAPI Itf, %64 parameters.properties A}
WINLL T X E: lst.negotiation.timeout=400
HE: ZE U A AL,

8 RAFHIK.

IR EARAE 10 2 A,
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i T ENHLE B HATECE RN

A, FERAT IR AU B UE o

B nvE M BRI S
7t platform.properties SCFHR N LA o4k

enrol .maxEnrolmentRetry=10

FAEH LN T 5o

OpenXPKI iFH 3 & HL#
18 F] OpenXPKI CA JIR 452345 & IE 15

ik MVE 11 “REFEZLE” BHES CA RE B IBNE L EFHALE
#ian .
W LL R J& MVE 1 platform.properties 1t /] ca.onBehalf.cn %4/],

ca.onBehalf.cn=Markvision_SQA-2012-23AB.lrdc.lexmark.ds

WA LUT A2 CA 4525+ generic.yaml S 1) authorized_signer %4/ .

rulel:
# Full DN
Subject: CN=Markvision_SQA-2012-23AB.lrdc.lexmark.ds

WFHAKEE OpenXPKI CA IR # i E 25 5., 15Z % OpenXPKI i 1520 % HL P 751 -

KR N B R G5 AR IR

2235 en_US.utf8 X 1% &
1 21T dpkg-reconfigure locales fii% -

2 %% en_US.utf8 (locale -a | grep en_US) X3

FEFRENEAHI
7l http:/lyourhost/openxpki/ i, & H 23543 Open Source Trustcenter #ilE, A G XN,
B fcgid
BITLA N 4
1 a2enmod fecgid

2 service apache2 restart
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RAEBH R REERFHIR

£ /usr/share/perl5/Connector/Multi.om #f; 201 17 |11 Il EXCEPTION: Nested connector without
class (scep.scep-server-1l.connector.initial) #fi%.

W scep.scep-server-1

1t letc/openxpki/config.d/realm/REALM/scep/generic.yaml /', i scep.scep-server-1 %ty

scep.generic.
EE: HHERSIR SRS REALM. #1401, 4 HERASURE, 5 H ca-one.
eligible:

initial:

value@: connector:scep.generic.connector.initial
TEFREAEE T
LT ABES N, Tt A I,

W scep.scep-server-1

1t letc/openxpki/config.d/realm/REALM/scep/generic.yaml /', }i scep.scep-server-1 %ty

scep.generic.
EE: HHERSIR SRS REALM. #1401, 4EHERASURE, 5 H ca-one.
eligible:

initial:

value@: connector:scep.generic.connector.initial

AHAEEM IS KT KA Perl #53%

H ¥ scep.scep-server-1

7t letc/openxpki/config.d/realm/REALM/scep/generic.yaml ', ¥ scep.scep-server-1 &

scep.generic.
R M HEMAET A REALM. B0, U HERNSTER, T ca-one.
eligible:

initial:

value@: connector:scep.generic.connector.initial

ca-signer-1 fll vault-1 &AL
RGNS E/R ca-signer-1 fil vault-1 2.
W2 FAINE A
B BUE 2 2D
7t letc/openxpki/config.d/realm/ca-one/crypto.yaml 5 Bl 5 25 5 w5

IR IER AT 5 B I K B E Y1300
NFHEEZEE, WS WA 90 TR “SHIE P A IFQIE AT SRR .
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HRE SIS B OpenXPKI w3
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LEpord
PR v 1 R
MVE WA H] (1) U AERSOH T LR R I 45 8 45, i B B s

Microsoft SQL Server
and Firebird database

i
(C

TCP 443 TCP 3050 (Firebird)
MVE server User-defined port (Microsoft SQL Server)

UDP 69, 161, 5353, ’m!

6000, 6100, 9187,
9300 TCP 21, 80, User-defined port
5000, 6110, 9100 User-defined port
I (e*c m] Mail server
Network devices &0

LDAP or
Kerberos server

ERE:
o i HEXUR K, I HA A TP s A fig ik MVE IE#EAT. i 4T Enplam H# 28 M.

o UUIRAE LN g L, XL RSs A by B AT R Y e 2% i R I I A I, RS A
SrBC— A B L4 e i FAERLIN TR AT 28, 2 2 AR 2 1l BT IR e m] AR DAy ml Y A 58

i
k5525 24T ERNLESE
E MVE JiR55-25% 21 W 25 T BRI 0 38 15 397 180 458 FH 3 2 R Bip i
X MVE fg454% TEL AT
P25 +T E[NER B 3 (NPAP) UDP 9187 UDP 9300 | 55 Lexmark [W£%3T ENHLAEAS .«
XML P& &% (XMLNT) UDP 9187 UDP 6000 | 15 —4% Lexmark %% 4T ENHLIESS o
Lexmark Z 451 (LST) UDP 6100 UDP 6100 | 55— Lexmark [W£%3T ENHL 2240105 .

{[ﬁﬁﬁ#iﬁﬁﬁ%ﬂmb‘( (TCP) | TCP 6110
i € =D
JEF
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171358 MVE k4548 FTEIML BT
Z S5 42Z £ 4 (MDNS) I s P AR B i UDP 5353 | & IN Lexmark P £&FT ERHLIHH 8 FT ENHLIG 224
(UDP) 3 [ PERE.
R WA LR A VF MVE 5243 B
HLIEAE
T B 4 P T 1 (SNMIP) It UDP 3 UDP 161 | KINIF5S Lexmark FNEE =5 L8 FT EPHLIALE o
SCAHEAEETEM (FTP) I TCP % 1 TCP 21 5 SCA
TCP 20
XA AL (HTTP) I} TCP 3 11 TCP 80 | &4BE SCAFEMAT L
TCP 443 | #2830 o AT & o
L SSL KB AL S B Il B TCP 3 11 TCP 161 | #& SC sl A T & o
(HTTPS) TCP 443
RAW I TCP 3 11 TCP 9100 | & s A TR &
FTENDLEI AR S5 25 1815

FEMPIZRFTENHLE] MVE Jiz 545 i 85 193 180 458 FH B3 AT

BMY  FTEIHL MVE fi&438 BT
NPAP | UDP 9300 | UDP 9187 | 2E Al R4 IS 24

W 55 4 B B A5
72 MVE IR 55 55 B0 5cHm P2 (K38 £ 391180 6 R 02

MVE fR&a%  $RE
Y TCP % O | )™ s X . BRAEG & TCP 1433, |5 SQL Server $¥s FEiE 5 .

| &M TCP % 0 | TCP 3050 5 Firebird ¥4 i £ .

& v B A 55 2% B A5
FEMBI B33 % 7 S 5] MVE JIR 558 03012 39104 PR (0338 EL AR it

B AR MVE RS2
Wi SSL B A4L%rtMY (HTTPs) | TCP i 1] TCP 443

55 25 2 MR A 5 A% B =
FEM MVE [} 4558 5 1155 552 (03 £ 391180 66 PR 0 2 1R

MVE Jk%4%  SMTP jk43%

TR ERAAER MY (SMTP) | I TCP it 11 | HI ™ % XA . BRI & TCP | $ ity FilisEshfe, T MFTENHLEE
25, AR
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FR&-523 LDAP R4 S5Sf =
fEM MVE R4 252 LDAP AR4-23 K045 K& 7 AR AN BUE T 8 A0 18 15 B B4 A B 2 AT B

1713 MVE k45 2% LDAP f%53% il

2B HFV5 RN (LDAP) | Ik TCP i [ FH 7758 SCRYSR 11 BRiASG 1 | 4 LDAP R4S 2%564F MVE

J& TCP 389. Fr

TLS BELHFUFRPMY | IGK TCP 4 FH/ 5 SRS . BRiAsm 0 | 43 LDAP R4 2%t TLS
(LDAPS) J& TCP 636. I53E MVE 5.

Kerberos IsH UDP 3% 1 8 SRS . BRI ﬁiﬁﬁ Kerberos ¥t MVE JH

& UDP 88.

Fo

7£ Microsoft CA # /3 FiE 515 kK 1) B sh it

BOAEOLR, Frf CA JIRSS as#lib T Holt B, BT St R AN LAk i1 T eI o0 TR TR
ANEAT, PR A UE Y A shitk i

1 M “HRG A, Bl TR > IERBMANIM .

2 A, H AR CA, AR5 B > SRERIE R

3 MIEFSALHIENR, HmEGER, BFIEFERTRBE, K5 e
EE: WRIEFERIETERRSBE N EA, WL TahttfEiE1s.

4 FFr Az CA MRS .

A IE

HR: EIFRZRT, MRS CRLECE T CA s #s it He il .

1 M CA Jikg54s, $TTHERBENM .

2 MZEMEIR, &I CA, ARG DRAMIES.

3 bR RS RAIE S, A5 REEES > REIETS.

4 EHE I AACHS LK 8 10 IR ], AR B

5 WZcimtk, AR EREIES, N5 RhraEs > k.
W MRS MR RE R mAE .

AT LfE CRL & 2 C MANIE B P51



E R I 126

AIII“I

ERFEIN
RASE I

2021 45 H

LR CF RS LA BB PR, WA EH THEHX . LEXMARK INTERNATIONAL, INC. DL
DURFRAL LT, AT ARAE ORISR R, BFE, (EAR T DAILR 2 H k4784 8 A0E H
G RARAIE o B ] A SR X I EANHE VR R SR 2840 B rh R DR A RS /S O ARAIE s DR, 340 7 B AT RE AN T T
PRI

AT WPl e A BOR EIAMER R EN RIS % . 28 Tk, AT A BOr s ST, IXSe sl 2 AL
FELLS I RRCA 7= dh BB A W] RE s BEIN 2, ksl AN AT A

AT SR BIIAT R b FEFPBUIR S5 S5 P AR A2 | 9T SR8 i RE e BUIR 55 17 T AT 1) [ X4
Bt WAEWE X R b BEPERSS . ARMTIIRE R RS, HREAMR LA AR
B #ATCLRBR B A o S5 FAb ™ s RERP iR gs CBRT R WIEAR 140 ) SRR E TR T P0G S B 2 H
JHBHE.

W5 Lexmark HiAR S H, 1453 http://support.lexmark.com.

Wt A R BAS A T 1Y) Lexmark B FASKEIE IRI{5 B, 154 1) www.lexmark.com/privacy .
WNHAT KA N BRI, 155 3] www.lexmark.com.

© 2017 Lexmark International, Inc.

TREPTAEBUR .

(G

Lexmark. Lexmark #txF1 Markvision J& Lexmark International, Inc. 7535 [ /s Hofth B 55 (R R bR el i ra b o
Firebird /& Firebird Foundation {4 /it it .

Google Chrome & Google LLC [#J R #x

Safari & Apple Inc. HIVE M ET b5

Java Ji Oracle /s SIBAH AL HVE I A A5

AT HAt s b ) AT AL T e & BT .

GOVERNMENT END USERS

The Software Program and any related documentation are "Commercial Items," as that term is defined in 48
C.ER. 2.101, "Computer Software" and "Commercial Computer Software Documentation," as such terms are
used in 48 C.F.R. 12.212 or 48 C.F.R. 227.7202, as applicable. Consistent with 48 C.F.R. 12.212 or 48 C.F.R.
227.7202-1 through 227.7207-4, as applicable, the Commercial Computer Software and Commercial Software
Documentation are licensed to the U.S. Government end users (a) only as Commerical Items and (b) with
only those rights as are granted to all other end users pursuant to the terms and conditions herein.


http://support.lexmark.com
http://www.lexmark.com/privacy
http://www.lexmark.com
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JMDNS License

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General
Public License as published by the Free Software Foundation; either version 2.1 of the License, or (at your
option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser
General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not, write
to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Arthur van Hoff

avh @strangeberry.com
Rick Blair
rickblair@mac.com
**JmDNS

WRER S

FITAT 55 07 b QIR RV P R ] UM P S B
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ARiEE
ZAITEIL

ZERE
#BiE

K OUHC B S
KRBT

L
[

%
i

P S N sl TEE A, ORI UE A BV i FL ) e SN R (14T B
*ﬂxo

—AITEIHLICE, BB LRI E
L BRI RN A AT HR A o 2 H LT EDH VBRI A 23 O 2 A F 44

WE—ASH, HTAEMS EESITEHPLRCE SO e nl AEIL 5 TilE
SCHBCE, ATEAER LSRR B 305 BE AT 23T EIRL.

SECETEIHLI A XOOA, & U RS RIZLEATHINL. %
A SCHE T LRI, A DG T ARIC AT EIHLA 2 B

A FC B AR AL B BB AT BN LR AE A bR AT

BEE MR, AT BT 21— G 3T EDPLE A ATEDHL S . FEfCE
BT DME ST EDPLBE B 88 N IR VRRTIES [ A CA E T 21
FTEIHL

WARIT EDHLEHE ,  WHTENHLRES . FEM AN DIREMIAE S5 -
58 AR R B AR B I AT IR L AR
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g

A

AES256 Jin#s

fio'E 114

AlA

g 71

GAFTEINL

IEAERE 57

245 LDAP R4 Z5UETS 29
%% MVE 18

‘%% OpenXPKI CA 83
IR E

g 25

74 N & CA IR4- 2% 70
AR CA RS 68
YA G M SR P 25
A H E

ENL 114

B

MR MU B )

fic & 71

PRI R

Ynth 46

vil 114

5l 46

46

Mkx 46

21T 42

PR FEUET

fgdt 89
PRPHTEINL 52

PRY B e ST ENPLIE LS 52
A R R H R e 22
Yt RAT IR 46
YulEERE 102

Y R NG & S F 31
Y CHEY 40
YuBE I 2R 110
YLK 38

AEWE

i 62

AT A B I AIE A SR
7t OpenXPKI CA 4 97
ANIERFTEINUEE 118
B SCAFRIFTEIHL 55

C

ca-signer-1 fiifl
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