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User prints document

Print driver

Standard TCP/IP
port
127.0.0.1:91XX

Capture service (a.k.a.
listener), e.g., non-UI
Windows service, runs
under system context

Capture Phase

Service gathers initial job info
(like job name) into the
sidecar XML file

¥

Print Release app monitors
jobs at the
%AllUsersProfile%\LPMC\
UserName\Pre\ folder,
encrypts jobs, analyzes jobs,
moves encrypted jobs to the
%AllUsersProfile%\LPMC\
UserName\Post\ folder, and
updates the
otherLoginWorkstations
attribute of the user’s account
on the Active Directory server
with the workstation IP
address

Service captures
spool file (saved in
%AllUsersProfile
% \UserName\
Pre\
unique_file_name_f
or_the_job.prn)

Workstation IP address
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Active
Workstation Directory
server

Printer

Active Directory server
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Release Phase

User logs in to the eSF
Print Release app
running on a printer
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The eSF app queries the
otherLoginWorkstations
attribute under the user’s

User Account:

=a.b.c.d

otherLoginWorkstations
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account on the AD server to
get the IP addresses of

workstations where the user

may have jobs to be released

The eSF app sends REST
requests to the Print
Release service running on
each workstation

Secure connection

The Print Release service

running on the workstation

responds to requests from
the eSF app
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Mac OS X 10.11, 10.10 & 10.9 Z3 MME LEsLUTH

Mac OS X 10.11, 10.10 & 10.9
T2 MA 1GHz 32H|E £ = 64HIE Z 2 Ml A S 25Ghz A 2 ZZ A M (0: Intel
Xeon £ = AMD Opteron)

RAM 1GB 32H|E 4GB

2GB 64H|E
ot=E ClA3 E¢t | 20GB 20GB
o=
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Instiilland Install UPD and
con gurg [ assign it to
Lexmark Print 2| LPMC printer
M ement
anag , port i Assign printer
U Client “ Install eSF apps - Conﬁgure. r « | Configure eSF
and card reader 2»| printer security secyr\ty r 4 applications
drivers settings settings
Set up Active =] = =
Directory N
(company’s
existing directory
W service) \ 4 \ 4
=
Install LPM Configure LPM
Serverless Print Serverless Print
Release Release
= =
Configure Configure
A V Active Directory LDAP+GSSAPI \ ,
— | =
Install Car.d — Configure Card
Authentication Authentication
= \ 4 =
Configure
Kerberos 5
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Active Directory & &
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c =4 YoM I8 2L,

d SS0M M 88 S8,
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Windows 2 M AHIE 220|HE 2AZERH &X
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Lexmark Print Management Sc0IAE(LPMC)= I 2 A0l CHet etd st HelAE MZokd| fol =0 el
OIA SctolHE AIAE O HHH&E ATEYNH HIIKLLICH LPMC= Q14 AZHUA OIM HAS 2N

ot HRst& 740 , St LICH 214 2 H 2 Print Release A& Z2IHUHAM EclAZE WA E=FEHM HE
& LICH

1 LPMC £X IH2|XIE &2 = JAl 2Z E2H01E20 M EELICH

2 74 LS 4X WXt NEE SH2 %/\}8}2, Z2Re 3 HEELILL LAl LHE2 8 HIOIA
S| “Windows 2% MM 24 MU

3 US= ot WIIXIE £X LIt
o IIIXIJt ME= SCHOUA MSITHIIXIE & B S &L

o HH TETE WA msiexec /i lpmc.msiZS 2 ELILCH

a ol 2 MM T2 L I|ls EHZ 0|SELICH
b Lexmark Print Management 22l0|HEE & SLICH
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A OIM IS ME"S S0 LE AIAE 22| X0

Ct. RtAISH HEE 11 HIOIXIS “OI4 Eet0lH &
[ H 22I5H A ISZ.
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e A3 T2 Program Files = 0l X & & LICH.
e A IIY, 210 It L AAIZ AHE &Y =X E10A It “%allusersprofile%\LPMC” ZH 0l M & & LI
Ct.
e LPMC Z&ltf ZE 9167 ¥ IP =24 127.0.0.12 |22 MAELILH 22l X= EX 0l ZE HS
s Hadeg = UASLICL
SSL 2SN Z &Y
LPMC=HTTPS ZZ2E2S2 S&t HZ 238 L £Fot= B AHA HE s §Y&LICH LPMC= 2B U
EHI0 HZot= OO0IH 233 NFELICLSSLAZE AEL &= A2HH LPMCOIA S M2 ID
£ 2016t A SotE et J|EtS MEBotES S A AN OF S LITH
2t oIS NE UASAMIL AEE £ U= A2 XNEELICL HE SS9, LPMCOt A8t = |3 1IOI__ ‘A
IAAHI0IE-01 5" (0l: John-PcxP) S AI0[LE 2L LEHE QI 0| S (0l: Localhost)Z Y &= USLICH O
o=l 0l S92l localhost= 127.0.0.1 LIER A =49 OtF L LICH
MHE CISN= AHOIEN =t 0, AIAEN 2215t 22 AFZXS0| AIEE 4= JASLICH LPMCE=
CISNE HAES HERID HZ0 HFO_“:'o}EH 24 I HoE ZES ASELICHL
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X 2 PHE LEJHEE Y LPMCE SSLOZS S5 8  QISLICH SSLS Soi CHAl @12 5H21 & LPMC
S THAEXGHHLE M ZE HS0l ASHE SO 2 MHQI Y BHLICH

AD:ZMNO M4 2 HIRIZS LPMC £ X BEUIA IR T LICH

LogFilePath c:\ProgramData\LPMC\lpmc.log| 2 II20| H& &= A2 LICH
lLoggingEnabled true falseZ 8&EH LPMCUHA It 22 = SKIELI CP.J
CaptureSettings
43 Jl2gt &9
LoopbackPort 9167 ZplE OIA 20 CHE 24K AHIA SAI0| OIR K= ZEQILICH U2
ZEEZE ANEotedH oM THOIZ0 M AlSols ZEE BHELIC
PrintJobFileNameFormat |%d_%i.prn| 21X ABIAOGA QM 2HS MEGHE Gl AFE0t=E IHY 0|2 AL
Ch wd= 20| QIAHE = AI2E01 D, %is &M =& £=2/LICH
I 0|52 L2222 MBS = A g2 s 2 &LICH
%su—AIE X} 0| S
%pd—0/ M E2l0|H 0|2
%pg— 2!/ M THOIE OIS

ClientSettings

=]
PrintAndKeepLifespan |48 OIM = LPMCOt &2 AHIE DK E2 Al2FLICH
UnprintedJobsLifespan |48 OIAH CHOISOIA el ALK 22 2HES LPMCIF AHHIE MK &2 Al2+HIL
Ct.

ReleaseSettings

EsfListenerPort | 9443

ADServerSettings

ActiveDirectoryUserProperty | otherLoginWorkstations |LPMCJI QIOIEHE N &ol] ZM6t= Ol Al=6t
= Active Directory =4 2 L|C}.

ServiceAccountUserName N/A AHIA HESZ X HE AIZX0IELLICH Ol &
A2 el XFBHE ol XIAELICH
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ADWriteSettings

&3 ]
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ADWriteOption |AtPrintTime

&9

LPMCOt |I2AHIOI&E2 IP =2 Active Directory AH 0l £ AIDIE Z2& & LILCH

O3 = S otLIE ALESHY Al 2.

* AtStartup—LPMCOt A& E 1B ATAHOIAIPFAE SLICHL AT AHIO
A0l SSELEHHEC =&0] &2 MEHY I IP =201 A & LI

* AtPrintTime—Z% 0| ClI4MiE OIS FAFAHOIE IP=AE &LICH RIAA
HOIA0 A2 XS] 20| O Ol & S HLE R IAHIOIA0l SSED{LEBIE 2 =
Ol XS MEHY M IP =201 A ME LICH LPMCOF Al EE T HEE 20| 2
NE ™ IAAHOIE IP FAE SAl &LICH

* AtStartupAndPrintTime— LPMCO} AIZHE 2t L0l OIME O KT AH
Ol& IP =45 SLICH FATAHOIEUH AFSAL 0| (IHE AHT X EE
LICH I3 AHOIE0l SSEILE HHECl =01 &2 HEHY [ A M E LIC

ServerSettings

ServerIP api.iss.lexmark.com/lpm-gateway | =

ServerPort | 443

ServerAPISettings

APIVersion 2.0 AMEE HSelAHOlE Tz )Y CIE H Ol A APl B A LICH.
IDPServerSettings | idp.iss.lexmark.com| AIZE X E CIE0l= O AAE &= ID MHIA HIS S A LICH
ServerIP 443 TeHOWAM &0l HelAts ZEQLICH
ServerPort

DeleteJobTrackerSettings

445 J|=gt a9
TrackDeletedJob | true falseT &8 &H AHE HHES =HGHA L SLICH
SendImmediately | true falseZ & & ™ LPMCJ} IntervalModeS AIE6I0 AHHIE &N HIOIEHE
SEWL|CH
IntervalMode Daily NEE AIZE2HE 20 MRS &S HOIEHE SEY”LICH 2t22 &, Al2H ¢
L=F2 488 4= UASLICH IntervalModeE AFSotH A KIS & GI0IH
Jt c:\ProgramData\LPMC\DJTReport.xmlil & AlE &= LICH & & &t Al2t
2HE0| e H ANE HY OB 20N MHZ MEE 1D
DJTReport.xml| It 0| 2 Ml & LICh.
SendInterval 1200 AHE 2E OO0HE E0A AHZ BESE Al2HE N EELICL
Hourly
Daily
Weekly
Day

Hour
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ServerSettings 10.194.107.109 | &tHIE &S HOIHII H&EE = E0M A0 CHEt B2E Z& & LICH
ServerIP 9780
ServerPort false
ServerSSL

OtherSettings |N/A AtHlE & CIOIE ol CHet =0t 32 Y LICH

LateBindingSettings

J=e &9
LateBindingEnabled | false |trueZ S & &3 T2l MO E0IAM 2, H(ZH 2lal), A

=2o
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Windows 2% MAH & = 24 W
<?xml version="1.0" encoding="utf-8"?>
<Configuration xmlns:xsd="http://www.w3.0rg/2001/Schema" xmlns:xsi="http://www.w3.0rg/2001/Schema">
<Logger>
<LogFilePath>C:\ProgramData\LPMC\lpmc.log</LogFilePath>
<LoggingEnabled>true</LoggingEnabled>
</Logger>
<CaptureSettings>
<LoopbackPort>9167</LoopbackPort>
<PrintJobFileNameFormat>%d_%i.prn</PrintJobFileNameFormat>
</CaptureSettings>
<ClientSettings>
<PrintAndKeepLifespan>48</PrintAndKeepLifespan>
<UnprintedJobsLifespan>48</UnprintedJobsLifespan>
</ClientSettings>
<ReleaseSettings>
<EsfListenerPort>9443</EsflListernerPort>
<ServiceAccountUsername></ServiceAccountUsername>
</ReleaseSettings>
<ADServerSettings>
<ActiveDirectoryUserProperty>otherLoginWorkstations</ActiveDirectoryUserProperty>
<ServiceAccountUsername></ServiceAccountUsername>
</ADServerSettings>
<ADWriteSettings>
<ADWriteOption>AtPrintTime</ADWriteOption>
</ADWriteSettings>
<ServerSettings>
<ServerIP>api.iss.lexmark.com/lpm-gateway</ServerIP>
<ServerPort>443</ServerbPort>
</ServerSettings>
<ServerAPISettings>
<APIVersion>2.0</APIVersion>
<IDPServerSettings>
<ServerIP>idp.iss.lexmark.com</ServerIP>
<ServerPort>443</ServerPort>
</IDPServerSettings>
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</ServerAPISettings>
<DeletedJobTrackerSettings>
<TrackDeletedJob>true</TrackDeletedJob>
<SendImmediately>true</SendImmediately>
<IntervalMode>Minutes</IntervalMode>
<SendInterval>
<Minutes>5</Minutes>
<Hourly>false</Hourly>
<Daily>1200</Daily>
<Daily>2300</Daily>
<Weekly>
<Day>2</Day>
<Day>3</Day>
<Day>4</Day>
<Day>5</Day>
<Day>6</Day>
<Hour>1000</Hour>
<Hour>1500</Hour>
</Weekly>
</SendInterval>
<ServerSettings>
<ServerIP>10.194.107.109</ServerIP>
<ServerPort>9780</ServerPort>
<ServerSSL>false</ServerSSL>
</ServerSettings>
<OtherSettings>
<SiteName></SiteName>
<Customl></Customl>
<Custom2></Custom2>
<Custom3></Custom3>
</OtherSettings>
</DeletedobTrackerSettings>
<LateBindingSettings>
<LateBindingEnabled>false</LateBindingEnabled>
</LateBindingSettings>
<DeleteEmptyUserFolders>false</DeleteEmptyUserFolders>
</Configuration>
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¢ Universal PostScript 3 Emulation /4 &2}t0|
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1 Z2REHUA EX Z208 ItdsS ALt
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b ZZ2Z UPD It 0l SASLICH
&1: 32 E HFoldE UPD It S M&Eotd=E SHE ROtsLICH
c EXE FEUS E=

N
|El
it
st
ijH i
A
i
e
o
|E
M
q
Shl
.}
i
L
Ju
il
C
[w)

2 oI E210|H = www.lexmark.comOll A 22 EE = USLICH


http://www.lexmark.com

e

1
1
0x
[0
IS
Wz
0
o

0 N oo aa s~ O

©

T2l E=IF 0 A TS AR J1E EE A8 S M8t 5 S =0 LPMC ZRIE ZES 85D
oeg 228Uk

ATEQOS LX5tehs HAIXOL EAGSS CAT UASS SLSLIC

SAME HIZ M OHY X" Z S0 H UPD DH o] 9IXIS 201 i Lt S2t0l B o] INF IHY S & 0H=LICH
siol > OS2 2 LT

SS0IAl Q1) SRHOIHIS HEs S 128 SYELIC

TRE ODIZS SEGHE 0152 2B 2 I2UCE M M IS ABEN GRS M5t I
2IEE BRELICL

DH&S S BHLICh

Mac 24 HAHES 2210|HE AZTEA N &AX

Active Directory =02l HZ

Active Directory =& S DNS AN S=0i| =t

D g A WODNN =

1

Active Directory = 0|2l & &
g 4

AREUAM A2 = &

MO 0/Sol0f IEHIS 22ABLICH
HERIE de45tn 132

== S eLICHL
DNSE 22!5 F|,DNS At A &0 M + I S E 226+ Active Directory THI Q12| IP =AE & §HLICH
CHO B AN A + IS E 22 6+0 Active Directory S0 21 0|2 L& &HLICH.
= =2

TFEHOA AIAE
=S LICHL 22l HE A 28 = &= ol ol 0F &L

e K H—Active Directory &0l HAEEH =4

e Z2I0|HE HEH ID—2C20|HE HEH 018
e AD Z¢2| Xt—Active Directory S HI 21 0t H2Z & HE 0|8
D 22| At B2 S—Active Directory S HI Q1 0t HZE HE HILHS

O CHAl 22

OII

N Z20t=28t § Active Directory SHIQ1 0t HZ = ALZEXHID R HIZHSE ALE
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1 Z2REHUA X T2 ItdsS ALt
2 TES HYE = X AZERO AES XISLICH
3 Z2E UPD I 0l S AteFLICH
1: B2 E HFold® UPD Y S M&oted= 2HE ZOotsUI
4 EXIE FE S B=H H2 XNH= UGELIC

Lexmark Print Management 220/ HE & X|
Mac2l 22 LPMCOI & PKG I & HHE & LICF.
1 2 IS 44X WX HEE E02 SAM0HD, 226 2 HASLICH XHAIS WE2 13 HI0l Xl
Ol "Mac 2 HHE 24 W2 0lol”"E EFHXGINYAIL.
2 IIXKIE &XIELICH T8 = otLIE =& gLl Ch.
e PKG 22 & & 2 &L
e E0IE2€0 M install.shS %‘@@LI Ct.
3 ZEE stH0l LIEIL XA S SLICH
4 235 2LIHWAM EXIE 2206tH 24 AHIAD A8 ZOIX| &0I&LICH,
* LPMCapture—Lexmark 212§ 24 & AMHIA
¢ LPMRelease—Lexmark QI M & 2| A AHIA
¢ LPMDeleteJobTracker—LPM &t K| &Y =& MH|A
e LPMApp—LPM At X &= s )etec 28 2 1Y

\J

E0: 8% 0|F, & D= THY, .configuration.xml I} 2, SSL 9IS M= “/Library/Lexmark/LPMC” Z 4 il
MEELUC 20 o2 JI282 2 “vartmp” 0l lpmc.logE N & & LICH.

i
Mac 23 X ME < m& 2 Ol ol

Logger

=] Jl=zgt &3

LogFilePath /var/tmp/lpmc.log| 2] 20| H&L= H2/LICH

LoggingEnabled | false true® 8&ol= AR LPMC OIH E D} JISE LICH debug® & & o= &
L =IHE2IIIsEU
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CaptureSettings

=S| |23t &Y
LoopbackPort 9167 A Ol 20 CHEH 2P AHIA SEAI0] ORI K= ZEQLICH CHE
ZEE ME5HAH oM UIJIZ0HM AISole ZEE B ELICH
PrintJobFileNameFormat |%d_%i.prn |21 X AMHIANM Q14 A S H&ESH= O AIE3dte It 0|8 4/ L
Ch wd= 20| QIAHE = AI2H01 1D, %is &M =& £/ LIC
I 0|29 2EZ AMEE = UA=g2 s 25Ut
%su—ALE X} 01 S
%pd—OCI M E2t0IH 012
%pg— M CHOI1E 012

ClientSettings

PrintAndKeepLifespan |48 OlAf & LPMCOt &H 2 AHE MK &2 Al2FLICH
UnprintedJobsLifespan |48 Ol THOISOIAM HelAZ K 2 &S LPMCOFAMIE K €2 AlZ2H L

ReleaseSettings

=]
EsfListenerPort |9443 | ZZIEUA &0l EelALH= ZEQLICHL
UseSSL true |QIM E2|A SAI0A SSLE MEEX (R E Z8ELIC serverPortE 8022 &%
ot 2t0| falseZ & AT SSL 219 HAEES XS 4= USLICH

ServerSettings

445 =gt a9

ActiveDirectoryUserProperty | otherLoginWorkstations |LPMCJI GI0IEIS MZ&tol] Z24H56t= O AF=Zot
= Active Directory =4 2/ L|C}.
otherLoginWorkstationsE AIS& 4= Q=
AR customAttributeName= AIE0I0] AIE2

N2 SL=2 SH
o=z ==

X+ &2l AbE X

A
o

ServiceAccountUserName

N/A

MHIAHEZ NFE ALE
2 22/ AF R &0 XAE

[ ) W .

=
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ADWriteSettings
&3 Jl=at &9
ADWriteOption |AtPrintTime | LPMCII €12 AHIOI& 2 IP =4 E Active Directory AH Ol £ AIDIE Z & & LICH
CtS S S otLE AIETHAAI 2.
* AtStartup—LPMCJI AI&E [HEH RIDAHIOIE IPF=AE SLILL I AHIO|
H0l BIE AL HIEC =50l K2 e T} IP =20t A RIE LICH
* AtPrintTime—2IH 0| 2I4HE OIS AIAHIOIE IP =48 SLICH AL
HIOI&E Ol AFZ XS 20l O Ol & SA{LE KT AHIOIE0I S HLEHIE 2l %=
FOl Z2 ME W IP =20 AMELICH LPMCIOLAIZE T MEE 20| 2
KEHAIAHOIE IP =AE SAl &LILCH
* AtStartupAndPrintTime— LPMCIIAIZE [H2t & 0| I E M FFAH|
Ol& IP =48 SLICH AZAHOIEU ArEA 2SO0l SIHE AT 25
LICH KIS AHOIE0l SSEHLHHHHCI +=&01 ¥ 2 A [ AT M LICH
ServerSettings
&3 Jl2at &9
ServerIP api.iss.lexmark.com/lpm-gateway | & c|A &L =& AH =ALICH
ServerPort | 443 TE2HM &0l delAse EEQLICH
UseSSL true oI elA SA0AM SSLE AFEE X HEE ZHELITH
ServerAPISettings
43 Jl=et &9
APIVersion 2.0 AMEE OiSclAOIE Z2 Y CIH HIOI A (AP S & & LICH
IDPServerSettings | idp.iss.lexmark.com| AIEXE 2IS6H= Ul AFSE = ID Ml A MS M LICH
ServerIP 443 ZEHNAN AP0l Z2elats ZEYLICH
ServerPort
UseSSL true oIM HelA SAI0IA SSLE AFZEE X HEE 2 LILH
DeleteJobTrackerSettings
&3 Jl=&t &2
TrackDeletedJob | true falseZ &8 & H AMMHE HHE =XHotAl ZsLICHL
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<?xml version="1.0" encoding="utf-8"?>
<Configuration xmlns:xsd="http://www.w3.0rg/2001/Schema" xmlns:xsi="http://www.w3.0rg/2001/Schema">

<Logger>
<LogFilePath>var/tmp/lpmc.log</LogFilePath>

<LoggingEnabled>false</LoggingEnabled>
</Logger>
<LPMServerlessADSettings>
<CaptureSettings>

<LoopbackPort>9167</LoopbackPort>
<PrintJobFileNameFormat>%d_%i.prn</PrintJobFileNameFormat>

</CaptureSettings>

<ClientSettings>
<PrintAndKeepLifespan>48</PrintAndKeepLifespan>
<UnprintedJobsLifespan>48</UnprintedJobsLifespan>

</ClientSettings>

<ReleaseSettings>
<EsfListenerPort>9443</EsfListernerPort>
<UseSSL>true</UseSSL>

</ReleaseSettings>

<ADServerSettings>
<ActiveDirectoryUserProperty>otherLoginWorkstations</ActiveDirectoryUserProperty>

<ServiceAccountUsername></ServiceAccountUsername>
</ADServerSettings>
<ADWriteSettings>
<ADWriteOption>AtPrintTime</ADWriteOption>
</ADWriteSettings>
</LPMServerlessADSettings>

<ServerSettings>
<ServerIP>api.iss.lexmark.com/lpm-gateway</ServerIP>

<ServerPort>443</ServerPort>
<UseSSL>true</UseSSL>
</ServerSettings>
<ServerAPISettings>
<APIVersion>2.0</APIVersion>
<IDPServerSettings>
<ServerIP>idp.iss.lexmark.com</ServerIP>
<ServerPort>443</ServerPort>
<UseSSL>true</UseSSL>
</IDPServerSettings>
</ServerAPISettings>

<DeletedobTrackerSettings>
<TrackDeletedJob>true</TrackDeletedJob>

<SendImmediately>true</SendImmediately>
<IntervalMode>minutes</IntervalMode>
<SendInterval>
<Minutes>5</Minutes>
<Hourly>false</Hourly>
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<Daily>1200</Daily>
<Daily>2300</Daily>
<Weekly>
<Day>2</Day>
<Day>3</Day>
<Day>4</Day>
<Day>5</Day>
<Day>6</Day>
<Hour>1000</Hour>
<Hour>1500</Hour>
</Weekly>
</SendInterval>
<ServerSettings>
<ServerIP>0.0.0.0</ServerIP>
<ServerPort>9780</ServerPort>
<ServerSSL>false</ServerSSL>
</ServerSettings>
<OtherSettings>
<SiteName></SiteName>
</OtherSettings>
</DeletedobTrackerSettings>
</Configuration>
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