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User prints document

Capture Phase Release Phase

|

Print driver

Standard TCP/IP

port
127.0.0.1:91XX

Capture service (a.k.a.
listener), e.g., non-UI
Windows service, runs
under system context

Service gathers initial job info
(like job name) into the
sidecar XML file

Print Release app monitors
jobs at the
%AllUsersProfile%\LPMC\
UserName\Pre\ folder,
encrypts jobs, analyzes jobs,
moves encrypted jobs to the
%AllUsersProfile%\LPMC\
UserName\Post\ folder, and
updates the
otherLoginWorkstations
attribute of the user’s account
on the Active Directory server
with the workstation IP

address

Service captures
spool file (saved in
%AllUsersProfile
% \UserName\
Pre\
unique_file_name_f
or_the_job.prn)

Workstation IP address

= a.b.c.d
Active
Workstation Directory Printer
server

Active Directory server ()«—

User logs in to the eSF
Print Release app
running on a printer

The eSF app queries the
otherLoginWorkstations
attribute under the user’s
account on the AD server to
get the IP addresses of
workstations where the user
may have jobs to be released

The eSF app sends REST
requests to the Print
Release service running on
each workstation

User Account:
otherLoginWorkstations
= a.b.c.d

Secure connection

T FEIE T R AR AN SR T SRMESE (eSF)” MR

* LPM JCHRS5-ZAIR4TED

o Bt RRIEH I
- FReRRIE

- FREFRILE S o

— eSF Z4oE M
o RIGHF

The Print Release service

running on the workstation

responds to requests from
the eSF app
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AMD Opteron
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2GB 64 1.
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Install and Install UPD and
configure ~ assign it to
Lexmark Print 2| LPMC printer
Management port
1 Client A i i i
! ! Install eSF apps - .Conﬁgure. Assign p'_"nter « | Configure eSF
and card reader »| printer §ecurlty seclfr\ty g applications
drivers settings settings
. == = =
rrrrrr
CO an / \
existing directon
service \ , \ ,
Install LPM. Configure LPM
Serverless Print Serverless Print
Release Release
=
Configure Configure
\ 4 Active Directory LDAP+GSSAPI \\ "4
= =
Install Card - Confi Card
Authentication o gur.e .ar
Authentication
= =
A4
Configure
Kerberos 5
=

¥ & Active Directory

Active Directory® ;B HLH 408 e, %7 mi AT ENVENL IR H sk il %5 . LPMC i H] Active Directory >k
PRERITA TAESG, JorbRy e P v BeA 1 BNV HE % L B T8

TN — 418 R A7AE Active Directory k%525 IR 8 P ERFE A B T 7E s il 28 R 25 2% Hh U7 ) o
HERE: Active Directory ML Hi 52 HiIHC & (1 BB W] RE IR ANV AEST ERAL BRSBTS B gl i il
SEIR , 1 ek b 52 TR S o

¥ Active Directory 5 545 5 F /- J&@ 1t A PR

1 J\ Active Directory JIk55#%, F19F “#HZEIRINSF” .

2 N AMREY R, RERdE > T—#.

3 QIR A€ TS5, R NFIRTEFER P

4 EPFJEMER . & otherLoginWorkstations 15 otherLoginWorkstations.

5 1RMTHEALERE LI BB T AT
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f1# Active Directory 22+ FH P @t

& ¥eil, Active Directory ibfE R —LLlli ] 7 F B —LERTREIEMCRSGUER], Wil 4. b Eocogsx
A

L DR BRI DO 8% i P A R 1
1 FITFENERIT, AR5 ke e LR B TR AE

HE: WA MR, EFEE.
2 %% Active Directory 225 B AT,
3 KRNI .

a iR fiil, A mme.

b MEH R ITY|R LS Active Directory 221, RGN NINE .
4 17T Active Directory 44 B4 BT
5 HEbrattndi @, R RdiagEtt.

HE: WRREATTH, HEFENRS .
6 AL L.
7 N OEFTRME” SERE, BN IR
8 SN E M B Y SR

a JEJr..

b HRFAHEALERT, RERhEE.

Cc M “JEPE” IR, fabdshn.

d MFE IR FER @k

e N,

4 Windows #:1F R4 235 % P i ik

TERTIFIRZ0, EhIA:
e Microsoft .NET Framework 4.0 (5E#8fA) o 5w A O 22255
o HMEFERIFT NIRRT O
e Active Directory IFEAEIZAT.
o f&224% LPMC vHSEHLC A Active Directory 1,
o LG sk F Active Directory 18, JF##% T FLBLFR LAVT 9] 1% 45K o

273 “Lexmark FTEVEHE F iy ”

“Lexmark FTEVE B2 i (LPMC)” S B B AN 2 i R e P AR, JH AR BT B L R 22 2R T
LPMC MATEN 5 & AL BERE P RAT BV EE, IR AR ZEmhnas eql. TR ARAF AT AL E, ERIEfTMR
A “RI-RITED” ZHREMIFT ENHL 4RI

1 R LPMC B2, SRR EORAF 2] NI I A Ok E) 25

2 LS SRS A7 B SR, SRR IS . WA S R, W HEA 7 ILE
] “ SEE LT Windows Bift RAM HCA” .
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3 I HAT N AT AR A

o NIERAF AR S, Xy MSI#AFfL.

o PN fTAL, N\ msiexec /i lpmc.msi.
4 VAN U AT A
5 M2dselin, EHPIT N AIERAE:

K& LPMC R~ & %%

a SUEEERGIRT RGeS .

b ik Lexmark FTENEHE F i .
RENTFRRS ZE LRI IEEEIT
a 7EMmAPIRTTAL, ¥ services.msc.
b A NYIMRS &R IEAEIET:

* Lexmark ¥J EIifi sk e 55
e Lexmark hill-KFTENARSS

6 FREHELNITENIKEN R 2] LPMC STEILIG o WnFs B2 AR L, S B2 11 G0 B “ 20T EOKE) £y
JPIFRIEITEIBASY ", BE S8R G B AR
ER:

o H[ AT SCIERR R AEAE Program Files {32,
o PLE SR H AR SCHERIIG I AR R AR ML BREF AR A5 3 IR AR “ Yeallusersprofile%\LPMC” 3L,
e LPMC #TEIHLEG 1 9167 A1 IP il 127.0.0.1 2B G, B9 53 AT DUAE 26285 2 /i o e 1 5.

i/ SSL iEF

LPMC 7822 44548, $2Fadari@nt HTTPS Pl &R, LPMC VB3 M 48 s s . AT
Refp 452 SSL &, LPMC A9 IE 15 LA RS 23 1 B4, o DAL Ry SEmb R4 T N2

FEMIEPIREUE I . i, LPMC s T RT/Em TAER nT LLE ol “ TAER-4#%” , 41 John-PCXP,
AT %P, W localhost. fRHAMIFAFK, localhost, & 127.0.0.1 W&k 154 .

QEEIEa, CRERINE] TAER P X BN P T AT . LPMC ISR UEFS G058 2158 24 (1 9 4536 1%,
AL P SO b e SRR 1

T 2R EU e AR 2 JR RE R, LPMC i Jeikd or SSL k. EHprilid SSL 4k, i HUB 23
LPMC, s T2 550 E iE45 28T s 1 %5

VR AE P ORI AIGRE AL LPMC et Frhilt 7
AT Windows #4E RS BLE

Logger

LogFilePath c:\ProgramData\LPMC\1lpmc.log | {#/F H & SCAF K 45

LoggingEnabled | true MR E N false, 4 LPMC g1 %3tk
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CaptureSettings
e RiAME EiiipY
LoopbackPort 9167 MR 45 18T LARRUSCHT BNV Py 10 o o SR o P G Aty 10, 33 B 3T
I BAFAE I 3t 1
PrintJobFileNameFormat | %d_%i.prn | flifkIk5 H T RAAFH EMENLIF SO RS 30 %d BNV T EDR[A], 110 %4
S TR
0T DA R BUEAE A S5 1 —3 48
%su—H 4
%pd—7] VIR S FE 7 44 7R
%pg—+1 ENPA S 4R

ClientSettings

PrintAndKeepLifespan |48 TEFTENZ )G LPMC MIBRAEMY 2 B F /N %

| UnprinteddobsLifespan |48 | { LPMC MV (e T ENIAS LRI ML i ity 4
ReleaseSettings

wE BRME ik

EsfListenerPort | 9443

AEE AT ETHURE TR 3

ADServerSettings

ActiveDirectoryUserProperty

LPMC JT 7547 Ik = 53¢ Active Directory J&
‘Hfo

otherLoginWorkstations

ServiceAccountUserName

N/A

el RN VR /R 62 NARCE(E Pl
BOE B IE

ADWriteSettings
BE Bk

ADWriteOption |AtPrintTime

g

e LPMC a4 T ARG 1P #udik 5 N\ Active Directory 45 45
A4 FH R THI PR AT A A :

e AtStartup— L1Eul IP #ulib{X4E LPMC B35 N 4 LAER < A ekt AKTh
FORER, EHmER.

* AtPrintTime— [ {Eul IP HlHAEST BRI B N S P e TAES: ESAT IR
M2 R TARRE G, B0 TAERSE AR DRI, e bR . Wiy
LPMC J& SR B4 L, AR 1P Huhb 29 B S N

* AtStartupAndPrintTime— L {Ful IP HilibfE LPMC Ja s F3T BNV S N,
YA AR, B B2 VRN, BRSSPI 24 AR OGP ke
RIHFEIRAS IS, SR,
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ServerSettings

ServerIP

api.iss.lexmark.com/lpm-gateway

Joll -1 I R e 55 s L

ServerPort | 443

PR AT ETHURE TR 31 1

ServerAPISettings

APIVersion 2.0 B At (0 N AR P4 AE 2 1 (API) [RTRRCAS
IDPServerSettings | idp.iss.lexmark.com | T4 iF /7 kR RIS 3R LR 7 ok
ServerIP 443 VNV MNFT ERHLIE I 135 11
ServerPort
DeleteJobTrackerSettings
wE RAE g
TrackDeletedJob | true MR E N false, AEREECHBRIIAEL.,
SendImmediately | true IR E N £alse, LPMC {H] IntervalMode i Mg 1 /R b B b
IntervalMode ESYN TEFi 7 IR (] [B) B8 2 5 A aE B R AR s« S8 mT BALLAT B, /IS RER
JEv B IBG . 153)H F IntervalMode, #4545 b B0 4% 15 R AP AE ¢
\ProgramData\LPMC\DJTReport.xml 1. 4% 5 i) [ fait Je i, 5l IR
eV B PR RIE BRI 45 %%, I HMIFR DJTReport.xml 314
Sendinterval 1200 ¥ 52 1] I B B M B RV b B A it i o AR 45
P
ESYANIE
FBR
2R
N
N}
ServerSettings 10.194.107.109 | (57 XAFMAE MM BR A P B8 (1) 435 I 45 25 (10047 B
ServerlP 9780
ServerPort false
ServerSSL
OtherSettings N/A B I R A ML TR 245

LateBindingSettings

LateBindingEnabled | false | {1 X E AN true,

“HE L T CUEHTED 7. SHTT L ST M

H” BUE AT DUAEST R w12 25

DeleteEmptyUserFolders

wE

BRE b

DeleteEmptyUserFolders |false | WURBE N true, BATHTEMEMLAA RO AR “ I SCIF RSt A 3h
MR o
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Windows #1/E R4 L B SCH R B

<?xml version="1.0" encoding="utf-8"?>
<Configuration xmlns:xsd="http://www.w3.0rg/2001/Schema" xmlns:xsi="http://www.w3.0rg/2001/Schema">
<Logger>
<LogFilePath>C:\ProgramData\LPMC\lpmc.log</LogFilePath>
<LoggingEnabled>true</LoggingEnabled>
</Logger>
<CaptureSettings>
<LoopbackPort>9167</LoopbackPort>
<PrintJobFileNameFormat>%d_%i.prn</PrintJobFileNameFormat>
</CaptureSettings>
<ClientSettings>
<PrintAndKeepLifespan>48</PrintAndKeepLifespan>
<UnprintedJobsLifespan>48</UnprintedJobsLifespan>
</ClientSettings>
<ReleaseSettings>
<EsfListenerPort>9443</EsflListernerPort>
<ServiceAccountUsername></ServiceAccountUsername>
</ReleaseSettings>
<ADServerSettings>
<ActiveDirectoryUserProperty>otherLoginWorkstations</ActiveDirectoryUserProperty>
<ServiceAccountUsername></ServiceAccountUsername>
</ADServerSettings>
<ADWriteSettings>
<ADWriteOption>AtPrintTime</ADWriteOption>
</ADWriteSettings>
<ServerSettings>
<ServerIP>api.iss.lexmark.com/lpm-gateway</ServerIP>
<ServerPort>443</ServerbPort>
</ServerSettings>
<ServerAPISettings>
<APIVersion>2.0</APIVersion>
<IDPServerSettings>
<ServerIP>idp.iss.lexmark.com</ServerIP>
<ServerPort>443</ServerPort>
</IDPServerSettings>
</ServerAPISettings>
<DeletedJobTrackerSettings>
<TrackDeletedJob>true</TrackDeletedJob>
<SendImmediately>true</SendImmediately>
<IntervalMode>Minutes</IntervalMode>
<SendInterval>
<Minutes>5</Minutes>
<Hourly>false</Hourly>
<Daily>1200</Daily>
<Daily>2300</Daily>
<Weekly>
<Day>2</Day>
<Day>3</Day>
<Day>4</Day>
<Day>5</Day>
<Day>6</Day>
<Hour>1000</Hour>
<Hour>1500</Hour>
</Weekly>
</SendInterval>
<ServerSettings>
<ServerIP>10.194.107.109</ServerIP>
<ServerPort>9780</ServerPort>
<ServerSSL>false</ServerSSL>
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</ServerSettings>
<OtherSettings>
<SiteName></SiteName>
<Customl></Customl>
<Custom2></Custom2>
<Custom3></Custom3>
</OtherSettings>
</DeletedJobTrackerSettings>
<LateBindingSettings>
<LateBindingEnabled>false</LateBindingEnabled>
</LateBindingSettings>
<DeleteEmptyUserFolders>false</DeleteEmptyUserFolders>
</Configuration>

AT NI AR 7 I AT ENAF
BN R U & T A E R G AT ST BN IR B R
e i Jf] PostScript 3 1/j E.4T EN SR FE
* JliH PCL XL 1 FL4T BV BN 2 7
* i /f] PCL5e 1 ELATENUKB)FE 7
HE: HTEIRSFE) T T LAE www.lexmark.com [ .
1 M SENB AT 22 7 3.

a EPREL, RJSTEBR BRI

b Rt HH UPD 3Cftf.

HER: W AT, T R I EORAE UPD SO SO

c e, WS ENLERE LUl W BE TR A .
2 FITFHHTEIPLICA Y, K5 s ingT EIAL.
3 N CUSINATERHLIA ST XPIEHE, EREERIAE W E, MSIE TP IERE LPMC FTEIHLEG H, RS RET—.
4 UERTRHRIENT, EERE NRE AL 2R
5 15 “ WICHEEHPRIE” BRSO UPD ST S, s S SRS FE 7 1 INF 3o
6 HilifhE > T—%.
7 WFIRAEBFTEN IR, ARG —H.
8 NFTENBAAIBEN —ANRR VALK, HAE PR IFT BN A AV B, SRS LT b
9 HiliZERk.

A Mac #AER S AT I A

B Active Directory 1

¥ Active Directory 1£%] DNS fik%523$%1%
1 WL, SRR “RENME” , AR5 RT M,
2 EEML, KRR K.
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BUE SR

3 il DNS, 2RJ5M “DNS kg4 ” #5r, Hii +, A58 Active Directory 31 IP Huulil:.

4 N “HRREL” H5y, i+, RS Active Directory 34 .
5 HuiliffE.
6 M “WL” HH, MmN

B Active Directory 1
1 ML, SRS “REgEmE” , REndHE PR,
WA WRWEATTH, i . TR K A R R .

2 FHBEFIETN, ARG ISR RS AR Ay, B
3 MUEXE.

o JR%%3&—Active Directory Jefzs il 2 il

o EPum it EHL ID—5 7 b AL 4 FR

e AD & FH P —5HkF] Active Directory I8 (1K /1 42 B

e AD EHEFL—CHLF Active Directory a1k 7 (1) %% il
4 ke .
5 MAtENERY, RG] Active Directory JAHICIERI /1 1D 1S5 L T K8 5%

BT R P
HE: BATENAE %% LPMC Z i %% Lexmark Mac UPD.
1 RIS AT R P S
2 ERRE, RETERBER Y.
3 Kk E UPD Uk
HR: WUOREEESER R, WA R AE UPD SR SRR
4 i, RGBSR LUl B AT R A

2Z24E “Lexmark 3TEIF % P ”
%FF- Mac, LPMC 154 54N PKG U450 K o

1 CREC B SCPE R B R A7 R A R S, RRER RN BN E. NHEZEL, WA 18 1L E

H“HfEH T Mac #1E RERIBLE SCE” .
2 AR, WEPAT N AR A
o it PKG 1.
o /rRyg I, 1547 install.sh.
3 WAL R LA U AT AR
4 YRS AE, N CUREIIEALEY T, KT RS AT IELEIEAT .
e LPMCapture—Lexmark ] EM#i 3k I 55
e LPMRelease—Lexmark ill-5+T EFAR 45
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¢ LPMDeleteJobTracker—LPM i[53 /5 M R B s il 45
* LPMApp—LPM Hl " 4 )5 & N FE P

WRE: w25, a3k, configuration.xml SCPERT SSL UEB#RAEAE “/Library/Lexmark/LPMC” S
e BRAEDL Y, HESCHHE “Avartmp” H4R47 4 Ipmce.log.

BEEH T Mac B#ERFEHIECE XM

Logger

LogFilePath /var/tmp/lpmc.log | A H & SO AR .
LoggingEnabled | false WHRBE N true, &ids LPMC FH4k. MR E N debug, SidxEZL ’

{55,

CaptureSettings

®E BRE Eiz:py

LoopbackPort 9167 B 55 AT LA T BV R 11 o S SR A AR Y At o 11, 37 B 54T
ERVEA S 14 F) 3 11 o

d_%i.prn | RIS FH T ORAAFT BRI SO g e %@ ARV IRIHT BRI E], 10 %4
e bR

fsn] DM SIEAE Ry SCRF 24 R — 0 53

%u—H 1 44

%spd—7T EN IR 7 44 FK

%spa—+1 E1AFI 24 FR

of

o

PrintJobFileNameFormat

ClientSettings

PrintAndKeepLifespan |48 TEF ENZ J5 LPMC MHIBRAE MV 2 B 7N 2
UnprintedJobsLifespan |48 75 LPMC MB35 7EFT DA R 3V b 2 BT IR /S B 4

ReleaseSettings

EsfListenerPort | 9443 | /M NFTENHLBE UK S H o

UseSSL true |5 “RIRFITEN” {254 SSL. W serverPort &N 80, A EHN
false k& 794k SSL &,
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ServerSettings
®’E NN s iR

ActiveDirectoryUserProperty | otherLoginWorkstations | LPMC ] T {R{FHIK: R EdE 1 Active Directory J&
T, 1R otherLoginWorkstations A1,
15 customAttributeName {iiH H & X

FH g
ServiceAccountUserName N/A WefR R ARSI P I P 4. BH RS 20
BEE M E .
ADWriteSettings
wE HRAE ik
ADWriteOption |AtPrintTime | ¥t & LPMC i LAEu IP Huhl5 X\ Active Directory IR55#% .
A0 T AR AT {E

e atStartup— [{Eu IP HiblH{AE LPMC IR BN . 24 T AER: ¢ M AMET)
FOIRASH, e M

* AtPrintTime— [ fEul IP MUl AEFTENMEMLINF BN . M P A TAER BT IR
B2 e, TAE,SCH], s TAES AR TRERART, SR, iRy
LPMC Ja h iR B A2 a5 1k, TAESS IP sk S gr BIE A,

* AtStartupAndPrintTime— [ /Eu} IP H#ilib7E LPMC & ZhFF BRI B A .
M AE AR, R R B 2 VR, ARSI, 24 TR G st N
RIHFEIRZSHS, e

ServerSettings

WA BIAME ik

ServerIP |api.iss.lexmark.com/lpm-gateway |il&JfIREZIRSS 28k,

ServerPort | 443 VRNV AT ENHURE TR 3 11

UsesSSL true Wi “RI-RFTEN” BIEfE 2 AT SSL.

ServerAPISettings

®’E BRE Ei: 300
APIVersion 2.0 A R PR S PR P R 422 1 (APL) IRIRRCAS
IDPServerSettings | idp. iss.lexmark.com | H T4 1F H /(bR IR S5 42 (R - ik
ServerIP 443 PENV AT ENHURE A 3t 11 o
ServerPort
UseSSL true ey “RIRFTED” 1iEfE & SSL.

DeleteJobTrackerSettings

w’E RNME R

TrackDeletedJob | true MR BE N false, Ao EERCMIBRIIMEL,

SendImmediately | true MR & E N false, LPMC {#H IntervalMode 1% S M B /R b 2l
IntervallMode Pin TEHRSE IR TR TRIRR 5 A MR VL i . S mT AR By /NI L R B T B
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RE BRAME ik
SendInterval  |1200 | 455 Iyl MR (6 V0 SO0 S 404 15 R 25 2
7k Seh—RE S T ERCT 1.
/X FR—FFH HHMM k2 LN Sy 207 BB . IR R R L TV (R /NHZ AT . 4577 1L
=3 B R UEE M ZA S0 Bk B b RN VLB 8 LA YE — R ST 2 K
PN A0S RANHE.
/N F—BEEMN 1 3] 7 R, Heb o REYIH, W7 RN,
ANEF—LL HHMM bR 3 B, Lo 1) e T2 K48 52 1 /NIHEAT o

KRNI &0 LA 2 A2
ServerSettings |0.0.0.0 | EL&H IAFEBIMBRAE L B MR 5 RS 25 1015 B

ServerlP 9743
ServerPort true
ServerSSL
Othersettings |N/A 7 A I B A ML (1) B 245 05
SiteName siteName— M FHLERAZ VM 135 25 I 44 5K

Mac #AF RS HIBC E A7 B

<?xml version="1.0" encoding="utf-8"?>
<Configuration xmlns:xsd="http://www.w3.0rg/2001/Schema" xmlns:xsi="http://www.w3.0rg/2001/Schema">
<Logger>
<LogFilePath>var/tmp/lpmc.log</LogFilePath>
<LoggingEnabled>false</LoggingEnabled>
</Logger>
<LPMServerlessADSettings>
<CaptureSettings>
<LoopbackPort>9167</LoopbackPort>
<PrintJobFileNameFormat>%d_%i.prn</PrintJobFileNameFormat>
</CaptureSettings>
<ClientSettings>
<PrintAndKeepLifespan>48</PrintAndKeepLifespan>
<UnprintedJobsLifespan>48</UnprintedJobsLifespan>
</ClientSettings>
<ReleaseSettings>
<EsflistenerPort>9443</EsflListernerPort>
<UseSSL>true</UseSSL>
</ReleaseSettings>
<ADServerSettings>
<ActiveDirectoryUserProperty>otherLoginWorkstations</ActiveDirectoryUserProperty>
<ServiceAccountUsername></ServiceAccountUsername>
</ADServerSettings>
<ADWriteSettings>
<ADWriteOption>AtPrintTime</ADWriteOption>
</ADWriteSettings>
</LPMServerlessADSettings>
<ServerSettings>
<ServerIP>api.iss.lexmark.com/lpm-gateway</ServerIP>
<ServerPort>443</ServerPort>
<UseSSL>true</UseSSL>
</ServerSettings>
<ServerAPISettings>
<APIVersion>2.0</APIVersion>
<IDPServerSettings>
<ServerIP>idp.iss.lexmark.com</ServerIP>
<ServerPort>443</ServerbPort>
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<UseSSL>true</UseSSL>
</IDPServerSettings>
</ServerAPISettings>
<DeletedJobTrackerSettings>
<TrackDeletedJob>true</TrackDeletedJob>
<SendImmediately>true</SendImmediately>
<IntervalMode>minutes</IntervalMode>
<SendInterval>
<Minutes>5</Minutes>
<Hourly>false</Hourly>
<Daily>1200</Daily>
<Daily>2300</Daily>
<Weekly>
<Day>2</Day>
<Day>3</Day>
<Day>4</Day>
<Day>5</Day>
<Day>6</Day>
<Hour>1000</Hour>
<Hour>1500</Hour>
</Weekly>
</SendInterval>
<ServerSettings>
<ServerIP>0.0.0.0</ServerIP>
<ServerPort>9780</ServerPort>
<ServerSSL>false</ServerSSL>
</ServerSettings>
<OtherSettings>
<SiteName></SiteName>
</OtherSettings>
</DeletedobTrackerSettings>
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