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YcTaHOBKa npuHTepa

BbinonHuTe cneayrowme neucTBUA ANA HACTPOUKMU
npuHTEpa

MpumeyvaHue. He nogcoeamHsiite kabenu 4o Tex nop, Noka He NosiBATCA COOTBETCTBYOLMNE YKa3aHMsI.

1 YcrtaHoBuTe npuHTEp.
2 BbiGepute BapuaHT NoaKMHOYEHNS NpUHTEpPA.

B aTom pykoBOACTBe onucaHbl Tpu cnocoba:
* becnpoBoaHom

* nposogHoe (Ethernet)

* nokansHoe (USB)

YcTaHoBKa npuHTEpa
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YcTaHOBKa npuHTepa

N3Bnekute ns YNaKOBKU NMPUHTEDP, Kabenu 1 KoMnakT-guck.

Mpu ycTaHoBKe NpuHTEpa HEOBXOAMMO OCTaBUTb BOKPYT HErO
CcBOGOAHOE NPOCTPAHCTBO, Kak NoKasaHo Ha PUCYHKE.

1 304,8 mm (12,0 groinmoB)
2 508 mm (20 agrorimoB)

3 304,8 mm (12,0 atoimMoB)
>|\/ 4 304,8 mm (12,0 atoimMoB)
751" 5 508 Mm (20,0 ajoimos)

YcTaHoBKa npuHTEpa

6



BosbmuTeCh 3a nepegHio asepuy 3a bokoBble PYy4KH, a 3aTem
OTKpouTe ee, NOoTAHYB Ha cebs.

& BHUMAHUE-TOPAYAA NOBEPXHOCTb: Bo3amoxeH
HarpeB BHYTpu NpuHTepa. Bo n3bexaHne 0XXoros npu npukoc-
HOBEHMU K rOpsiYMM MOBEPXHOCTAM MOAOXKANTE, NOKa NOBEpX-
HOCTb OCTbIHET.

OTkpoWnTe BEpxHIOW ABepLy.

CHVMUTE KPBILLKY C NPaBON CTOPOHbI.

YcTaHoBKa npuHTEpa
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WN3BneknTe KapTpUmKM ¢ TOHepoM. [Ina aToro Heo6xoaMMo
NOOHATL PYYKY KapTpuUaKa, a 3aTeM akKypaTHO BbITAHYTb €ro
13 hopMupoBaTens N3obpaxeHus.

YcTaHoBKa npuHTEpa
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YpanuTe KpacHbI yakoBOYHbIM MaTepuan.

M3Bnekute YNaKOBOYHbIE CTEPXXHN U 3aXXUMBbI.

YcTaHoBKa npuHTEpa
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BcTaBbTe KapTpuak ¢ TOHEPOM B KOMMNNeKT hoTobapabaHa,
BbIPOBHSAB PONUKN KapTpUmKa C TOHEPOM B COOTBETCTBUM C
HanpaenswwWwmMn. YTo6bl KapTPUOXK C TOHEPOM BCTan Ha
MECTO, HaXXMWUTE Ha Hero Ao WesyKa.

YcTaHoBuTE KPbILWKY C ﬂpaBOIZ CTOPOHbI HAa MeCTO.

3akponTe nepefHo ABepLY 1 BEPXHIOK KPbILLKY.

YcTaHoBKa npuHTEpa
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YcTaHoBUTE Mblfe3allmTHbINA Yexon.

[MONHOCTLIO BbIHBLTE FOTOK.

CoxmuTe huKkcaTopbl HaNPaBnsALLEN LMPUHBLI Ha NPaBoi
HanpaBnsAoLWen, Kak MoKasaHo Ha PUCYHKe, U COBUHbTE
HanpasnawLme WNPUHbLI K GOKOBLIM CTOPOHaM MOTKa.
O6paTuTe BHUMaHMWE, YTO NpU NepemMeLLeHUN TONMbKO NpaBo
Hanpasnswowel obe HanpaBnALLME LUMPUHBLI CABUralTCs
BMecTe.

CoxmunTe chmkcaTopbl HaNpaBngawLLEen ANVHbI, Kak NokasaHo
Ha PUCYHKe, 1 NepeaBUHbTE HanNpPaBnsALLYyO ANvHbl Bymaru B
nosioXXeHne, COOTBETCTBYIOLee opMaTy 3arpyxaemomn
oymarn.

CorHuTe nUCThbl Hasag v Bnepesq, YTobbl ocBOOOANTL MX, a
3ateM nponuctamnTe ux. He cneagyet cknagpiBatb Unu
CMUHaTL Bymary. BelpoBHANTE Kpasi CTOMKM Ha NIIOCKON
NOBEPXHOCTMU.

YcTaHoBKa npuHTEpa
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3arpysute nayky 6ymarn pekomeH4oBaHHONM Ania neyvaTum
CTOPOHOW BBEPX.

Y6eauTecb, 4To HanpasnsawoLwmne bymarn HagexHo npunerarT
K Kpasim Gymarm.

MpumeyaHue. Ybeautech B TOM, YTO BOKOBbIE HamnpaBs-
nsoLWme NPUABMHYTHI K KpasiM Bymaru, YTobbl n3obpaxeHue
NpPaBuMIIbHO HAHOCUIOCL Ha Bymary.

BcTaBbTe NOTOK.

YcTaHoBKa npuHTEpa
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Bbi0op cnocoba noagknioyeHus

MpumeyvaHue. He nogcoeanHsiite kabenu 4o Tex nop, Noka He NosiBATCA COOTBETCTBYOLIMNE YKa3aHMsI.

NoaknioyeHne K 6ecnpoBOAHOU CETU NpPU
ucnonb3osaHun Windows

MoapobHLIe MHCTPYKUUKM CM. B pasaenax “CBegeHuns ons HaCcTPOMKM NpuHTepa ans paboTel B 6ecnpoBogHoOm
ceTn” Ha cTp. 14 n “YcTaHoBKka npuHTepa B 6ecnpoBogHon cetn (Windows)” Ha cTp. 16.

MNMopkno4vyeHue K 6ecnpoBoAHOU CeTU NpU
ucnonb3oBaHun Macintosh

MoapobHbIe MHCTPYKUUKM CM. B pasaenax “CBegeHuns ons HacTPOnKM NpuHTepa Ansa paboTel B 6ecnpoBogHoOmn
ceTn” Ha cTp. 14 n “YcTaHoBka npuHTepa B 6ecnposogHon cetn (Macintosh)” Ha cTp. 18.

NMogknioyeHne HaNPAMYHO K KOMNbIOTEPY C MOMOLLLIO
kaoensa USB.

Mogpo6BHble MHCTPYKUMK cM. B pasgene “lNogkntodeHne ¢ nomoubio kabens USB” Ha cTp. 34.

NoaknoyeHMe K NPOBOAHOMU CeTU C NOMOLLbIO Kabens
Ethernet

MoapoOHLIe MHCTPYKUMK CM. B pa3aene “lNoakntoyeHne ¢ ncnons3oBaHmeM cetu Ethernet” Ha cTp. 35.

Bbibop cnocoba nogknioveHus
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lNoarotoBka K 6ecnpoBogHOMY
NOAKOYEHU IO

CBeaeHusa onsa HaCTPOMUKU NpUHTepa Ana paboTsbl B
GecnpoBOAHOM CETU

I'IpvmeanMe. He nogcoeanHante yCTaHOBO‘-IHbIVI unu ceteBon kabenn oo Tex nop, NnokKka He NoABATCA
COOTBETCTBYHOLLME YKa3aHUA B nporpaMmme yCtaHOBKWN.

® SSID - umsa SSID Ttakke Ha3bIBalOT UMEHEM CETMW.

* BecnpoBOAHON PEXNUM (MU PEXKUM CeTH) - 3TO MOXKET ObITb JTIMOO OAHOPAHTOBLIN PEXUM, NMMBO PEXUM
WHPACTPYKTYpPBI.

¢ KaHan (Ansa ogHOpPaHroBbIX ceTen) - 4Ns CeTEN B peXmMMe MHAPACTPYKTYPbl NO YMOMYAHUIO KaHan
BblOMpaeTcs aBTOMaTUYECKM.

B HeKoTopbIX OAHOPAHIOBLIX CETAX Takke HeOBX0ANMMO MCMONb30BaTh NapamMeTp aBTOMaTUYECKoro
Bblb6opa. Ecnn Bbl cOMHeBaeTeCh, Kakov kaHan criegyeT BblbpaTb, 0OpaTuTech K cneumnanucTty criyxobl
NoaaepXKKM.
* Security Method - cywecTtByeT Tpn BapnaHTa 6e30nacHoCcTH:
— kmoy WEP
Ecnn B 6ecnpoBogHon ceTtn ncnonbadyetca Heckonbko kntoven WEP, BBeante oo Yetbipex Knoden B
nmetromxcs nonsix. Beilbepute ko4, KOTOPLIA UCNONb3yeTcs B ceTu, Bblibpas "Kntoy nepegaumn WEP
no ymMorn4yaHumio".
unu
— ®paasa goctyna WPA nnn WPA2

B WPA ucnonb3syetcs wngpoBaHmne B Ka4ecTBe AONOMHUTENBHOrO YPOBHSA 6e30nacHoCTH.
BoamoxkHble BapuaHThl: AES n TKIP. Heobxoanmo BbibpaTh 0ANH U TOT ke TUn wndpoBaHms Ha
MapLLpYyTM3aToOpe M NpUHTEP. B NpoTMBHOM cnyyYae o6MeH AaHHbIMM MO ceTu OyaeT HEBO3MOXKEH A5
npuHTEpa.

— bes 3awuThl

Ecnu B 6ecnpoBOAHON CETU HE NCMONb3YETCA HUKAKOWM TUM 3aLLMTbI, HUKaKne faHHble 6e30nacHoCTH
He noTpebytoTcs.

MpumeyaHue. He pekomeHayeTcs ucnonb3oBaTb 6ecnpoBogHbie ceTn 6e3 3amnThI.
B cnyyae yctaHoBku npuHTepa B ceTn 802.1X ¢ ucnonb3oBaHNEM PacLUMPEHHOrO MeToA4a MOXET
notpeboBaTbca criegytoas MHOPMaLUUS:
* Twun NpoBepKM NOASIMHHOCTU
® Tun BHyTpeHHEN NpOBEpPKM NOANMHHOCTU
* ima nonb3oBaTens n naponbs 802.1X
* CepTtudumkatbl

MpumeyaHue. [1ns nonyydeHUs JONONHUTENBbHbIX CBEAEHUI O HacTponke 6e3onacHocTn 802.1X cm.
Pykosodcmeo no pabome 8 cemu Ha KOMNAaKT AUCKE C ripogpaMmMHbIM obecriedeHuem u doKymeHmauued.

MoaroToBka k GECNPOBOAHOMY MOAKMTHOYEHMIO
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YcTaHOBKa NpuHTEpa B CEeTU, rae Ucnonb3yeTcs
dumnbTpauma no MAC-agpecam

Kaxgoe ceTeBOe YCTPONCTBO JOJTKHO MMETb YHUKAmbHbLIN MOEHTU(MKALMOHHBIA HOMED, KOTOPbIA NO3BONSET
oTnuyaTh UX OT APYrMX YCTPOWCTB B CETU. DTOT MOEHTUMMKALMOHHBIA HOMep Ha3biBaeTcss MAC-agpecom
Media Access Control.

Ha 6ecnpoBoAHOM MapLUpyTM3aTope MOXHO HacTpouTb cnncok MAC-agpecoB, 4Tobbl B CETb MMENnn AOCTYnN
TOnbKO Te ycTporncTea, MAC-agpec KOTOpbIX Yka3aH B 3TOM cnvcke. OT1a yHKUUSA Ha3biBaeTCs
dunbTpaumen MAC-agpecos. [Npu ycTaHOBKe NpuHTEpPa B CeTU, rae ucnonbdyetca punstpauma MAC-
agpecos, ybegutech, 4To MAC-agpec npuHTepa gobaBneH B CMMCOK pa3peLleHHbIX YCTPOWCTB Ha
6ecnpoBogHOM MapLupyTusaTope. Ecnum aToT agpec SBHO He yKasaH B CUCKe paspeLUeHHbIX, TO
BGecnpoBogHOe NOAKNIOYEHNE K MPUHTEPY ByaeT HEBO3MOXKHbIM.

Ecnu B npvHTEpe npon3BoauTernieM YCTaHOBMNEH BHYTPEHHUI cepBep neyatn, MAC-agpec - 310
COBOKYMHOCTb GYKB U P, yKa3aHHbIX Ha NUCTe, NpunaraeMom K NpuHTepy.

MAC-agpec umeeT criegytowmin dpopmar:

00:04:12:34:56:78
MpumeyaHue. Ecnu He yaaeTcs Hantu MAC-agpec npuHTepa, pacnevatante ctpaHuuy HacTpoek ceTn. OHa
oTobpakaeTcs Ha CTpaHuLe HacTpoek ceTu. [ins nonyyeHns 4ONONHUTENBbHbIX CBEAEHWUIA O nevatu

CTPaHu1Lbl HACTPOWKKN CETU CM. Pyk0o80ACmE0 nosib308amersist Ha KOMMNAaKT-AUCKE C poepaMMHbIM
obecnevyeHuem u GokymeHmauued.

MoaroToBka k 6ECNPOBOAHOMY MOAKMTHOYEHMIO
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NopoknroyeHne K 6ecnpoBOOHOU CETU NpU
ncnonb3oBaHnm Windows

YctaHoBKa npuHTepa B 6ecnpoBoaHoun cetn (Windows)

Mepen ycTaHoBKOW NpuUHTEpPa B 6ECNPOBOAHON CETU YOeamTech B CneaytoLlem.
* becnpoBoaHasa ceTb HAacTpPoeHa u paboTaeT NpaBUIbHO.
* /Icnonb3yeMblin KOMNbLIOTEP, MOAKIMOYEH K TOM e 6ecnpoBO4HON CeTU, B KOTOPOW TpebyeTcH yCTaHOBUTb
NpUHTEp.

1 MopncoeaunHuTe kabenb NUTaHUSA, a 3aTEM BKITHOYUTE NMPUHTEP.

-

Y6egutech, 4To NPUHTEP N KOMNbIOTEP BKITKOYEHbI U TOTOBbI K pa60Te.

He nogkntovante kabenb USB, noka Ha akpaHe He NOABUTCA COOTBETCTBYHOLLEE

yKasaHve.

2 BcTaBbTe KOMNAKT-AUCK C rpo2paMMHbIM obecrieyeHuem u OoKyMeHmauuedl.

3 HaxmuTe KHOMKy YCTaHOBUTD.

4 HaxmuTe kHOMKy MpUHATDL.

MogkntoyeHne k 6ecnpoBoOgHON ceTu Npu ucnonb3oBaHun Windows
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5 BbiGepute BapnaHT PekomeHgyemasi.
6 Buibepute BecnpoBogHOe NoAKNOYEHUE K CETHU.

7 TMopcoeamHute kabenuv B cneayowem nopsake:
a BpewmeHHo nogcoeamHute kabenb USB k komnbloTepy B 6€CNpOBOAHON CETU 1 MPUHTEPY.

MpumeyaHue. [locne HaCTPOKVKM NpUHTEpPa B NporpamMmMme NOsiBUTCH YKasaHWUs OTCOeaNHUTb
BPEMEeHHbIN kabenb USB, 4Tobbl MOXHO ObiTb NevaTaTb C UCNONb3oBaHMe OeCnpoBOOHOM CBA3MN.

6 Ecnu B npuHTepe umeeTtca yHKUMS dpakca, NoacoeanHUTe TenedoHHbIN Kabernsb.
8 CnepyiiTe MHCTPYKUMSIM Ha 3KpaHe Arsi 3aBepLUEHMs YCTaHOBKM Nporpammbl.

9 YT106bI paspewmnTb APYrMM KoMMbloTepaM B 6ecnpoBOAHOM CETU UCMOMNb30BaTh NMPUHTEP, BbIMOMNHUTE
nenctems ¢ 2 no 6 n 8 ansa kaxxgoro KoMnbTepa.

MogkntoyeHne Kk 6ecnpoBOgHON ceTu Npu ucnonb3oBaHun Windows
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lNoakno4vyeHue K 6ecnpoBogHON CEeTU NpU
ucnonb3oBaHmm Macintosh

YctaHoBKa npuHTepa B 6ecnpoBogHoun cetn (Macintosh)

MoaroTroBka K HaCTPOMKe NpUHTepa

1 Mowuck MAC-agpeca npuHTepa Ha NucTe, NpUaraeMom K NpuHTepy. 3anuwnTte nocrneaHue WecTb

3HakoB MAC-agpeca B MMeoLMNXCcs Nonsx:
MAC-agpec:

2 Ecnv B npuHTEpe MMeeTcs yHKUMA dhakca, NoacoeanHUTE TenedOHHbIN kabernb.

3 MoacoeanHnte kabenb NUTaHWs, a 3aTEM BKOYMTE NPUHTEP.

BBoa cBegeHUn o npuHTepe

1 Ortkpoiite napameTpsbl AirPort.

B Mac OS X Bepcum 10.5

a B wmeHo Apple Buibepute nyHkT System Preferences.
0 BbiGepuTe Network.

B BriGepuTte AirPort.

B Mac OS X Bepcuu 10.4 nunmn 6onee paHHen

a B meHo Go Bbibepute Applications.

6 B nanke Applications gsaxab! wenkHute Internet Connect.
B Ha naHenu MHCTPYMEHTOB LWenkHuTe 3Havok AirPort.

2 B packpbiBatoeMcsi MeHto Network BbiGepuTe cepBep neyaT XXXXxX, , [ie BMECTO X yKa3blBatOTCs
nocnegHve wecTb 3HakoB MAC-agpeca, ykazaHHOro Ha nucre.

3 Ortkpoiite o6o3peBaTtens Safari.

4 B packpbiBatoieMcsi MeHto Bookmarks BeiGeprte Show.

MogkntodyeHne Kk 6ecnpoBO4HON CeTU NpK Ucnonb3oBaHun Macintosh
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5 B pasgene Collections Bbibepute Bonjour nnu Rendezvous, v aBaxabl LWENKHUTE UMsi NPUHTEpPA.

6 Ha rnaeHol cTpaHuLEe BCTPOEHHOro BeG-cepBepa NeperianTe Ha CTpaHuly, roe XpaHaTcs gaHHble
HacTpOWKkM 6ecnpoBOAHON CETMW.

HacTtponka 6ecnpoBogHoOro gocrtyna K npuHTepy

1 Beepgute nms cetun (SSID) B cOOTBETCTBYHOLLEM MOJE.

2 BuibepuTe Infrastructure B ka4ecTBe pexxrma CeTu, eCrv UCMoNb3yeTcs 6ecnpoBogHOM MapLIpyTU3aTop.
3 Bebibepute TMN cucTeMbl 6e30NacCHOCTH, UCMONb3yEMbIN AN 3Tl GECNIPOBOAHON CETU.

4 Beegute Heobxogmmble AaHHbIE cUCTEMbI 6€30MacHOCTM AN NOAKITHYEHNUS NnpuHTEpa K 6eCl'Ip080,D,HOI7I
ceTn.

5 HaxmuTte kHonky Submit.

6 Ortkpoiite npunoxeHue AirPort Ha komnbloTepe:

B Mac OS X Bepcuu 10.5

a B meHio Apple Boibepute nyHkT System Preferences.
0 BbiGepute Network.

B BriGepuTte AirPort.

B Mac OS X Bepcuu 10.4 nunmn 6onee paHHen

a B meHo Go Bbibepute Applications.

6 B nanke Applications gsaxab! wenkHute Internet Connect.
B Ha naHenu MHCTPYMEHTOB LwenkHuTe 3Havok AirPort.

7 B packpbiBatowemcst MeHio Network Beibepute 6ecnpoBoaHYyHO CeTb.

HacTtpoika komnbloTepa anst 6ecnpoBOAHON neyaTy Ha NpPUHTEpe

[ns ne4yatn Ha ceTeBOM NpUHTEPE KaxKabl Nonb3oBaTesib KoMmnbloTepa Macintosh gormkeH yctaHoBUTb
crneumnanbHbln dhann onucaHus npuHmepa e PostScript (PPD), a Takke co3gaTtb ovyepenb Ha nevatb B
nporpamme Print Center unu Printer Setup Utility.

1 YcraHoBuTe chaiin PPD Ha komnbloTep:

a BcraBbTe kOMNakT-gUCK C rnpoepamMmMHbiM obecriedeHuem u OOKyMeHmauuel B AUCKOBO KOMMAKT-
anckos nnun guckos DVD.

[Baxabl WENKHWTE Ha YCTAaHOBOYHOM MakeTe npuHTepa.
Ha nepBom akpaHe HaxxmuTe KHonky Continue.

Mocne npocmoTpa cdanna Readme HaxmuTe kHonky Continue ewe pas.

h = ®m O

MNMocne npocMoTpa NMLEH3VOHHOIO COrNalleHnst HaxxMuTe KHomnky Continue, a 3aTeM Ha)XMUTE KHOMKY
Agree, 4TOObI NPUHATL YCNOBUSI COrNaLlEeHus.

o

BbibepuTe HasHayeHne 1 HaxxmuTe KHornky Continue.

X Ha skpaHe "Easy Install" HaxkmuTe kHonky Install.

MogkntoyeHne Kk 6ecnpoBO4HON CeTU NpU Ucnonb3oBaHun Macintosh

19



3 BeauTte naposnb nonb3oBaTtens, a 3aTeM HaxmuTte KHornky OK.
Ha komnbtoTep ycTaHaBnmnBaeTcs BCe HEOOX0AMMOE NporpamMHoe obecneyeHue.

n llocne 3aBepLueHNA YCTaHOBKN HaXXMUTE KHOMKY Close.

2 YcTaHoBKa NpuHTEpa:
a [ns IP-neyatn:

B Mac OS X Bepcuu 10.5

1 B meHio Apple BbiGepute nyHKT System Preferences.
2 BbiGepute Print & Fax.

3 LenkHnTe 3HaK +.

4 BuiGepute B cnucke NpuHTep.

5 Haxmute kHonky Add.

B Mac OS X Bepcun 10.4

1 B meHio Go BbibepuTte Applications.

2 [Baxabl wenkHuTe nanky Utilities.

3 Hanaute n geaxabl wenkHute Printer Setup Utility nnu Print Center.
4 B cnucke npuHTepoB BbiGepute Add.

5 BbiGepuTe B cnncke nNpuHTep.

6 Haxmute kHonky Add.

6 [nsa neyatu no npotokony AppleTalk:

B Mac OS X Bepcuu 10.5

1 B meHio Apple BbiGepute nyHKT System Preferences.
Bbibepute Print & Fax.

LLenkHnTe 3HakK +.

Bbibepute AppleTalk.

BbibepuTe B cnncke NpuHTEp.

HaxmuTe kHonky Add.

o, WOWNDN

B Mac OS X Bepcuun 10.4

B meHo Go Bbibepute Applications.

Osaxabl wenkHuTe nanky Utilities.

Hangnte n gaxapl wenkHute Print Center unu Printer Setup Utility.
B cnucke npuHTepos BoibepuTe Add.

OTtkponte Bknagky Default Browser.

LenkHuTe More Printers.

B packpbiBatoLiemca MeHto BblbepuTte nyHKT AppleTalk.

Bo BTOpOM packpbiBatoLiemcs MeHto Bbibepute nyHKT Local AppleTalk zone.
BbibepuTe B cnncke NpuHTEp.

HaxmuTe kHonky Add.

CwVWwo~NOOPAWDN--

-—

MogkntoyeHne Kk 6ecnpoBO4HON CeTU Npu Ucnonb3oBaHun Macintosh
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YcTpaHeHue HenosnaaoK Npu HacTpouke
becnpoBOAHOU cCeTH

[nsa nonyvyeHus AONOMNHUTENbHbLIX CBEAEHMUI O CETEBbLIX TEPMUHAX M NOHATUAX CM. Pykogodcmeo
rosib3o8amersisi Ha KOMNaKT-ANCKe C rpoepaMmHbIM obecriedeHuem u OoKymeHmauued.

KOHTpPONbHbLIN CMIMCOK NOUCKA N YCTPaHEeHUA
HeMcnpaBHOCTEN B OeCcnpoBOAHbIX CEeTAX

Mpexae Yem HayaTb onepawumm Nno NOUCKY U YCTPaHEHWIO HEMCNIPABHOCTEN NPUHTEPA, NPOBEPbLTE
cnegymouee:

* [1puHTEp BKNIOYEH U NOAKIOYEH K UCMIPABHOW 3NEKTPOPO3ETKE.
* YkasaHo npaBunbHoe ums SSID.
PacnevaTainTte cTpaHuLy HacTpoek ceTn, 4Tobbl npoBepuTb MMA SSID, ncnonb3yemoe NpuHTEPOM.

Ecnu Bbl He yBepeHbl B NpaBuIibHOCTU MMeHn SSID, cHoBa 3anycTuTe Nnporpammy HacTPOMKK
©ecnpoBogHON CETMW.

¢ [laHHbIE CUCTEMDI ©esonacHocTu YKa3aHbl npaBuJibHO (eCJ'II/I B Ce€TU UCnosib3yeTcA 3a|_|_|,|/|Ta).

Ecnu Bbl He yBepeHbl B MPaBUITbHOCTU CBeAEHU No 6e30nacHOCTU, CHOBa 3anycTUTe nporpammy
HaCTPOWKM 6eCcnpoBOAHONM CETMU.

* becnpoBogHada ceTb paboTaeT npaBubHO.
MonpobyinTe Nony4MTb 4OCTYN K APYTMM KOMMbOTEpaM B 6eCnpoBOAHOM CETK.

Ecnn B ceTn BO3MOXeEH OOCTyn K MHTepHeTy, r|or|p06y17|Te NOAKIMIOYNTBLCA K MHTepHeTy yepes
6eCﬂpOBO,EI,H06 coegunHeHune.

* Ha npuHTepe n 6ecnpoBoHON Touke gocTyna (B ceTsax ¢ 3awmton WPA) ykaszaH ogMHaKOBbI METOA
wndgpposaHus (AES mnnu TKIP).

* [1puHTEp HaxoanTcs B pagnyce OencTBust 6ecnpoBOgHON CETH.

B 6onblUMHCTBE CeTeln NPUHTEP AOMKEH HAXOANTLCA Ha paccTosHMKM He 6onee 100 gyTos (30 MeTpoB)
oT 6ecnpoBoaHOM TOYkKM gocTyna (6ecnpoBOgHOrO MapLupyTu3aTopa).

* [lpyHTEpP pacnosioXeH Ha yaaneHHOM pacCTOsHUKU OT NPEAMETOB, KOTOPbIe MOTYT B/10KMPOBATL CUrHan
B OecrnpoBoaHOM ceTu.

Y6epV|Te BCce Gonblune MeTannuyeckne o6bLEKThI mMexay TOYKON OOCTyna un NpUHTEPOM.

Y6eaunTecb, 4TO NpuHTEP 1M GecnpoBofHasi TouKa AOCTyMNa He OTAeNeHbl Apyr OT Apyra cTonGamu,
cTeHaMu Unu onopamn U3 metanna unu 6eToxa.

* [MpuHTEp HaxXoAMTCS Ha yAaneHHOM PacCTOSIHAM OT APYrMX 3NEKTPOHHBIX YCTPOWCTB, KOTOPbLIE MOTYT
co3faBaTb NoMexu curHanam B 6ecnpoBOAHON CETU.

Momexun curHanam B 6ecnpoBOgHON CETM MOTYT CO34aBaTb MHOMME YCTPOMCTBA, BKMOYAsS BUOEOHSIHM,
asuratenu, 6ecnpoBogHble TeNnedoHbl, KaMepbl CrieXeHnst 1 apyrme 6ecnpoBoaHble YCTPOWCTBA, a
Takke HekoTopble ycTponcTea Bluetooth.

YcTpaHeHne Henomnagok npy HacTpolke 6ecnpoBogHOM ceTu
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» [pariBep npuHTepa yCcTaHOBMEH Ha KOMMbIOTEPE, Ha KOTOPOM BLINOMHAETCSA 3a4aHue.
* BbibpaH npaBunbHbIN NOPT NPUHTEpA.

* KOMI'IbIOTep N NPUHTEP NOAKITHOYEHbI K OHOM N TOWN Xe 6eCI'IpOBO,EI,HOIZ ceTun.

NMeyaTb cTpaHULbl HACTPOMKMN CETU

Ha cTpaHuue HacTporku ceTn nepeyvmcrieHbl napamMmeTpbl HAaCTPOKKK NpUHTepa, Bkntovas IP-agpec n MAC-
agpec. 3Ta MHopMauus o4eHb NonesHa npu ycTpaHeHN HeNonagoK NpUHTepa, NOAKITHOYEHHOIO K CETU.

Ona nony4vyeHnda ONOJTHUTENbHbIX cBefeHnn o neyaTu CTpaHuubl HaCTpOI7IKI/I CceTun CM. PyKOGOOCITIGO
rosib3osamersis Ha YCTaHOBOYHOM KOMMAaKT-AUCKe.

He yoaeTcs BbINONMHUTbL Ne4vyaTb B 6ecnpoBOAHOU CeTHU

Ecnu Bo3HMKNM NpoGnemMbl BO BPEMS YCTaHOBKM UMW NPUHTEP He oTobpakaeTcs B nanke NpuMHTEPOB UMn B
CMNMCKe OOCTYMHbIX MPUHTEPOB NPW OTNPaBKe 3a4aHns Ha NeYaTtb, MOXHO NonpoboBaTh yaanuTb 1 NOBTOPHO
yCTaHOBUTb NporpammHoe obGecrneyeHue.

BoamoxHble pelueHus. [NonpobyriTe BOCNONb30BaTbLCA O4HMM U3 CredyoLmMx cnocobos.

Y6eauTtecb B TOM, YTO KOMNbIOTEP NOAKIIOYEH K
GecnpoBoaHOM TOYKe gocTtyna (becnpoBogHOMYy
MapLupyTu3saTopy).

* [lpoBepbTe Hannume goctyna B MHTepHeT. [1ns 3Toro otkponte obo3peBaTtenb 1 BBeAMTE aapec
nioboro ysna.

* Ecnue 6eCI'IpOBOD,HOl7I CeTn NMerTCA Apyrne KOMnboTepbl UK pecypchbl, NpoBepbTe Hann4ne Aocrtyna
K HUM C Ballero KkoMmnbroTepa.

NepemecTuUTe KOMNLIOTEP U/UNN NPUHTEP ONKXe K
GecnpoBoaAHOMY MapLUpyTU3aTopy

HecmoTps Ha TO, YTO BO3MOXHOE paccTosHue mexay yctporctBamm B cetax 802.11b nnmn 802.11g
coctaensieT 300 dyTOB, MakcumarbHbI paboynii AManas3oH Ang onTumarbHOW paboTbl 0ObIYHO
coctasnseT 100-150 cyToB.

MNepemMecTUTe TOUKY AOCTYNA, YTOObI YMEHbLUUTL NOMEXHU

Bo3MOXHO nosiBneHme BpeMeHHbIX MOMeX OT APYrMX YCTPOWCTB, TakuX Kak MUKPOBOJTHOBbLIE Neyun 1 apyrne
ObITOBbIE NPMOOPLI, pagnoTenedoHbl, BUOEOHSIHU U KaMepbl cucteM 6e3onacHocTu. YoeguTech B TOM, YTO
ToYKka AOCTYyrna HaxOAMTCS Ha yaaneHny oT Takux YCTPOMUCTB.

YcTpaHeHne Henonagok Npy HacTponke 6ecnpoBoaHOM CeTh
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Y6eautecb B TOM, YTO NPUHTEP HAXOAUTCH B TON XKe
GecnpoBOAHOM CeTU, YTO U KOMNbLIOTEP

PacnevaTanTte CTpaHuuy ceTeBblX MNapameTposB. Onsa nony4yeHnA cBeAEeHNn 0 neyaTu CTpaHuubl HACTpoekK
CeTn CM. OOKYyMEeHTauuo, npunaraemMmyro K npuHTepy.

Y6eautech, 4to uma SSID, ncnonb3yemoe NpuUHTEpPOM, coBnagaet ¢ umeHem SSID 6ecnpoBogHon ceTu.
Ecnu Bbl 3aTpyaHseTech ¢ TeMm, kak HauT umsa SSID ceTn, Ncnonb3ynTe OOUH 13 Cnegytowmnx cnocobos.

IOna nonb3oBatenen Windows
1 Beegute IP-agpec 6ecnpoBoaHoON TOYKM AOCTyNa B nore agpeca B o6o3pesaTene.

Ecnu IP-agpec 6ecnpoBoaHON TOYKU JOCTYNa HEN3BECTEH:
a BbinonHuTe ogHO 13 crieayloWnX AeNCTBUN:

B cucreme Windows Vista

1 HaxmuTte kHonky €.

2 BbiGepute Bce nporpammbl = CTaHAapTHbIe.
3 Bbibepute KomaHgHas cTpoka.

B cucteme Windows XP unu 6onee paHHux Bepcusix
1 HaxmuTe kHonky Myck.
2 BbiGepute Bece nporpammebl unv Mporpammbl = CTaHaapTHble = KomaHAaHas cTpoka.

6 BBeaute ipconfig.

B Haxmute knasuwy Enter.
* B pasgene "LLUno3 no ymonyaHuio" obbIYHO oTobpaxkaeTcs 6ecnpoBogHasi Todka gOCTyna.

* |P-agpec oTobpaxaeTca B BUAeE YeTbipex HabopoB undp, pasgeneHHbiX TouKkamu, Hanpumep
192.168.0.100.IP-agpec Takke moxeT HaunHaTbea ¢ uncen 10 nnn 169. 3T1o onpegensercs
onepawlmoHHOM CUCTEMOWN U NporpaMMHbIM obecnevyeHmem 6ecnpoBogHOM CETH.

2 [pu nosiBreHMn COOTBETCTBYIOLLErNO 3anpoca BBeauTe UMsi Nonb3oBaTens U naponb Ans
6ecnpoBOAHOM TOYKKM JOCTYNA.

3 HaxmuTte kHoMnky OK.

4 HarnasHoi cTpaHuue Boibepute Wireless unu gpyrovi pasgen, rae XxpaHsitcs Hactpoiiku. OtobpasuTcs
nms SSID.

5 Banuwwute nma SSID, Tvn cuctembl 6esonacHocTy, a Takke knrod WEP/dpasy goctyna WPA (ecnu oHm
oTobpaxatoTcs).

an/IMe'-IaHI/Ie. Ob6saszarenbHo CKOI'IVIpyI7ITe OaHHble O CeTU TOYHO, o6pau_|,a;| BHUMaHME Ha CTPOYHbIE U
NpPOnncCHbIE 6yKBbI.

6 Coxpanute ums SSID u kntod WEP nnu dopasy goctyna B 6e3onacHoM MecTe anst 6yayLumx CnpaBok.

YcTpaHeHne Henonagok Npy HacTponke 6ecnpoBoaHOM CeTh
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Mcnonb3oBaHmne Macintosh ¢ 6azoBou ctaHuuen AirPort

B Mac OS X Bepcuu 10.5

1 B cTpoke meHio BbiGepuTe MmeHio Apple — System Preferences.
2 Bbibepute Network.

3 Bebibepute AirPort.

B packpbiBatowemca meHio "Network Name" nosiButcs ums SSID ceTu, K KOTOPOW NOAKMOYEH
KOMMNbIOTEP.

4 3anuwwute nma SSID.

B Mac OS X Bepcuu 10.4 unu 6onee paHHen
1 B meHio Bbibepute Go = Applications.
2 B nanke Applications asaxabl wenkHuTe Internet Connect.
3 Ha naHenu MHCTPYMEHTOB LenkHuTe 3Ha4ok AirPort.
B packpbiBatowiemca meHio "Network” nosisutcs nma SSID ceTu, K KOTOpoW NoAKNIYEH KOMMbIOTEP.

4 3anuwwute nma SSID.

Ucnonb3oBaHne Macintosh ¢ 6ecnpoBoaHo TOYKOU AocTyna

1 Beegute IP-agpec 6ecnpoBoaHOi TOYKKM OOCTYNa B norne agpeca B obo3peBatene 1 nepenauTe K Lwary
2.

Ecnu IP-agpec 6ecnpoBOaHON TOYKM JOCTYNa HEN3BECTEH, BbINOSIHUTE CnegyloLee:

B Mac OS X Bepcuu 10.5

a B ctpoke meHto Boibepute meHto Apple = System Preferences.
Bui6epuTte Network.

Bbibepute AirPort.

HaxmuTe kHonky Advanced.

Bui6epute TCPI/IP.
B pasgene "Router" o6b14HO oTobpaxkaeTcst becnpoBogHasa To4yka gocTyna.

h =~ ®m O

B Mac OS X Bepcuu 10.4 nunu 6onee paHHewn

a B cTtpoke meHio BbibepuTe MmeHto Apple = System Preferences.
6 BuibepuTte Network.

B B packpbiBatoemca MeHio "Show" Beibepute nyHKT Airport.

r

Bei6epute TCP/IP.
B pasgene "Router" o6bl4HO 0TOOpaxaeTcs 6ecnpoBoaHas Tovka gocTyna.

2 I'Ipvl nosABJrieHMN COOTBETCTBYHOLLErro 3anpoca BBeaAnTe UMA NoJib3oBaTesid 1 naposib.

3 HaxmuTe kHonky OK.

YcTpaHeHne Henonagok Npy HacTponke 6ecrnpoBoAHOM CeTh
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4 Ha rnasHoWi cTpaHuue BbiGepuTe Wireless unv apyrovi pasgaen, rae xpaHsatces Hactpoiku. OTobpasnTcs
nmsa SSID.

5 3anuwute nmsa SSID, Tnn cuctembl 6esonacHocTy, a Takke oy WEP/dpa3sy goctyna WPA (ecnu oHm
oTobpaxatoTcs).

MpumeyaHus.

* Obsa3aTenbHO CKONMPYNTE AaHHbIE O CETM TOYHO, 0OpaLlas BHMMaHWe Ha CTPOYHbIE 1 NMPOMUCHbIE
OyKBbI.

* CoxpaHute umsa SSID m kntoy WEP unu dppasy goctyna B 6e3onacHom mecte gnsi 6yaywmx
CrpaBokK.

NMpoBepka knrw4ya WEP unu ora3bl poctyna WPA

Ecnu ans 6ecnpoBogHoOM TOYKM AocTyna ucnonbadyeTcs 3awmrta WEP (Wired Equivalent Privacy), kntou
WEP posmxeH 6bITb criegyoLmm.

® PoBHO 10 nnun 26 wectHaguaTepnyHbix cumonos. LectHaguatepunyHblie cumBonsl: A-F, a-f n 0-9.
unu

® PogHo 5 unu 13 cumeonos ASCIIl. Cumeonamn ASCII aenaoTcs OykBbl, LMdpbI, a Takke CUMBOSbI Ha
knasmaTtype. Npn ucnonssosarHum cumeonoB ASCII B kntoue WEP Heo6xoamMmMo yunTbiBaTb COCTOSIHUE
perncrpa.

Ecnv ons 6ecnpoBogHoi To4kM goctyna ucnonbayeTcs 3awmTta WPA Wi-Fi Protected Access (WPA),
pasa goctyna WPA gormkHa 6bITb criegyoLwen.

® Ot 8 go 63 cumeonos ASCII. Mpwu ncnonssosaHumn cumsonos ASCII Bo ppase goctyna WPA
HeobX0AMMO y4nTbIBaTb COCTOSIHUE perncrpa.

unu
* PoBHO 64 wecTHaguaTepuyHbix cumBona. LectHaguatepuyHble cumBonsbl: A-F, a-f n 0-9.

MpumeyvaHue. Ecnu 311 cBegeHMs HEN3BECTHBI, 0GPaTUTECH K AOKYMEHTaLMK, Npuraraemon K
6ecnpoBOAHON CETU, UMK K CNeLmnanucTy, KOTopbIi HacTpanean 6ecnpoBOOHYIO CETb.

NMpepBuTte coeanHeHmne ceaHca VPN

Ecnn coeanHerne VPN ucnonb3ayetca ons NOgKMYEHUS K APYron ceTu, TO OCTYN K NPUHTEpPY No
GecnpoBoaHoON ceTn ByaeT HeBO3MOXeH. 3aBepunTte ceaHc VPN 1 NOBTOpUTE MONbITKY NevaTu.

NMpoBepbTe pacluMpeHHble HAaCTPONKN 6e30nacHoOCTHU

e Ecnu ons orpaHuyeHunst goctyna B 6ecnpoBOAHyH0 ceTb uUcnonbayetcs puneTpaums MAC-agpecos,
Heobxoaumo gobasnte MAC-agpec npuHTEpPa B CNNCOK agpecoB, AN KOTOPbIX pa3peLLeHo
nogknoveHne k 6ecnpoBogHOM ToYke 4OCTyna.

e Ecnu 6eCI'IpOBOD,Ha$| TOYKa OOCTYyMNa MOXET BblaaBaTb TOJIbKO OrpaHN4YeHHOEe YNCII0 |P-aﬂpeCOB, TO Ansd
NOoAKNK4YeHNA NpuHTEpPa Heob6XxoaNMO U3MEHNTb HaCTpOI;IKy orpaHun4yeHuna 4Ymcrna agpecos.

I'Ipwmeqal-wle. Ecnu Hens3BeCTHO, Kak BHECTU 3TU N3MEHEHUS, O6paTI/1Ter K OOKYyMeHTauuu, npmnaraemoﬂ
K 6eCI'IpOBO,EI,HOIZ CeTun, nnun K cneymanucry, KOTOprVI HacTpaunBan 6eCI'IpOBO/J,HyP0 CeTb.

YcTpaHeHne Henonagok Npy HacTponke 6ecnpoBoaHOM CeTh
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CBfiI3b C NPUHTEPOM MnpepbiBaeTcs NpPuU NOAKITHYEHUM K
BUpTyanbHou yactHou cetu (VPN)

Mpu nogxnioveHuun K supmyarnbHbiM YacmHbiM cemsam (VPN) cBa3b ¢ 6ecnpoBOaHbIM NMPUHTEPOM,
HaxoasaWMMCS B NIoKarnbHOW ceTu, 00bl4HO npepbiBaeTcd. bonblumHcTBO ceTen VPN paspeluatoT o6meH
OaHHbIMKM Tonbko ¢ VPN, a ogHoBpeMeHHasi CBA3b C APYrMMu ceTsiMun He nogaepxunsaetcs. Ecnn TpebyeTtcsa
BO3MOXXHOCTb OAHOBPEMEHHOIO NOAKNIYEHNS K floKanbHOM ceTn u kK cetn VPN, cneunanuct no
nogaepxke VPN gomkeH BKNOUNTE pa3fenbHoe TyHHennposaHue. CneayeT UMeTh B BUAY, YTO B HEKOTOPbIX
opraHM3aumsix 3anpeLleHo pasgernibHoe TyHHeNMpoBaHMe BCNeaCTBME TEXHNUYECKNX OrPaHNYEHNA Nnu
coobparkeHun 6e3onacHoCcTu.

Nocne noakno4yeHuna kabensa USB He BbINnonHsAeTcA
HacTpouka becnpoBoaHON ceTun

NMpoBepbTe Kabenb USB

Ecnu nocne nogcoeamHenns kabens USB ¢ nomoLLbio nporpaMmMbl HACTPOWKM HEBO3MOXHO NPOOOIKUTD
HaCTPOWKy paboTbl MpUHTEpPa B 6ECNPOBOAHON CETU, BO3MOXHO, kabenb noBpexaeH. MNMonpobynte
BOCMOJSIb30BaTbCHA OAHUM M3 CnegyoLmnx cnocobos.

* Yb6eautech B TOM, 4YTO kKabenb USB He noepexaeH. Mpu HanuumMm Buanmbix noBpexaeHun kadenst USB
ncnonb3ymnTe HoBbIN Kabensb.

* [MoacoeanHuTte kaberb HaNPsIMyto K NPUHTEPY U KOMMbIOTEPY. B HEKOTOPLIX CryyYasix noMexwu
coeamHeHuto USB MoryT co3aBaTb KOHLEHTPATOPbl, KOMMYTaTOPbl U CTHIKOBOYHbIE CTAHLUN.

* [poBepbTe, NpaBuUIbHO NN NogcoeanHeH kabenb USB.

1 MNopcoeamHuTe GOMNbLLION NPAMOYIONbHBLIN pasbeM K ntobomy nopty USB
Ha KomnbtoTepe. MopTel USB MoryT pacnonaratbCcsa Ha nepegHen unm Ha
3aHen naHenu KoMnbloTepa Kak ropn3oHTanbHO, Tak U BepPTUKanbHO. .%

i

o o

2 TlogkntoumTe HebonbLIOW KBagpaTHbIN pa3beM K NPUHTEPY.

<

]

y 4

YcTpaHeHne Henonagok Npy HacTpoke 6ecrnpoBoaHOM CeTH
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HeBepHbiu knoyw WEP nnn npeaBaputenbHbIN KNOY
WPA

OonyuweHa owunbKa npu BBoAe Knro4a

® BHumaTenbHO NOBTOPHO BBEAUTE KITHOMY.

* Y6eautecb B TOM, 4TO BBEAEHO npaBuJibHO YMNCJ10 3HAKOB B KITKo4Ye U UCMOJIb3YHTCA COOTBETCTBYIOLLNE
CUMBOIJbI.

Knouy WEP

Kntoun WEP gonxHbl BKoYaThb:
® PoBHO 10 nnun 26 wectHaguaTepmnyHbix cumonos. LectHaguatepuynblie cumBonsl: A-F, a-f n 0-9.
unu
* PogHo 5 unu 13 cumeonos ASCII. Cumeonamn ASCII aenaoTcs BykBbl, LMdpbI, a Takke CUMBOIbI Ha

Knasumartype.
MpeaBaputenbHbIn Knoyw WPA

MpepBaputensHbiv knod WPA gormkeH BknoYvaTh:

¢ Ot 8 po 63 cumsonos ASCII. NMpu ncnonb3osaHun cumeonos ASCII B npeasaputensHom kniove WPA
HeobXxoaUMO yYnTbiBaTb COCTOSIHUE permcTpa.

unu
* PoBHO 64 wecTHaguaTepuyHbix cumeona. LectHaguatepuyHble cumBonsbl: A-F, a-f n 0-9.

MpumeyaHue. [Npu BBoae cumsonos ASCII ans kntoven yumTbiBaeTcs cocTosiHue pernctpa. ObasatensHo
ncnonb3ynte xoTa 6kl 0AHY NPONUCHYHO ByKBY.

CeTb He oToOpaxaeTcs B cnucke 6ecrnpoBOAHbLIX CceTen

KoHe4yHasa ceTb MOXET He OT06pa)KaTbCFI B CMu1CKe ceTen BO BpeMaA yCTaHOBKU NMPpUHTEPA NO HECKOJIbKNM
npuvnHam.

CeTb He nepeaaet cBoe nma SSID

HekoTopble ceTn He oToBpaxatoTcs B CNncke, MOCKONbKY OHU He nepeaatoT ceon nmeHa SSID.

1 BbiGepuTe napametp Heo6xoganmo BBeCTH Apyroe UMsi CETH.

2 HaxmuTe kHonky Oanee.

3 Beeaute ums SSID, pexvm 6ecnpoBofHON CBSA3U 1 kaHan (ecnu BbibpaHa 0fHOpaHroBas ceTb).

4 HaxmuTe kHonky [lanee v NpoaormkuTe YCTaHOBKY.

YcTpaHeHne Henonagok Npy HacTponke 6ecrnpoBoaHOM CeTh
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MpuHTEep OyaeT nepeHeceH B yOaneHHYH CeTb.

* Ecnu AaHHble 1 HAaCTPOWVKM U cUcTeMbl 6E30MacHOCTU ANs CeTU NpaBuUIbHble, TO Heobsi3aTenbHO ANs
AocTyna k 6ecnpoBOAHON CETU UCNOb30BaTh CNMCOK 6eCnpoBOAHbLIX CETEN.

¢ [pogomknTte HacTponky npuHTepa. OH NOAKNIOYMTCS K yAaneHHON ceTu, korga byaeT HaxoamTbes
BONW3N 9TON CETU:

1 BbibepuTe napametp Heo6xoaumo BBeCTH Apyroe UMsi ceTu.

2 HaxwmuTe kHOMKy [lanee 1 ykaxute Heo6XxoanMmble AaHHbIE O CETH.
MpumeyaHue. [Nporpamma HacTpoVikn 6eCnpOBOAHOM CETU Ha NOCneAHEM 3KpaHe BblAacT coobLeHne oo
owmnbke HaCTPOMKM, OAHaKO NpUHTEp ByaeT NpaBuIibHO HAaCTpOeH Ans 6ecnpoBoagHoM ceTu. YTobbl 3TOT

3KpaH He oTobpaxarncs, UCMoNb3ynTe MeTo pacLUMPEHHOM YCTaHOBKKN 1 BbibepuTe napameTp He
NpoBepsiTb BO3MOXHOCTb NOAKMNIOYEHUs NMPUHTEpPa K ceTu (ANA yaaneHHOW yCTaHOBKN).

MpuHTEp NN KOMNbLIOTEP, HA KOTOPOM BbINOJIHAETCA
yCTaHOBKa, HAXOAUTCS CIIULLKOM Aarieko oT TOYKM AocTtyna

* [lepemecTuTe NpUHTEP M/UNK KOMMbloTEep Brivke K ToYke JocTyna.
* YcTaHoBUTE ellle OAHY TOYKY [OoCTyna, ecnu TpebyeTcst Hannyne 6ecnpoBoaHON CBSI3N B HOBOM MecTe.

BecnpoBogHas ceTb He paboTtaeT

Y6egutechb B TOM, UTO ceTeBoe obopyaoBaHme paboTaeT NnpaBubHO:
¢ [lonpobyiTe BbINONHUTE NOAKMNIOYEHUE K APYTMM pecypcam B 3TON CETHU.
* [MonpobyiTe OTNPaBUTbL Ha TOYKY AOCTYNa KomaHay "ping" nnm BbINOMHUTL BXO4 Ha Hee.
MpumeyaHue. Ecnn He yaaeTcsl yCTaHOBUTL CBSA3b C YCTPOMCTBaMy B 6ECNPOBOAHON CETU, 3HAYUT

nmeeTcs olnbKa B HAaCTponKe KomnbtoTepa nnmn 6ecnposogHon cetn. ObpaTntech 3a MOMOLLLIO K
cneumanucTy no nogaepxke Uy K JOKyMeHTaumu no Touke goctyna.

NmeloTcs aneKTpoMarHuTHbie NOMeXu Mexay TOYKOM JgocTtyna
N KOMMNbLIOTEPOM, Ha KOTOPOM BbINOJIHSIETCS YCTAHOBKA

yCTpaHVITe NCTOYHUKWN INTEKTPOMArHUTHbIX NOMexX Mexay TOYKOM O0CTyna n KOMNbrTEPOM, Ha KOTOPOM
BbINOJTHAETCA YCTaHOBKa, NAMEHNB KOMMNOHOBKY CETU U yCTpOl7ICTB Ha NyTn NpoOXoXXaeHunda curHana. K
MCTOYHUKaAM 3JTEKTPOMArHMTHbIX MOMEeX OTHOCATCA.

* MwnKpoBOJSTHOBbIE NeYn

* PaanotenedoHsbl

* [lopTaTuBHbIE paunn

* Yctpowctea Bluetooth

® CuncTtembl OTKPbITUS FrapaXHbIX BOPOT
* Kamepbl cuctemMbl 6e30nacHOCTH

MpumeyaHume. Mpobremy nomex MoXXHO Nonpo6oBaTh PELNTL NyTEM NepektodeHnst 6ecnpoBoaHOMO
KaHarna, Ha KOTOPOM OCYLLIECTBNAETCSA Nepeaaya AaHHbIX 6ecnpoBOAHON TOYKOWM AOCTyna.

YcTpaHeHne Henonagok npy HacTpoke 6ecnpoBoaHOM CeTh
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CurHan mexay NpMHTEPOM U TOYKOU AocTyna 6rokupyeTtcs
KaKUM-TO OO BHEKTOM

BeCHpOBOD,HOVI CuUrHars Takxe MOXeT UCKaXXaTbCA UIn 6ﬂ0KI/IpOBaTbCFI obbekTamm, HaxoasALWMMNCS Mexay
TOYKOWM AOoCTyna  NpUHTEpPOM.

hd BHyTpeHHI/Ie OMNOpPHbIE KOJTOHHbI UM CTEHbI, BbINOJIHEHHbIE N3 MeTalllia Uin f6eToHa
* MexaTaxHble nepeKkpbITud
hd ﬂeKOpaTVIBHbIe nnn gpyrne neperopoakun, caefaHHbie N3 metarnna

* bonblwne meTannmyeckmne KOpnyCHble LLIKa(be, CTOJbl, KHNXHbIE LLIKaCbe unun gpyrue oonblne
mMeTannnyeckmne npegmeTbl

* OOBbEKTbI C BonbLUMM coaepXaHMeM BoAbl, BKNOYas pblOHbIE akBapuyMbl, KPYMHbIE paCTEHMUS!, CTOMKK
Oymaru unm 60onbLIOe KONUMYECTBO Noaen

anIMe'-IaHVIe. YcTaHoBuTe TOYKY OOCTYyna BbilLle unn nepen scemun npenATcTBUAMN.

K 6ecnpoBoaHOMN ceTU NOAKITIOYEHO CIIULLKOM MHOro
YyCTPOMNCTB

EeCI'IpOBO,D,HOG yCTp017ICTBO MOXeT 0OMeHMBaTbCA AaHHLIMM MO CETU, TONBKO €CIN B 3TO BpemMA He
BbINONHseTCA 06MeH AaHHbIMU apyrmm yCTpOI7ICTBOM. Ecnu YCTaHOBJ1€HO CITULLUKOM MHOIo KOMMNbHOTEPOB,
NPUHTEPOB N ApYyrnx yCTpOI;ICTB, TO 6€CI'IPOBO,EI,HaF| CeTb MOXeT ObITb 3aHATA, B pes3ynbTate 4Yero HoBoe
yCTpOI7|CTBO N HE CMOXET nepenasatb U NpUHMMaThb OaHHbIe.

hd 3Ty npo6nemy MOXHO pewnTb NyTemM yCTaHOBKMU eLle OHOM TOYKM gocrtyna.

* HactpoWite npuHTep Ans paboTebl B ceTw. [1nNs 3TOro BBeANTE BPYUHYO BCe HEOOX0aUMbIE AaHHbIe Ans
ceTun. MpuHTEP MOXKET HemnpaBuIbHO paboTaTb NOCre HACTPOWKM AN UCNONb30BaHNSA B CETU.

* [lonpoGyinTe OTKNIOYNTL HECKONBKO GECMPOBOAHbBIX YCTPOUCTB, YTOOLI YMEHbLLUNTL CETEBOM TpaduK.

HeBo3MOXeH OOMeH AaHHbLIMU MeXAay NpPorpaMmmou
HAaCTPOMKM OecrnpoBOAHON CBA3U U MPUHTEPOM

BoamoxHble pelueHus. MonpobyiiTe BOCNONb30BaTbCA OAHUM U3 CNEeayLLMX Cnoco6oB.

NMpuHTEp He BKMIO4YEH
* BknouuTe npuHTEp.

* YGeauTecb B TOM, YTO NPUHTEP NOAKMIOYEH K UCMPABHON PO3ETKE UMW YANUHUTENIO.

MpumeyaHue. Ecnv nHankaTop NUTaHWs! HE TOPUT, MUTAHWE Ha NMPUHTEP He NoJaeTcs.

MmeeTcsa Henonapka coeguHeHmna USB
* Y6eautecb B TOM, YTO YCTAHOBOYHbIV Kaberib MOAKIOYEH U K KOMMLIOTEPY, U K NPUHTEPY.

* Y6eamutechb B TOM, YTO K MPUHTEPY NOAKIIOYEH KBAApaTHbLIN, @ HE NIIOCKUIA NPSAMOYTOSbHLIN pa3beM
YCTaHOBOYHOro kKabens.

* OTtcoeagnHuTe kKabenb USB, a 3atem noAaknoyYnTe ero cHoBsa.

YcTpaHeHne Henonagok Npy HacTpoke 6ecnpoBogHOM CeTH
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* cnonbaynte gpyron nopT USB komnbtoTepa. Moptel USB MoryT pacnonaratbcs Kak Ha 3agHen, Tak n Ha
nepegHen naHenu KOMMbloTEpa.

¢ [lonpobyiTe nogknounTb Apyron kabenb USB.

NMporpamma HacTpomnkn 6ecnpoBOAHON CBA3MU
nepectaeT OTBeYaTb Ha 3anpocbl BO BpeMs HaCTPOUKMU
GecnpoBOAHOro NpuHTepa

Ecnu nporpamma HacTpoikn 6ecnpoBoaHON CBS3W NepecTaeT oTBeYaTb Ha 3anpockl BO BPEMS HACTPOWKK
GecnpoBoAHOI CBA3W, Nepe3arpy3nTe KoMnbioTep. BcTaBbTe KOMNAKT-AWCK C npo2pamMMHbIM obecrieyeHuem
u 0okymeHmauueli n NOBTOPHO 3anycTUTe NpPorpaMMy HacTpoOViku 6ecrnpoBOAHON CETU.

lNMpuHTEp He nevyaTaeT Nocre 3aBepLUeHNss HAaCTPOMKN
GecnpoBOAHOM CETU

BoamoxHble pelueHuns. NonpobyriTe BOCNONb30BaTbLCA O4HMM U3 CredyoLmMx cnocobos.

Y6eoutecb B TOM, YTO NPUHTEP BKNIOYEH

* YBGeautecb B TOM, YTO MPUHTEP BKIHOYEH U TOPUT UHAUKATOP NUTaHUS.
* Y6eamTecb B TOM, YTO NPUHTEP NOAKMIOYEH K UCMPABHON PO3ETKe UNW YANTMHUTENIO.

Y6eoutecb B TOM, YTO NPUHTEpP roToB

hd I'IpOBepre COCTOdAHUE MNMpUHTEpPAa N yGGD,I/ITer B TOM, YTO OH roTOB AJ14 ne4vaTn.
® ECnu OH He roToB, BbIKIKOYUTE NPUHTEP, a 3aTeM CHOBa €ro BKIH4YuUTe.

OTknounTe 6paHp,May3pb| CTOPOHHUX npoussop,meneﬁ

¢ Ecnu Ha KoMMbloTepe yCTaHOBIEH BpaHaMayap, OT/IMYHbIM OT 6pangmayapa Microsoft, nonpobynte
BPEMEHHO ero oTKNoYnTb. MpoBepbTe, BO3MOXHA 1K NeyaTb Npy OTKIIOYEHHOM GpaHamayape.
MoBTOpPHO BKMNOUNTE BpaHAMayap VM NPOAOIDKUTE NpoLeaypy NoUcKa U yCTpaHEHUst HEUCMPABHOCTEN.

* OOHOBWTE YCTAHOBIIEHHbIV Ha KOMMbIOTEPE BpaHamayap, OTNNYHLIN OT BpaHamayapa Microsoft.
¢ [1o6aBbTe BCe NporpamMmmbl, CBA3aHHbIE C MPUHTEPOM, B CIUCOK pa3peLUEHHbIX NporpaMmm 6paHamayapa.

Y6eoutecb B TOM, YTO OecrnpoBoaHas ceTb paboTaeTt
NnpaBuUIIbLHO.

* [MonpobyiTe Nony4MTb AOCTYN Ha Apyrie ycTponcTea B 6ecnpoBogHON ceTn, 4Tobbl yoeanTbesa B TOM,
YTO ceTb paboTaer.

* ObGpaTutech 3a 9TON MHOpMaLMen K cneumanmcTy nNo nogaepxke, 4Tobbl yoeanTeca B TOM, YTO CETb
paboTaeT npaBubHO.

YcTpaHeHne Henonagok Npy HacTponke 6ecnpoBoaHOM CeTh
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Y6eautecb B TOM, 4YTO BbiOpaH NpaBUSiIbHbIA NOPT UMK MPUHTEP

¢ [lpu nonbITKe NeYyaTn ¢ Ncnosib3oBaHMeM 6ecnpoBogHom ceTn, ybeautech, 4To He BbiOpaH nopt USB.

® Ecnu ycTaHOBIIEHO HECKOJSbKO 3K3EMMIIAPOB NpUHTEPa, yoeauTech B TOM, YTO BbiGpaH HYXXHbIN
npUHTEP.

Y6eautecb B TOM, 4To cucrtema WiNnoows pabotaeT npaBuUnbHO

* [MonpobyiTe nepesarpy3nTb KOMMNbIOTEP.
* [TonpobyliTe NOBTOPHO YCTAHOBUTL ApaniBep NpuHTEpa.
¢ [lonpobyiiTe yaanuTb, a 3aTeM NOBTOPHO YCTaHOBUTL ApanBep NpUHTEpa.

Y6eautecb B TOM, 4YTO NpuUHTEpP padboTaeTt

* BcTtaBbTe KOMNAKT-AUCK C rIpoegpaMMHbIM obecriedeHuUeM U oKyMeHmauuel N HaCTPOUTE NPUHTEP,
ncnonb3ysi coeguHeHne USB.

e Ecnu NpuUHTEP pa60TaeT C ncnonb3oBaHnem coeguHenus USB, To NPUHTEP NCNpaBeH.

Y6eourtecb B TOM, UTO Ha KOMMNbIOTEpPE YCTAaHOBNEH ApanBep
NnpUHTEpa
,El,pal7|Bep NnpuHTEPAa O0JDKEH ObITb YCTaHOBJIEH Ha BCEX KOMMbKOTEPaAX, C KOTOPbIX BbINOJIHAETCA

OecnpoBoagHasa neyaTb.

* BcTaBbTe KOMMAKT-AUCK C rIpoepaMMHbIM obecriedeHuem u OoKymeHmauueli n yCTaHOBUTE ApaniBep
npuHTEpa.

[NeyaTb HEBO3MOXHA, HA KOMNbLIOTEpPE YCTaHOBJIEH
OpaHamayap

BpaHamayapbl CTOPOHHMX koMnaHui (He Microsoft) moryT 3anpeluats neyats B 6ecnpoBogHon cetun. Ecnu
MPUHTEP U KOMMbIOTEP HACTPOEHbI NpaBuibHO, BecnpoBodHas ceTb paboTaeT, HO NeYaTb He BbIMOMHSAETCS,
BO3MOXHO, NpobnemMa cBdA3aHa ¢ bpaHgmayapom. Ecniv Ha komnbloTepe ycTaHoBneH 6paHamayap (OTNMYHbIN
oT 6paHgmayapa Windows), nonpobyiiTe BbIMNOSHUTL OAHO MUITM HECKOJSbKO U3 CrieayowmX AeACTBUN:
* OOHoBWTE OpaHaMayap, UCNONb3ys NOCNeAHWI NakeT 0GHOBMNEHWS, BbIMYLEHHbIA pa3paboTynkom. [ns
nony4yeHns cBeAeHu o npouenype obHOBNEHUSA CM. AOKYMEHTaLUmMIo No 6paHaMayapy.
* Ecnu npu ycTaHoBKe NpyHTEpa unm nonbITke neyaTy NnporpaMma sanpaluvMeaeT OocTyn B 6paHamayape,
ybeauTecn, YTO BbINOMHEHWE 3TMX NPOrpamMmm paspeLLeHo.
* Ha Bpems oTknounTe 6paHamayap 1 yCTaHOBUTE Ha KOMMbloTepe GecnpoBogHon npuHTep. Mo
3aBepLUeHNM YCTaHOBKM 6ecnpoBOgHOro NpuUHTEpPA CHOBA BKIOYMTE GpaHamayap.

YcTpaHeHne Henonagok Npu HacTpoke 6ecnpoBoaHOM CeTh

31



CeTeBOM NpUHTEP He OTOOpakaeTcs B CNUCKe BbIOOpa
NMPUHTEPOB BO BpeMsl yCTaHOBKMU

Y6eautecb B TOM, YTO NPUHTEP HAXOOAUTCH B TON XKe
GecnpoBOAHOM CeTU, YTO U KOMNbIOTEP

Mmsa SSID npuHTepa gomkHo coBnagatb ¢ umeHem SSID 6ecnpoBogHon ceTu.

Hangute uma SSID cetun

1 Beegute IP-agpec 6ecnpoBoaHoON TOYKM AOCTyNa B nore agpeca B o6o3pesaTene.
a Ecnu IP-agpec 6ecnpoBogHON TOYKM OOCTyNa HEU3BECTEH, BbINOMHUTE Creaylolmne AenCTBUsS.

B cucteme Windows Vista

1 HaxmuTe kHonky €.

2 Buibepute Bce nporpammbl = CTaHOapTHbIE.
3 BbiGepute KomaHgHas cTpoka.

B cucrteme Windows XP unu 6onee paHHMX BepcUAX
1 Haxmwute kHonky Myck.
2 Buibepute Bece nporpammbl 1nv Mporpammbl = CTaHaapTHble = KomaHaHas cTpoka.

0 BeeguTte ipconfig.

B Haxmute knasuwy Enter.
* B pasgene "LLUn03 no ymonyaHuio" 0bbIYHO oToBpaxkaeTcs Todka gocTyna.

¢ |P-agpec otobpakaeTcs B BUAE YeTblpex HAbopoB LMdp, pasaeneHHbIX ToYKaMn, Hanpumep
192.168.1.1.

2 Tpu nosiBNeHUM 3anpoca BBeAUTE MMS NONb30BaTeNs U Naposib AN TOYKM JocTyna.
3 HaxmuTte kHonky OK.
4 Hainpgute cTpaHuuy, Ha KoTopor oTobpaxaeTcs nmsa SSID.

5 3anuwute nma SSID, TMn cuctembl 6esonacHocTH, a Takke kntod WEP nnu dpasy goctyna WPA (ecnu
OHM oTObpaxaroTcs).

MpumeyaHume. CkonmpyiTe UX TOYHO, obpaLlasi BHUMaHUE Ha CTPOYHbIE U NPOMUCHbIE BYKBbI.

NMoBTOpPHO 3anycTUTE NporpaMmmMy HaCTPOMKU BecnpoBOAHON CeTH

1 BbINonHUTE OAHO M3 CNeAyLMX OeCTBUN:
¢ B cucteme Windows Vista HaxmuTte €.
* B cucteme Windows XP nnn 6onee paHHUX BEPCUSAX HaXMUTE KHOMKy Myck.

2 BbiGbepute Bece nporpammebl vnv Mporpammel, a 3aTeM BbiGepuTe B CNMCKe Nanky nporpaMm
npuHTEpa.

YcTpaHeHne Henonagok Npy HacTponke 6ecnpoBoaHOM CeTh
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3 BuibepuTe Mporpamma HacTporku 6ecnpoBOAHOM CeTH.

MpumeyaHue. Ecnu nporpamma HacTpomkm 6eCcnpoBOAHON CETU HE YCTaHOBMNEHA Ha KOMMbIOTEPE,
BCTaBbTE KOMMAKT-ANCK C IpoepaMMHbIM obecriedeHueM U QoKyMeHmauuel 1 criegyvute ykasaHuam ans
YyCTaHOBKWN 6eCcnpoBOAHON CBA3N.

4 CrnepyviTe ykazaHUsM Ha aKpaHe KoMnbloTepa, Bknovasi BBog uMeHn SSID 6ecnpoBoaHON TOYKM
aoctyna, a Takke kntoya WEP nnu dpasbl goctyna WPA, Korga nosaBmMTca COOTBETCTBYHOLLMI 3anpoc.

MpumeyaHme. Bo BpeMsi ycTaHOBKM, BO3MOXHO, MOSIBUTCS 3aMpOC Ha MOBTOPHOE MOAKIOYEHNE
NpUHTEPa K KOMMbIOTEPY C NOMOLLBIO Kabens Ans yCTaHOBKM.

5 Coxpanute umsa SSID n kntoy WEP unu dppasy goctyna B 6e3onacHom mecTe ansi 6yayLumx cnpasok.

YcTpaHeHne Henonagok Npy HacTpoke 6ecnpoBoaHOM CeTh
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NMNoaknioyeHue ¢ nomMoLwbio kKabensa USB

HacTtpouka USB n nogknto4yeHue

1 BcraBbTe KOMNaKT-ANUCK C po2paMMHbIM obecriedeHuem u oKkymeHmauued.

HaxXmuTe KHonKy YCTaHOBUTD.
Haxmunte kHorky MpUHATD.
BbibepuTte BapnaHT PekomeHagyemasi.

Bbi6epuTe JlokanbHOe NnogKntoYeHue.

o a A~ W DN

MoagcoeanHnTe yCTaHOBOYHLIN kabernb k nopTy USB Ha komnbtoTepe n nopty USB Ha 3agHel naHenm
npuHTEpa.

MpumeyaHue. [Ina nonyyeHns ONOMHUTENbHbLIX CBEAEHWI O HAacTponke TenedoHa n akca cm.
Pykosodcmeo nonb3o8amerisi Ha KOMNaKT-AUCKE C ripoepaMMHbIM obecriedeHuem u OoKymeHmauued.

MopkroyeHue ¢ nomoLbio kabensa USB
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Noaknwo4vyeHue ¢ UCnNonb30BaHUEM CeTHU
Ethernet

NMpoBoaHoOe noaKkn4YeHne

1 BcTaBbTe KOMMaKT-QUCK C r(poepaMMHbIM obecrieyeHuemM u OoKymeHmauued.

2 HaxmuTe KHOMKy YCTaHOBUTD.

3 HaxmuTte kHonky MpUHATDL.

4 BbiGepute BapuaHT PekomeHayemas.

5 BbiGepuTte napameTp NMpoBoaHOe NoakniovYeHue K ceTu.

6 MopcoenuHuTe kabenb Ethernet k nopTy NnpuHTepy u akTuBHOMy nopTy Ethernet B ceTu.

Y6eauTecb B TOM, YTO KOMMbIOTEP, KOTOPLIN UCMONb3YeTCsA AN HACTPONKN NPUHTEPA, NOAKMHYEH K
MCrNpaBHOMY CETEBOMY MOPTa, KOTOPbIN HAXOAMTCS B TOW Xe CeTU, YTO U MPUHTEP.

7 TopcoeanHute kabenb NUTaHNUSA K MPUHTEPY M K po3eTke. BknounTte npuHTep.

8 CnepnyiiTe ykasaHusIM Ha 3KkpaHe Ans 3aBepLUEHUs npoLiecca HaCTPOMKN NPOBOAHOMO MOAKIOYEHMS.

MpumeyaHue. [Ina nonyyeHns 4ONOMHUTENbHbLIX CBEOEHMI O HAcTponke TenedoHa n akca cm.
Pykosodcmeo nonb3o8amerisi Ha KOMNaKT-AUCKE C ripoepaMMHbiM obecriedeHuem u OoKymeHmauued.

MNMopkntovyeHne ¢ ncnonb3osaHnem cetn Ethernet
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noccapumn no ceteBbIM TEPMUHAM

BSS (Basic Service Set)

DHCP (Dynamic Host Configuration

Mcnonb3yembli Tun 6ecnpoBogHoOn ceTu. Bo3aMoXxHbI cnefyrowme Tunbl
BSS: ceTb B pexume MHPaCTPYKTYpPbl UM O4HOPAHroBasi CeThb.

A3sbik, ncnonb3dyemsbii cepsepamn DHCP.

Protocol - npoTtokon guHaMmu4yeckomn

KOHcurypaumm xocra)

IP-appec

IP-appec DHCP
ipconfig

MAC-agpec (media access control)

SSID (Service Set Identifier - upeHTN
coukaTop HaGopa ycnyr)

UAA-agpec (Universally

Administered Address)

WEP (Wired Equivalent Privacy)

Wi-Fi

WPA (Wi-Fi Protected Access)

WPA2

AsBTto IP-agpec

BecnpoBoagHas Touyka gocTtyna

BecnpoBoaHoOM MapLupyTU3aTop

CeTeBow agpec KomnbloTepa unu npuHTepa. Kaxxgoe yCTponcTBO B CETU
UMeeT CBOW ceTeBon agpec. Agpec MOXeT HazHauyaTbCs BPYYHYHO NOMb30-
Batenem (ctatndeckun IP-agpec), aBTomatndeckm cepsepom DHCP (IP-
agpec DHCP) unu aBTomatnyeckn yctporicteom (ABTo IP-agpec).

IP-agpec, koTopbIM aBTOMaTU4eCkn HaszHadvaeTcsa cepsepom DHCP.

KomaHga, koTopas otobpaxaeT IP-agpec n gpyrme ceteBble HAaCTPOWNKM
kKomnbtoTepa Windows.

AnnapaTHbIi agpec, KOTOpbIA YHUKaNbHO onpeaensieT kaxaoe
YCTPONCTBO B CETHU.

- ma 6ecnposoaHom cetu. MNpur nogknioyYeHnn npuHTepa kK 6ecnpoBogHOMN
CeTU NpUHTEp ucnonb3yeT To Xe ums SSID, 4To 1 ceTb. Takke
Ha3sblBaeTca umeHeM ceTun unu BSS (Basic Service Set).

AJpec, KOTOpbIN Ha3Ha4YeH U3roTOBUTENEM SIS CETEBOIO MPUHTEPA UMK
cepepa nevatun. Ytobel Hantn UAA-agpec, pacnevatanTe cTpaHuly
HaCTPOWMKN CeT N HanguTte aaHHble UAA.

MapameTp 6e30nacHOCTH, KOTOPbLIV NOMOraeT NPeAOoTBPaTUTb HECAHK-
LMOHUPOBaHHbLIN JOCTYN B 6ecnpoBofHyto ceTb. K aApyrum BO3MOXHbLIM
HacTponkam 6esonacHocTu oTHocaTcs WPA n WPA2.

TepMuH, MCNONb3yEMBIN NS ONMCAHUSA TEXHONOMMK co3gaHusa decnpo-
BoAHow nokansHou cetn (WLAN).

MapameTp 6e3onacHOCTK, KOTOPbLIN NOMOraeT NpeaoTBpaTUTb HECaHK-
LUMOHUPOBAaHHBIN gocTyn B 6ecnpoBogHyto ceTb. WPA He nogaepxu-
BaeTCs B OAHOPaHroBbix 6ecnposofHbIX ceTax. K Apyrum BO3MOXHBIM
HacTponkam 6e3onacHocTn oTHocaTcsa WEP n WPA2.

Hoas Bepcua WPA. bonee paHHWe MapLUpyTM3aTopbl, CKOpee BCEro, He
noaaepXmeatoT 3Ty 3awnTy. K gpyrum BO3MOXKHbIM HacTporikam 6e3onac-
HocTu oTHocaTca WPA n WEP.

IP-agpec, koTopbIi Ha3HaYaeTCsl aBTOMATUYECKU CETEBLIM YCTPOUCTBOM.
Ecnun yctponcteo fomkHo ncnonb3oBaTb cepsep DHCP, Ho cepsep
DHCP HepocTyneH, To aBToMatudeckun IP-agpec MoxeT HasHayaTbCs
YCTPOWCTBOM.

YCTpOWCTBO, KOTOpoe 00beamHaeT becnpoBofHble yCTponcTea B 6ecrnpo-
BOAHYIO CETb.

MapLupyTnsaTop, KOTOpbIA TakkKe BbINOMHAET yHKLMM 6ecnpoBogHON
TOYKM JOCTyna.

BHYTPEeHHUI 6ecnpoBOAHON cepBep YCTPOWCTBO, KOTOPOE NO3BONSAET KOMMbOTEPAM U NpUHTEPAM OOMEHN-

neyaTtu

BaTbCs AaHHbIMK APYT C APYroM no ceTn 6e3 ncnonb3oBaHus kabenemn

"occapuin No ceTeBbIM TEPMUHAM
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Nmsa cetn

Kabenb USB

KaHnan

Knrou 3awmTbl

KoMaHAa ping

KommyTtaTop

MapuwipyTtusatop

OoAHOpaHroBsas ceTb

OOHOPaHroBbIN PEXUM

nopt USB

MceBAOHMM NpUHTEpPa

pexum NHpacTPyKTypbI

CepBep DHCP

CeteBoM apantep/nnara

CeTeBOM KOHUEHTpaTOp

Cratnueckun IP-agpec
ypoOBeHb cUrHana

YCTaHOBOYHbIN Kabenb

Cwm. “SSID (Service Set Identifier - ngeHTdunkaTop Habopa ycnyr)” Ha
cTp. 36

Jlerkui rubknii kabenb, NO KOTOPOMY OCYLLECTBIIAETCA OOMEH JaHHLIMM
Mexay NPUHTEPOM U KOMMBbIOTEPOM CO CKOPOCTbLIO, HAMHOTO BbILLE, YEM
no kabensim napannenbHOro nHTepdgenca.

OnpegeneHHas paguoyacToTa, KoTopasi UCMonb3yeTcst AByMs unu bonee
©ecnpoBOAHbIMM YCTPONCTBaAMU ANst 0OMeHa AaHHbIMU Mexay Cobon.
Bce ycTpoiicTBa B ceTM JOMKHbI UCNOSb30BaTb OAMH M TOT XKe kaHarn.

Maponk, Hanpumep knod WEP unu napons WPA, KoTopble Ucnornb3yoTes
ONS 3aWnThbl ceTw.

TecT, NpegHa3Ha4YeHHbIN AN TPOBEPKW, BO3MOXEH 1M 0GMEH AaHHbIMU
MeXay KOMMbITEPOM U APYIUM YCTPOWCTBOM.

YCTponcTBO Nog0OHOE KOHLEHTPATOPY, KOTOPOE NO3BOSSAET COEANHSATL
pasnnyHble ceTu.

YCTponcTBO, KOTOpoe obecneynBaeT OOLMIA AOCTYN K COEANHEHWIO
MHTepHeTa A5 HECKOSTbKMX KOMMBbIOTEPOB UMW APYIMX YCTPOWCTB.
OObIYHbIV MapLIpyTU3aTOP OCYLLECTBIISIET YNpaBlieHNe CETEBbLIM
Tpadukom.

BecnpoBogHasa ceTb, B KOTOPOW HE UCMOMb3yeTCs ToYKa AoCcTyna.

HacTtporka 6ecnpoBogHOro yCTpoMCTBa, KOTOpasi MO3BOSSIET YCTPONCTBY
obmeHMBaTbLCA faHHbIMK C ApyrMmMu 6ecnpoBoHbIMU YCTPONCTBaAMM
Hanpsimyto 6e3 6ecnpoBOAHON TOUKM AOCTYNa UM MapLipyTM3aTopa.

ManeHbk1I NPAMOYronbHbIA NOPT Ha 3aHen NaHenu KoMnbloTepa, K
KOTOPOMY NOAKNIYaTCA NepudepuinHble YCTPONCTBa, HanpuMmep
NpuHTEp, C NomoLLblo kabensa USB n nepegatoTcs gaHHble C BbICOKOM
CKOPOCTbIO.

Mms, KoTopoe Ha3HavaeTcst NpUHTepyY, YTobbl €ro MOXXHO ObiNo MAEHTU-
dmumpoBaTtb B CETH.

HacTtporika 6ecnpoBogHOro yCTporcTBa, KOTopas Mo3BONSieT YCTPONCTBY
06MeHMBaTLCS AaHHBIMY C APYTMMK 6ecnpoBOAHBIMU YCTPONCTBAMM
HanpsIMyto Mcnonb3oBaHveM 6ecrnpoBOAHON TOYKKM JOCTYNa UM MapLUpy-
Tu3aropa.

KomMnbloTep nnu mapLipytnsaTtop, KOTOpbI NPeAoCTaBNAEeT YHUKArbHbIN
IP-apgpec ons kaxgoro yCTPOWCTBa B CETU. YHUKanbHblEe agpeca npeaoT-
BpaLlaloT BO3HMKHOBEHME KOH(ITUKTOB.

YCTPOWCTBO, KOTOPOE MO3BOSISIET KOMMNbIOTEPAM UIM NPUHTEPAM 0OMEHK-
BaTbCA AaHHLIMU APYr C APYrOM Mo CeTu.

YCTPOWCTBO, C NOMOLLbIO KOTOPOrO COEANHSIOTCS HECKOSIbKO YCTPOWCTB B
NpPOBOLHON CETM.

IP-agpec, Ha3HayYeHHbIN BPYYHYHO Norb3oBaTenem.
M3amepeHne ypoBHSI MOLLLHOCTM MPUHMMAaEMOro curHana.

MpeaHasHayeH AN BPeMEHHOTO NMOAKIYEHMS! MPUHTEPA K KOMMbIOTEPY
BO BPEMS! HEKOTOPbIX BUAOB YCTaHOBKM.

"occapuin No ceTeBbIM TEPMUHAM
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dunbTpauma MAC-agpecoB Cnocob orpaHnyeHus gocTyna B 6ecnpoBOAHYI0 CeTb NyTEM yKasaHust
cnucka MAC-agpecoB, a5is KOTOpbIX paspelleHa cBA3b No ceTu. AToT
napamMeTp MOXHO yka3aTb Ha 6ecrnpoBOAHbIX MapLUpyTU3aTopax unm
TOYKax gocTyna.

"occapuin No ceTeBbIM TEPMUHAM
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