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PyKOBOﬂCTBO no NnoAKJMH4YeHUuAM

nOﬂﬂep)KVIBaeMble onepauvoHHble CUCTEeMbI

C komnakT-gncka lNporpamMmHoe obecrniedeHne n JOKYMeHTauusa MOXHO YCTaHOBUTb NporpaMmHoe obecneveHne
NPUHTEpPAa Ha yKasaHHbIX HUXXe onepaumoHHbIX cuctemax Windows:
MpumeyaHue. [JpariBepbl U yTUAUTBI NPUHTEPA NOAAEPXKMBAKOTCA 32-pa3pAnHon 1 64-pa3pAnHONn BepcuAMuU.
¢ Windows Server 12 R2
¢ Windows 8.1
¢ Windows 8
¢ Windows 7 SP1
¢ Windows 7
¢ Windows Server 2008 R2 SP1
* Windows Server 2008 R2
¢ Windows Server 2008 SP1
¢ Windows Vista SP1
* Windows Vista
¢ Windows Server 2003 SP2
¢ Windows Server 2003 SP1
¢ Windows XP SP3
¢ Windows XP SP2

MpumeyaHua.
¢ [lpariBepbl N YTUNUTbI, KOTOPblE COBMECTUMbI C OnepaumoHHon cuctemonn Mac OS X MOXHO 3arpysnTb ¢ Be6-
canTa http://support.lexmark.com.

® [1nA nony4yeHnA TOYHON MHopMaumm 0 NoaaepXXMBaeMbIX BEPCUAX OnepaumnoHHbIX cuctem Linux nocetute
Haw Beb-canT no agpecy http://support.lexmark.com.

¢ [MogpobHee 0 COBMECTUMOCTM MpOrpamMm ¢ ApyrMMu onepaunoHHbIMU CUCTEMaMUN MOXHO Y3HaTb B Cny>x6be
noaAep>KKW nonb3oBaTenen.

yCTaHOBKa npuHTepa

1 MonyunTe KoNMIo YCTaHOBOYHOrO NakeTa Nporpammbl.

2 3anycTute yCTAHOBOYHbIV NaKeT NporpaMmbl U CeaynTe ykasaHWAM Ha SKpaHe KoMnbioTepa.
3 [na nonb3oBatenen Macintosh: no6aBuTb NpUHTEP.

MpumeyaHue. B pasgene TCP/IP mento "CeTb/[NopThl" NnpoBepbTe IP-agpec npyHTepa.

NMoarotoBka K HacTpouke npuHTepa B cetu Ethernet

YT06bI HACTPOUTL NPUHTEP AN1A UCMNoNb3oBaHUA B ceTun Ethernet, cobepuTte cnegyowme ceefeHuA nepes Ha4yanom
HaCTPOWKM:


http://support.lexmark.com
http://support.lexmark.com
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MpumeyaHue. Ecnu IP-agpeca Ha3Ha4yaloTCA B CETU KOMMNbIOTEPAM U NPUHTEpPaM aBTOMaTUYEeCKN, MPOAOSIKNTE
YCTaHOBKY MpuHTEpa.

e [lonycTMMbIA YHUKanNbHbIN IP-aapec, KOTOpbI AOMKEH NCMONb30BaTb MPUHTEP B CETU
e CeTeBOW W03

* Macka cetu

¢ [lceBOoOHMM AnA npuHTepa (HeobA3aTenbHbIN)

MpumeyaHue. [ceBOoHUM NpUHTEpPaA ynpoLllaeT naeHTUrKaumio npuHTepa B cetu. MoXHO ncnonb3osaTb
NceBAOHUM MPUHTEPA MO YMOMYaHWIO UM Ha3Ha4YMTb NIerko 3anomMuHaroweeca Nvs.

Kpowme Toro, notpebyetca kabenb Ethernet ana noakntoYeHnA NpuHTEPa K CETU U CBOBOAHbIV MOPT, C MOMOLLbIO
KOTOPOro NPUHTEP MOXHO PU3NYECKN NOAKIIIOYNTL K CeTU. [10 BO3MOXHOCTU MCMONBL3YNTE HOBbIN CETEBOM Kabenb,
4YTO6bI MPEAOTBPaATUTL BO3MOXKHbIE NPO6NEMbI, CBA3aHHbIE C MOBPEXAEHHbIM Kabenem.

MNoaroToBKa K HAaCTpoWKe NpUHTepa B 6ecnpoBoaHON ceTu

MpumeyaHua.

* VY6eaonTecb B TOM, 4TO agantep 6ecrnpoBOAHON CETU YCTaHOBIIEH B NPUHTEP M paboTaeT HOpMasbHO.
* Y6eontecb B TOM, YTO TOYKA A0OCTyna (6ecnpoBoAHON MapLUpyTU3aTop) BKOYeHa n paboTaeT.

Mepepn HacTpoOMKOW NpuMHTEpPa B 6eCnNpoBOgHON ceTn yoeamTech B HANMYUKN Creayowmnx aHHbIX.

* SSID - nva SSID Tak>xe Ha3biBalOT UMEHEM CETHU.

* BecnpoBOAHOM PEXUM (MSIM PEXMUM CETH) - ITO MOXKET HbITb MO0 OJAHOPAHTOBEIN PEXUM, MO0 PEXNM
UHPACTPYKTYpbI.

e Kanan (anAa ogHopaHroBbix ceTei). [Ina ceTen B pexxnme MHpacTPYKTYpbl MO YMOMYaHWIO KaHan BbibupaeTcA
aBTOMaTU4eCKMU.
B HekoTOpbIX 04HOPAHroBbIX CETAX TakXe HeobxoAnMMOo UCMOoMb30BaTh NapaMeTp aBToMaTn4eckoro Bolbopa.
Ecnu Bbl COMHEBaeTeCh, Kakomn KaHan cnegyeT BblbpaTbh, 06paTuUTeCh K cneumnanucty cny>6bl NoAAEPXKKW.

* Security Method - cywecTtByeT Tpu BapmaHTa 6€30MacHOCTH:
— ko4 WEP

Ecnun B 6ecnpoBoAHON ceTu NCNosb3yeTcA HeCKonNbko kntoden WEP, BBeauTe 40 YeTbipex Knoyen B
nmetowmxca nonAax. Beibepute KoY, KOTOPLIM B HACTOALLEE BPEMA UCNOSb3yeTcA B ceTu. [inAa aTtoro
BblbepuTe napameTp «Kntod nepegaqm WEP no ymonyaHuio».

nnm
— lpepBapuTeneHbIn KNtod nnu gpasa goctyna WPA nnn WPA2

B WPA ucnonbsyeTca wngposaHne B Ka4yecTse AOMOMHUTENBbHOIO YPOBHA 6e30nacHOCTU. Bo3MoXHble
BapuaHTbl: AES u TKIP. Heobxoammo BbibpaTb OOUH U TOT XXe Tun WwnudpoBaHUA Ha MapLLPYyTU3aTope 1
NpuHTEP. B NnpoTMBHOM cnyyae o6MeH AaHHbIMM MO ceTn ByaeT HEBO3MOXEH AS1A NPUHTEpa.

— 802.1X-RADIUS

B cnyyae yctaHoBkM npuHTepa B ceTu 802.1X MOXeT noTpeboBaTtbcA cneayowan nHgpopmauma:
* Tun npoBepKn NOASIMHHOCTHU
® Tun BHYTpPEHHEN NPOBEPKN NOASIMHHOCTHU
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* lmA nonb3osartena u naponb 802.1X
* CepTndukarbl
— bes 3awmThbl
Ecnn B 6ecnpoBOAHON CETU HE UCNOSb3YeTCA HUKAKOW TUM 3almThbl, HUKaKNe gaHHble 6€30MacHOCTU He
noTpebytoTcA.

MpumeyaHue. He pekomeHayeTcA UCMONb30BaTh 6€CNpPoBOAHbIE CeTy 6e3 3alUUTbI.

MpumeyaHuA.

— Ecnn nma SSID ceTn, K KOTOPOW NOAKAYEH KOMMBIOTEP, HEM3BECTHO, 3anyCcTUTe NporpaMmmMy HacTPONKM
6ecnpoBOAHOrO COeANHEHNA CETEBOMO aaanTtepa KOMMboTepa, YTobbl y3HaTe uMA ceTu. Ecnu He ypnaeTca
HanTu nmAa SSID nnn ceepeHnA No 6e30nacHOCTM AnA CeTn, 0bpaTUTECh K AOKYMEHTauuKn, npunaraemomn K
6ecnpoBOAHON TOUKE AOCTYNA, UK K CNeumManncTy no noaaep>KKe CUCTEMbI.

— YT106bl HaWTK 06WMIA KoY UK naponb goctyna WPA/WPA2 nna 6ecnpoBoaHoOn ceTu, obpaTmuTechb K
OOKyMeHTaumu, npunaraemon K 6ecnpoBogHON TOUYKe A0CTyna, MOCMOTPUTE BEO-CTPaHMLy, CBA3AHHYIO C
6ecnpoBOAHON TOYKOW AOCTYyNa, UM 06paTUTeCh K CNEeUnanucTy U3 rpynnbl NOALEPXKKU.

MoakniounTe NPUHTEP C MOMOLLbLIO MacTep HacTPOMKK 6ecrnpoBOAHON CeTH

Mpexae yeM HavaTb, ybeamTech B CneayoLem.

e Apantep 6ecnpoBOAHON CETU YCTAHOBMEH B MPUHTEPE, MPaBUSIbHO NOAKNOYEH 1 paboTaeT. [nAa nonyyeHuA
LOMOSTHUTENbHBIX CBEAEHWUI CM. MHCTPYKLUMK, MpunaraemMble K agantepy 6ecrnpoBoAHOM CeTU.

¢ Kabenb Ethernet oTcoeanHeH oT npuHTEpa.

¢ [1nA napameTpa «AKTMBHaA ceTeBaA nnaTa» yCTaHOBEHO 3Ha4YeHne «ABTO». [InA HACTPONKN 3HAaYeHNA «ABTO»
BbINOMHNTE crieaylowmne KomaHabl:

>CeTb/nopTbl >AKTUBHaA ceTeBaA nnarta >ABTO > v
MpumeyaHue. YbeanTtechb, HTO NPUHTEP BbIKIOYEH U NPUBAN3UTENBHO Yepes3 5 CeKyH CHOBa BKIKOUYUTE €ro.

1 Ha naHenwu ynpaBneHnus npuHtepa BblibepuTe:

>CeTb/noptbl >CeTb [X] >CeTb [x] HacTponka >becnpoBogHana cBA3b >HacTponka 6ecnpoBOaHbIX
ceten

2 Bbibepute «HacTpoiika 6ecnpoBOAHbIX CeTen».

Ucnonb3oBaHue Y106bI

Haiitu cetu MokasaTb AOCTYMHblE 6eCNpPOBOAHbIE COeANHEHNA.

MpumeyaHue. DTOT 3NIEMEHT MEHIO NOKa3bIBAET NepeaBaemble 3alMLLEHHbIE UK
He3alUmLeHHble nmeHa SSID.

BBeguTte uma cetu Beeaunte uma SSID Bpy4Hyio.
MpumeyaHue. Yb6eautecb B NpaBuibHOCTM BBOAa UMeHun SSID.

HacTtpouka 3awmweHHon Wi-Fi | [NogkntoyeHue npuHTepa K 6€CnpoBOAHON CETU C NOMOLLBIO (PYHKUMM HACTPONKK
3awmweHHon Wi-Fi.

3 CnepnyinTe ykasaHUAM Ha gucrnnee npuHTepa.
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NMopaknioyeHue nNpuHTepa K 6ecnpoBoaHON CEeTU C NOMOLLbIO hYHKLUN
HacTpouku sawmuweHHon Wi-Fi.

Mpexae yem HayaTk, y6eamTech B CrneayoLeM.

* Touka gocTtyna (6ecnpoBOAHON MapLUPYTU3aTOpP) cepTnMUMpOBaHa No CTaH4APTY HACTPOMKM 3alULLEHHON
Wi-Fi (WPS) unu coemectuma co ctaHgaptom WPS. MNoapobHaa uHpopmauma npeactasneHa B JOKYMeHTauuu,
KOTOpas NocTaBnAeTcA BMECTE C TOYKOW AOCTYyna.

e ApanTep 6eCnpoBOLHON CETU YCTAHOBIEH B MPUHTEPE, NPaBWUIIbHO MOAKIIOYEH U paboTaeT. [nA nony4yeHua
OONOSIHUTENbHbBIX CBEAEHUI CM. MHCTPYKUMKM, Npunaraemble K agantepy 6ecnpoBoHOW CETU.

Ucnonb3oBaHue meToaa HacTPOUKU KHonku (PBC)

1 Ha naHenu ynpaeneHus npuHTepa BbibepuTe:

A >CeTtb/nopTbl >CeTb [x] >CeTb [x] HacTpoiika >becnpoBogHana cBA3b >HacTpoiika 6ecnpoBoAHbIX
ceten >Hactpouka sawmueHHon Wi-Fi >3anyck meToaa HaXkaTUA KHOMKU

2 CnepyinTe ykasaHUAM Ha gucnnee npuHTepa.

Bocnonb3yutecb MeToAoM JIMYHOro naeHTucpukaumoHHoro Homepa (PIN-kopa)

1 Ha naHenu ynpaeneHus npuHTepa BbibepuTe:
R >CeTtb/nopTbl >CeTb [x] >CeTb [x] HacTpoiika >becnposoaHana cBA3b >HacTpoinka 6ecnpoBoaHbIX
ceten >Hactpouka sawmuweHHon Wi-Fi >3anyck meTtoaa nogkntoueHusa no PIN-koay

2 Ckonvpyiite PIN-kog WPS, cocToAwmii ns 8 cMBOOB.

3 OTkpoiTe obo3peBaTesb 1 B None agpeca BBeauTe IP-agpec Touku goctyna.
MpumeyaHua.

* |P-agpec oTobpaxaeTcA B BUAE YeTblipex Habopos ungp, pasaeneHHbIX TOYKaMn, Hanpumep
123.123.123.123.

* Ecnn ncnonb3yeTcA Npokcu-cepsep, BPEMEHHO OTKMKOUUTE €ro, YTo6bl 06eCcnedmTb NPaBUIbHYIO 3arpy3Ky
Be6-cTpaHuLpbl.

4 OTkponTe napameTtpbl WPS. NoapobHaa nHpopmauma npeacTaBneHa B JOKYMEHTaUun, Kotopasa noctaBnAaeTca
BMeCTe C TOYKOM JocTyna.

5 Beeaute PIN-kog 13 BoCbMU LUMIP, U COXPAHUTE HACTPOMKM.

NMoaknio4yeHue NMPpUHTEpPa K 6ecnpOBop.H0|7| ceTn C uncnosib3osaHuem
BCTPOEHHOro Beb-cepBepa
Mpexae yeM HavaTb, ybeamTech B CneayoLem.

* [puHTEp BpeMeHHO Nnoakmnto4veH K cetn Ethernet.

* ApanTtep 6ecnpoBOAHON CETM YCTAHOBNEH B NPUHTEP U paboTaeT HopManbHo. [oapobHee CM. NMIUCTOK C
WHCTPYKLUMEN, NpunaraemMblil K KOMNeKTy agantepa 6ecnpoBogHON ceTu.

1 OtkpoiiTe Beb6-6pay3ep 1 B none agpeca seeaute IP-agpec npuHTepa.
MpumeyaHuA.

* B pasgene TCP/IP meHio «CeTb/MopThi» NnpoBepbTe IP-aapec npuHTepa. IP-agpec otobpaxaeTca B BUuae
YyeTblpex Habopos undp, pasaeneHHblx Todkamu, Hanpumep 123.123.123.123.
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* Ecnu ncnonb3yeTcA NPOKCU-CePBEP, BPEMEHHO OTKIIOUYUTE €ro, YTobbl 06ecneynTb NPaBUsIbHYO 3arpy3Ky
Be6-cTpaHuupbl.

2 LlenkHute MapameTpbl >CeTb/MopTbl >BecnpoBoaHan.

3 VameHnTe HacTpoKKK, YTOObI OHM COOTBETCTBOBANM NapameTpam To4ku goctyna (6ecnpoBoaHOro

MapLupyTusartopa).

MpumeyaHue. Y6eauTech B NpaBuibHOCTY BBoAa UMeHn SSID.

4 Haxmute KHonky OTnNpaBuUTb.

5 BbikniounTe NpuHTEp, a 3aTem oTcoeanHuTe kabenb Ethernet. 3atem, npubnuaunTtensHo Yepes 10 cekyH, CHOBaA

BKJIIOUMTE NPUHTEP.

Ecnu npyvHTEp NOAKNIOYEH K CETU, ANA NMPOBEPKM CETEBOro COeANHEHNA pacnevyaTanTe CTpaHuLy CeTeBbIX
napameTpoB. [lanee, B pasgene "Cetesaa nnata" [x], nocMoTpuTe, 4TO6bI OTOBPaXkanocb COCTOAHUE “
MoaknioyeH”.

[na nonyyeHna [ONOMHUTENBHBIX CBEAEHU CM. pa3aen "lpoBepKka ycTaHOBKM NpuHTepa" B PykoBogcTBe
rosib3oBaTesis.
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