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Pyk no nogkn

nOﬂﬂep)KVIBaeMble onepauvoHHble CUCTEeMbI

C komnakT-gncka lNporpamMmHoe obecrniedeHne n JOKYMeHTauusa MOXHO YCTaHOBUTb NporpaMmHoe obecneveHne
NPUHTEpPAa Ha yKasaHHbIX HUXXe onepaumoHHbIX cuctemax Windows:
MpumeyaHue. [JpariBepbl U yTUAUTBI NPUHTEPA NOAAEPXKMBAKOTCA 32-pa3pAnHon 1 64-pa3pAnHONn BepcuAMuU.
¢ Windows Server 12 R2
¢ Windows 8.1
¢ Windows 8
¢ Windows 7 SP1
¢ Windows 7
¢ Windows Server 2008 R2 SP1
* Windows Server 2008 R2
¢ Windows Server 2008 SP1
¢ Windows Vista SP1
* Windows Vista
¢ Windows Server 2003 SP2
¢ Windows Server 2003 SP1
¢ Windows XP SP3
¢ Windows XP SP2

MpumeyaHua.

¢ [lpariBepbl N YTUINUTbI, KOTOPbIE COBMECTMMbI C onepaumoHHon cuctemon Mac OS X MOXKHO ckayaTtb C Halero
Beb6-canTa.

¢ [1nA nony4eHnA TOYHOW MHbopMaumm 0 NoAAEPXMBAEMbIX BEPCUAX ONepaunoHHbIX cucTem Linux nepenaute
Ha Haw Beb-canT.

¢ [MogpobHee 0 COBMECTUMOCTM MpOrpamm ¢ ApyrMMu onepaunoHHbIMU CUCTEMaMUN MOXHO Y3HaTb B Cny>x6e
noAAep>KKW Nonb3oBaTenen.

yCTaHOBKa npuHTepa

1 MonyunTe KonMIo YyCTaHOBOYHOIO NakeTa Nporpammbl.

2 3anycTute yCTAHOBOYHbIV NaKeT NporpaMmbl U CeaynTe ykasaHWAM Ha 9KpaHe KoMnbioTepa.
3 [na nonb3oBatenen Macintosh: no6aBuTb NpUHTEP.

MpumeyaHue. B pasgene TCP/IP mento "CeTb/[NopThl" NnpoBepbTe IP-agpec npuHTepa.

NMoarotoBka K HacTpouke npuHTepa B cetu Ethernet

YT106bI HACTPOUTE MPUHTEP ANA Ucrnonb3oBaHua B ceTn Ethernet, cobepnte cnegyowme ceegeHua nepes Havyanom
HaCTPOWKM:
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MpumeyaHue. Ecnu IP-agpeca Ha3Ha4yaloTCA B CETU KOMMNbIOTEPAM U NPUHTEpPaM aBTOMaTUYEeCKN, MPOAOSIKNTE
YCTaHOBKY MpuHTEpa.

e [lonycTMMbIA YHUKanNbHbIN IP-aapec, KOTOpbI AOMKEH NCMONb30BaTb MPUHTEP B CETU
e CeTeBOW W03

* Macka cetu

¢ [lceBOoOHMM AnA npuHTepa (HeobA3aTenbHbIN)

MpumeyaHue. [ceBOoHUM NpUHTEpPaA ynpoLllaeT naeHTUrKaumio npuHTepa B cetu. MoXHO ncnonb3osaTb
NceBAOHUM MPUHTEPA MO YMOMYaHWIO UM Ha3Ha4YMTb NIerko 3anomMuHaroweeca Nvs.

Kpowme Toro, notpebyetca kabenb Ethernet ana noakntoYeHnA NpuHTEPa K CETU U CBOBOAHbIV MOPT, C MOMOLLbIO
KOTOPOro NPUHTEP MOXHO PU3NYECKN NOAKIIIOYNTL K CeTU. [10 BO3MOXHOCTU MCMONBL3YNTE HOBbIN CETEBOM Kabenb,
4YTO6bI MPEAOTBPaATUTL BO3MOXKHbIE NPO6NEMbI, CBA3aHHbIE C MOBPEXAEHHbIM Kabenem.

MNoaroToBKa K HAaCTpoWKe NpUHTepa B 6ecnpoBoaHON ceTu

MpumeyaHua.

* Y6eanTecb B TOM, 4TO agantep 6ecnpoBOAHOM CETU YCTAHOBSIEH B NPUHTEP U paboTaeT HopmanbHo. [na
NoslydeHnA AOMONHUTESNbHBIX CBEAEHUA CM. MHCTPYKUMK, Npunaraemble K agantepy 6ecnpoBoaHON CETU.

* Y6eanTecb B TOM, YTO TOYKA AOCTyna (6ecnpoBOAHOM MapLUPYyTM3aTop) BKIOYeHa 1 paboTaerT.

Mepen HacTpoWkon NpuHTEpa B 6ecnpoBOAHON ceTn ybeanTechb B HANNYUN CReayowmx aHHbIX.
¢ SSID. SSID Tak>e Ha3blBalOT UMEHEM CETMW.
¢ BecnpoBOoAHOM PEXUM (UM PEXUM CETH) - ITO MOXKET BbITb TMB0 OAHOPAHTOBLIN PEXUM, NTMHO PEXNM
WHPACTPYKTYpbI.

¢ KaHan (anA ogHopaHroBbIix ceTei). [1nA ceTel B pexxnme MHpacTPYKTYpbl N0 YMONYaHWIo KaHan BbibupaeTcA
aBTOMaTUYECKMW.

B HEKOTOPbLIX OAHOPAHIOBLIX CETAX TaKXe HeobX0ANMMO UCMOMb30BaTh NapaMeTp aBTOMaTUYECKOro Bolbopa.
Ecnu Bbl COMHEBaeTeCh, Kakomn KaHan crneyeT BblbpaTb, 06paTUTECh K cneumnanmcTy cry>bbl NoAAEPXKKM.

* Cnocob 3awmntbl—CyliecTByeT YeTbipe 6a30BbiX BapmaHTa «Cnocoba 3awuThbl»:
— ko4 WEP

Ecnn B 6ecnpoBogHon ceTn ncnonb3yeTtcAa Heckonbko Kntover WEP, BBeguTe 0 YeTbIpex Knoyen B
nmetowmxca nonAax. Belbepute KoY, KOTOPbLIVA B HACTOALLEE BPEMA UCNOSb3yeTcA B ceTu. [InAa aToro
BblbepuTe napameTp «Kntod nepegayun WEP no ymonyaHuio».

— lNpepBapuTeneHbIn KNtod nnn gpasa goctyna WPA nnn WPA2

B WPA ncnonbayeTca wugpoBaHme B Ka4ecTBe AOMNONHNTENbHOro YpoBHA 6e3onacHoCTN. BO3MOXHbIe
BapuaHTbl: AES 1 TKIP. Heobxoaumo BelibpaTb OAWH 1 TOT XXe Tun WwindpoBaHmMA Ha MapLipyTusaTtope u
npuHTEep. B npoTnBHOM cnyvyae obMeH AaHHbLIMU MO ceTu ByaeT HEBO3MOXKEH ANA NpUHTEpa.

— 802.1X-RADIUS

B cnyyae yctaHoBkM npuHTepa B ceTn 802.1X MOXeT noTpeboBaTtbcA cneayowan nHgpopmauma:
* Tun npoBepKn NOASIMHHOCTU
® Tun BHYTpPEHHEN NPOBEPKN NOASIMHHOCTHU
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* lmA nonb3osartena u naponb 802.1X
* CepTndukarbl
— 3awwTta oTcyTCTBYET
Ecnn B 6ecnpoBOAHON CETU HE UCNOSb3YeTCA HUKAKOW TUM 3almThbl, HUKaKNe gaHHble 6€30MacHOCTU He
noTpebytoTcA.

MpumeyaHue. He pekomeHayeTcA UCMONb30BaTh 6€CNpPoBOAHbIE CeTy 6e3 3alUUTbI.

MpumeyaHuA.

— Ecnn nma SSID ceTn, K KOTOPOW NOAKAYEH KOMMBIOTEP, HEM3BECTHO, 3anyCcTUTe NporpaMmmMy HacTPONKM
6ecnpoBOAHOrO COeANHEHNA CETEBOMO aaanTtepa KOMMboTepa, YTobbl y3HaTe uMA ceTu. Ecnu He ypnaeTca
HanTu nmAa SSID nnn ceepeHnA No 6e30nacHOCTM AnA CeTn, 0bpaTUTECh K AOKYMEHTauuKn, npunaraemomn K
6ecnpoBOAHOM TOYKE A0CTYNa, UK K CreumanucTy no noanep>KKe CUCTEMBI.

— YT106bl HaTK NpeaBapuTenbHbIA KNtoy/dpasy aoctyna WPA/WPA2 nnn dpasy goctyna anAa 6ecnpoBoaHON
ceTun, obpaTuUTeChb K AOKYMEHTaumu, npunaraeMomn K 6ecnpoBogHon Touke goctyna (becnpoBogHoOMy
MapLupyTM3aTopy), NepenamTe Ha BCTPOeHHbIn cepeep Embedded Web Server cooTBeTCTBYOLWEN TOUKM
[OCTyna, uin obpaTUTECh K NPEACTaBUTENIO CIY>K6bl MOAAEPXKKN.

Moakn4yeHue NpUHTEpPa C NOMOLLbLIO MacTepa HaCTPoOnKK 6ecnpoBogHOMN
cetn

Mpexae Yem HayaTk, y6eamTech B CrneayoLeM.

e Apantep 6ecnpoBOAHON CETU YCTAHOBMEH B MPUHTEPE, MPaBUSIbHO NOAKNOYEH 1 paboTaeT. [nA nonyyeHuA
LOMOSIHUTENbHBIX CBEAEHWUI CM. UHCTPYKUMK, MpunaraemMble K agantepy.

¢ Kabenb Ethernet oTcoeanHeH oT npuHTEpa.

¢ [1nAa napameTpa «AKTUBHaA ceTeBadA nfaTa» yCTaHOBMEHO 3Ha4YeHne «ABTO». YTobbl 3agaTb 3Ha4eHme "ABTO",
Ha naHenu ynpaeneHnA BblibepuTe:

2\
>MapameTpbl >m >CeTb/nopTbl >m >AKTUBHaA ceTeBad njara >m >ABTO >m

Hpumeqal-me. Bbikntounte MPUHTEpP, NOAOXAUTE MUHUMYM 5 CEKYH U CHOBa BK/HOYUTE €ro.

1 Ha naHenu ynpaBneHus npuHTepa BblibepuTe:

>MapameTpbl >m >CeTb/nopTbl >m >CeTb [X] >m >HacTpoiika cetu [x] >m >becnpoBogHana

ceTb >m >HacTtpoitka 6ecnpoBogHOIro NOAKJIHOYEHHUA >m

2 Bbibepute «HacTpoiika 6ecnpoBOAHbIX CeTeMN».

MapameTp YT1obbI

Haitn cetn MNokasaTb AOCTYMNHble ﬁeCI'IpOBO,D,HbIe coeauHeHuA.

MpumeyaHue. DTOT 3NEMEHT MEHIO NOKa3biBaeT NepeaaBaeMble 3alMLLEHHbIE UK
Hes3alumLeHHble nmeHa SSID.

Beeante uma cetn Bbibepute uma cetn SSID Bpy4Hyto.

HacTpowika 3awuweHnHon Wi-Fi | Moakntounte npuHTep K 6€CcnpoBOAHOM CETU C MOMOLLBIO (hYHKUMM HACTPONKMN
3awmueHHon Wi-Fi.

\ J

3 CnepnyinTe ykasaHuaM Ha gucnnee npuHTepa.
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NMoaknioyeHue npuHTepa K 6ecnpoBoAHON CETU C NOMOLbIO (hyHKLUKU
HacTpouku sawmuweHHon Wi-Fi.

Mepepn noaknodeHnem NpuHTepa K 6ecnpoBo4HON CeTU ybeanTechb B CreayloLeMm:
® Y6eontecb B TOM, 4TO TOYKa gocTtyna (6ecnpoBoAHOM MapLUpPyTU3aTop) COBMECTMMA CO CTaH4APTOM HACTPOMKM

sawmweHHon Wi-Fi (WPS). MoapobHee cm. npunaraemyto K TO4Ke AOCTyna AOKYMEHTauMIo.

e ApanTep 6eCnpOoBOLHON CETU YCTAHOBNEH B NPUHTEPE, NPaBWUIbHO NOAKIIIOYEH N paboTaeT. [nA nony4vyeHuna

LOMOSIHUTENbHBIX CBEAEHWUI CM. MHCTPYKUMK, MpunaraemMble K agantepy.

Mcnonb3oBaHue meToAa HAaCTPOMKU KHOMKMU

1

Ha naHenu ynpaBneHua npuHTepa BblibepuTe:

>MapameTpbl >m >CeTb/MopThbl >m >Certb [X] >m >HacTtpownka cetu [x] >m >becnpoBogHan

ceTb >m >HacTtpoiika 6ecnpoBogHOro coeguHeHus >m >WPS >m >Ha4yatb HacTpoMKy HaXkaTuem

KHOMKM >m

2 CnepyinTe ykasaHUAM Ha gucrnnee npuHTepa.

Bocnonb3yutecb MeToAoM JIMYHOro naeHTucukaumoHHoro Homepa (PIN-kopa)

1

Ha naHenu ynpaBneHua npuHTepa BblibepuTe:

2\ o
>MapameTpbl >m >CeTb/MopThbl >m >Certb [X] >m >Hactpouka cetu [x] >m >becnpoBogHan
ceTb >m >HacTtpoiika 6ecnpoBogHOro coeguHeHUs >m >WPS >m >3anyck metoaa ¢ PIN-kogom >

2 Ckonvpyiite PIN-kog WPS, cocToAwmii ns 8 cMBOOB.

3 OTkpoiTe obo3peBaTesb 1 B None agpeca BBeauTe IP-agpec Touku goctyna.

MpumeyaHunsa.
* |P-agpec oTobpaxaeTca B BUAe 4YeTbipex HabopoB undp, pa3aeneHHbIX To4Kamu, Hanpumep
123.123.123.123.

* Ecnu ncnonb3yeTcA NPOKCU-CcepPBEP, BPEMEHHO OTKIIOUYUTE €ro, YTobbl 06ecneynTb NpPaBUsbHYO 3arpy3Ky
Be6-CcTpaHuLpbl.

4 OTkponte napametpbl WPS: NogpobHee cM. npunaraemyto K To4Ke A0CTyna LOKYMEHTaumHo.

5 Beeaute PIN-kog 13 BoCbMU LUMIP, U COXPAHUTE HACTPOMKM.

NMopaknioyeHue npuHTepa K 6ecnpoBoAHON CETU C UCNOJIb30OBaHUEM
BCTPOEHHOro Beb6-cepBepa
Mpexae yeM HavaTb, ybeamTech B CneayoLem.

* [lpnHTEep BpeMeHHO noakro4veH K ceTn Ethernet.
e ApanTep 6eCnpoBOLHON CETU YCTAHOBIEH B MPUHTEP N paboTaeT HopManbHo. MoapobHee CM. NINCTOK C

WHCTPYKLUMEN, NpunaraemMblil K KOMNAeKTy agantepa 6ecnpoBo4HON ceTu.

1 OtkpoliTe Be6-6pay3ep 1 B none agpeca BBeauTe IP-agpec npuHTepa.
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MpumeyaHua.

* |P-agpec npuHTepa yKasaH Ha naHenu ynpasneHua npuHTepa. IP-agpec otobpakaeTcA B BUAE YETbIpex
HabopoB undp, pasaeneHHbIX Todkamu, Hanpumep 123.123.123.123.

* Ecnu ncnonb3yeTcA NPOKCU-cepBEP, BPEMEHHO OTKIIOUYUTE €ro, YTobbl 06ecneynTb NPaBUsbHYO 3arpy3Ky
Be6-cTpaHuupbl.

HaxxvmuTe MapameTtpbl >Cetu/lMopTtbl >becnposogHas.
M3meHnTe HacCTPONKM B COOTBETCTBMM C NapameTpamm TOUYKKM focTyna (6ecnpoBoAHOro MapLipyTusaTopa).

MpumeyaHwue. NpoBepbTe NPaBMIbHOCTEL BBEAEHHOIO UMeHn SSID.

4 Haxmute kKHonky OTnpaBuUThb.

5 BbiknounTe NpuHTEp U oTcoeanHuTe kabenb Ethernet. 3aTem npnbnuauTtensHo Yepes 10 ceKyHAa cHoBa

BKO4uUTE ero.

Ecnu npyuHTEp NOAKNIOYEH K CETU, ANA NMPOBEPKN CETEBOro COeANHEHNA pacnevyaTtanTe CTpaHuLy CeTeBbIX
napameTpoB. [lanee, B paspene «CeTteBanA nnata [x]», NOCMOTpUTE, 4TOObI 0TOBpa)kanocb COCTOAHNE
«[MoagknoyeH».
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